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https://www.scworld.com/news/inc-ransomware-chains-two-sonicwall-sma-1000-zero-days-in-attacks
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https://www.justice.gov/usao-edva/pr/belarusian-leader-international-ransomware-scheme-known-ransom-cartel-sentenced-16
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https://www.bleepingcomputer.com/news/security/new-stormencryptor-ransomware-used-by-former-medusa-affiliate
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MicrosoftttiC & % &, DeadlLockZ Y H L7z TIFFER Y — &z 70y o F -V HICRE L, REAF vy FOERELBLESRET 2, V"D ERINBEICEEZZIFICCVERERESN 5,
https://www.bleepingcomputer.com/news/security/deadlock-ransomware-uses-blockchain-to-resist-infrastructure-takedown

[thE & DREEHEHN B KL, VMware vCenterDie551% % EMA LBabukiikn 5 5 L = 7 %#ER] (HH8k: The Hacker News 2026/08/17)
QUIRSO#t I, vCenter® B354 CVE-2026-59310A AR HE N BRI N, 47THE - 361DIPT L AABEINERE, FV VLTV THEBRINLZZFIH -7, A7 OBSICL2ATHENBENERONS,
https://thehackernews.com/2026/08/suspected-china-nexus-actor-exploits.html
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GuidePoint Securityft (£, [Ransom Busters| & ZEHEENARBIOFEEEMICEM L., BETHIRT — X OHIBRAEF LN T 7-B62HE, ERIZRaaSOT 71U T A PAAT, BREEZHERY TE2FOLELND,
https://www.guidepointsecurity.com/blog/beware-ransom-busters/

(HEHBEICBITE 7 YL TRENDSS%IETHY Y MEREZERALAEKEICKSH D] (H#i: Sophos 2026/08/27)
Sophos#t$. 20264 kR [State of Ransomware in Education] T, HBHEBE~DZ VY LT 2 THEDES%H ., REX—IAPT 4 vy TRhE, THhY v MEBROBRICERALIBAL > 8HE L1,
https://www.sophos.com/en-us/press/press-releases/2026/08/identity-based-attacks-are-responsible-for-85-of-ransomware-in-education

[Aurora7 > ¥ LY 2 7EEEH, 10bOEN~DKRETI—FT 1~ Al [Cursor] %{£FM] (H8: The Hacker News 2026/08/31)
Gambit Securitytt i, AuroraZ v ¥ L7 = 7EEEN I—T 1 > JAIOCursorzEL, 10 DENZRE L TW &, CloudSEKHE S BIRREEA ©. Cursorz AL EHEI ORI #ER L 7=,
https://thehackernews.com/2026/08/aurora-ransomware-operators-use-cursor.html

(BAZ4 79147 r2FTOAIOER] (HE: Gambit Security 2026/08/31)
Gambit Security#t &, The GentlemenBIE DK EE H'Claude CodeZ IFEMICAW T, BA, RABHROTI., BET — X 0OFEF| - FHHL FTE2RITLIZEHE, AIDVBAFEZEBLAD T2 LIERLT,
https://gambit.security/ai-across-the-intrusion-lifecycle
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OAPT

ODAY

Omega (Omega)
8BASE

Abyss

AiLock

AKIRA

AKO

ALP-001

Alpha (MYDATA)
AlphV (BlackCat)
Anubis

Apos Security
APT73 (Eraleig)
ARACHNA
ARCUS MEDIA
Argonauts
Arkana
ARVINCLUB
Astro (Astra)
AtomSilo
AUDIT

AURORA
Avaddon
AvoslLocker
AWARE

Axxes

AzzaSec

Babuk

Babuk (2025)
BARRACUDA
BASHE
BAVACAI
BEAST

Benzona

BERT

BianLian
BLOODY (BLOODY)
BL4CKTOR (BLACKTOR)
Black Basta
BlackByte
BLACKDOLPHIN
BlackField
BlackLock
BlackMatter
Black Nevas
Blackout
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All Rig

BLACKSHRANTAC
BlackSuit
BLACKWATER
Black X

BLUEBOX
BLUESKY
BLUEWHALE
BOOBA

BQTLOCK

Brain Cipher
BRAVOX
Brotherhood

Bully

BUSINESS DATA LEAKS
CACTUS

Cephalus

CHAOS (2025)
CHEERS
CHILELOCKER (ARCRYPTER)
CHORT
Cicada3301
CiphBit
CipherForce
CipherLocker
CLOP (CLOP)
Cloak

CMD ORGANIZATION
COINBASE CARTEL
Conti

Cooming Project
Crazy Hunter Team
CROSSLOCK
CRPX0

CRYO

CryptBB
CRYPTNET
CRYPTO24
CryptOn

Cuba

CYBERLEEK
CYCLOPS

DIR

D4RK4RMY
DAGON

DAIXIN

dAnOn (danon)
Dark Angels
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Darkbit
DARKMATTER
DARKPOWER
DARK PROJECT
DarkRace
DarkRypt

DARK SHINIGAMIS
DarkSide

Dark Vault
DataCarry
DATAKEEPER
DEADLOCK
Desolator
DEVMAN
DEVMAN 2.0
Dire Wolf

DISPOSSESSOR[DATABROKER]

Donex

Donut Leaks
DOOMMAGEDDON
DoppelPaymer
dotAdmin
DragonForce
DragonRansomware
DREAMFYRE
DUNGHILL
DYSPHORTA
eChOraix (eChoraix)
ECLIPSE
EL_COMETA

EL DORADO
EMBARGO
EMPERADOR
Endurance
ENTROPY

ETHICS

Everest
EXFILSQUAD
EXITIUM

FALCON

FOG

Frag

FSOCIETY / FLOCKER
FSTEAM
FulcrumSec
Funksec

2\ DEZSRE

GAMMAX

GD LockerSec
Genesis

GLOBAL

GLOBAL SECRET GROUP
Grief

Groove

Gunra / Fresh Gunra
HANDARA [HACKTIVIST]
Haron

HELIX

HELLCAT

Helldown
HelloGookie

HITLER (AGLOBGVYCG)
Hive

HolyGhost

Hotarus

Hunters International
HYFLOCK

IAHB47

ICARUS

ICEFIRE

IMN Crew

INC Ransom

Insane

INSOMNIA
INTERLOCK

J GROUP

KAIROS

Karakurt

Karma

Kawa4096

Kazu

KILLSEC
Kittykatkrew

Knight

Kraken (HelloKitty)
KRYBIT

Kryptos

Kyber

LAMASHTU
LAMBDA

La Piovra

LAPSUS$

LAPSUS$ Group

LEAK BAZAAR
LeakedData (Silent Ransom Group)
LEAKNET

L GROUP

LILITH

Linkc

LockBit

LOKI

Lorenz

LostTrust
Lunalock

Lv

Lynx

M3RX

MADCAT

MAD LIBERATOR
MAJINAHANASHI
MALAS
MALEKTEAM
Mallox

MAMONA RIP
MBC

Medusa

MEDUZA LOCKER
MEOW
MEOWCIETY403
Metaencryptor
MIDAS

MIGA

Mindware
Minteye

MNT6
MOGILEVICH [FRAUD]
MOISHA

Money Message
Monti

Morpheus
MORTAR

MOUNT LOCKER
MS13-089
N3TWORM (NETWORM)
N4UGHTYSEC (NAUGHTYSEC)
NASIR SECURITY
Nefilim
NetRunner
NEVADA

NightSky
NightSpire
Neleiz)]
NoEscape
Nokoyawa
NONAME (VFOKX)
NONAME [20235FH#2]
Nova
NULLBULGE
Obscura
Obscura 2.0
ONYX

Orca

Orion Leaks
OROVA

OSIRIS PROJECT
Pandora
PANZER
Pay2Key

Payload
Payload.bin
Payouts King
PEAR

PLAY

PLAYBOY

PRINZ EUGEN
Prometheus
PRYX

PUTIN TEAM
Pysa / Mespinoza
Qilin (Agenda)
QIULONG
Quantum
RABBIT HOLE
RADAR
RADIANT
Ragnar Locker
Ragnarok

RA GROUP
RALord

Rancoz
RANSOMBAY
Ransom Cartel
RANSOM CORP
RANSOMCORTEX
Ransomed.vc
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Ransom EXX
RansomHouse
RansomHub
Ransomware Blog
RANZY

RA WORLD
Raznatovic
REDACT
RedAlert (N13V)
Red Ransomware Group (Red CryptoApp)
Relic

REVIL (SODINOKIBI)
Reynolds

Rhysida

RISEN

ROOK

root

Royal

Rransom
RunSomeWares
RUSTY LOCKER
SABBATH (54BB47H)
SAFEPAY
SARCOMA
SATAN LOCK
SATANLOCK V2
Scattered LAPSUS$ Hunters
SecpO

SECTION9
Securotrop
SenSayQ
SETTRA
SEVYWARE
SHADOWBYT3$
Shaoleaks

SHIBA
SHINYHUNTERS
Sicarii
SIEGEDSEC
Silent

Sinobi

SKIRA TEAM
SLUG

Snatch

SOLIDBIT
SOVCALI

Space Bears
Sparta

Spook

SPY CORPORATE
STORM
STORMOUS
SUGAR
Suncrypt
SYNACK
TeamXXX
TENGU
Termite

The Gentlemen
THE GREEN BLOOD GROUP
ThreeAM (3AM)
TIMC

TITAN
TridentLocker
TRIGONA
TRINITY

Triple X
TRISEC
Underground
UnSafe
Valencia
VanHelsing
VanirGroup
Vect

Vice Society

V IS VENDETTA
VSOP
Wallstreet
WALocker
Warlock
WEREWOLVES
Weyhro
WORLD LEAKS
x001xs

XING TEAM
XP95
XPLOITRS
Yanluowang
Yurei

ZAWOO

Zeon

Zero Tolerance
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The Gentlemen 110 15.0 +23 REREe
Qilin
(Agenda) 79 10.8 -40
LockBit 57 7.8 +42

Qilin
AKIRA 31 4.2 -10 ZF0M(1 16U T) (Agenda)
INC Ransom 31 4.2 -1
DragonForce 28 38 - 27

LockBit
Nova 26 3.6 +1
SETTRA 22 3.0 + 22
SAFEPAY 21 29 -8 e Rbniom

. = DragonForce
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