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REMED D B,

e L. RBEAHDVREBADNAZRRE L IS5E. BEDELL. SRS OMEITELHM T 25 IEEN B
%o Ffe. BEDERZTICKEEIIN L TRENLGEEZ L 3READF vy FHRESNTED, REA
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DEAHLT LOHIRNICERT 3 LIFRS5 BV, EROHIEECREAICHET 3 BROBHIL. &H
SHLCHEBLTESEHEX LV FHHRIZE || 555 5 5 8 )

| EEoFRE

ZIWHSET LTH, ESY—ILORM. EfEEEE. ~ S TR W o IEh%i<, Lite NRILDF vy
REEERD S5 id. CDBETHEBERESKEMDRET S RAHHAERN D,

EBSY—IILOREISER TS 194D S5, MONBHNZSHO THEIRIERTILDIE4HICEER
%o 6 HIFESICKML. %% 9HIFERDF vy b ETHRTELN ol BH. D19 4ICIFIACIS
I OEBMANDEERM I G 22T, THIC. BESY-ILOREERIZ) —F - RE5NBFEDAYIC
EHRLTVB7D. ) —F—DOREHEBNNIEZILWEBDFILSNBIRAHEL .

e ZBRE2XI-T-E LTH, ES - EEPIBECEDEL EIFRSH V. &5 LIGEE KRB DES
ZHFERAB . HBEQOMGICKELBWVEIBHBENBETH D, Ny o7 v TPREFRICLSEIR
IL— hDOBER. EHTEICEDCBARERNROBER . FAICERBLTELI LD RDENS, FF
IS || BB 7 5 2 )

| meEpoEEL. Frv b 5B5N3BEOELNDD

CCETIEEEBAOXNEE POICEIE LTz UTTIE. HWBERADOEER 3 DOBRAHL5IERB, 7
T4 JIA FEOHISEEADIESDE. WBEA D ISOMBME. ELTF vy FETHEEBSMNMER
T-BAREKRTH 3.

771 )IA MEADFEEL

LockBit & RaaS ETILEIRB L TH D WEEBHEBICHIFTZIDIIMELDT T4 VI A ~ (MEDE
178) ThHhd. BEERE. EI5|0HEE. FMNABAEILT 70 VIA MIL>TAITCERD, ZOR
ERrFvv bF—2D5BESNIHE ST

F7=. Lite NRILTIE. EILREDLEM 10 BDLEDH67TH%EHHTHED, 774 UIA FEDEENE
DIRLOBRSNT

WERBOPREHIRICOWVWTH. PFI14VIA FCEDROHDHERTE 3, Fv v S L OHEBBEK
PERHEZVWT T1 UIA bTlE. WEEBD 74% 07O T7HIRICER L TWD, . WEEBO2ED
EAKMIFICERLTVWET 74 VI CBEFEELTED. 42— Y FOBREICEWVWTEIT 74 VI1 D
HEHNROSNTWIAREMELH B,

NEDREZHEFEZ 5 . RBEQDREEE PG L ANILICKEFE T WEEBANMREICRRREZ
TV BIRFTEZED D CENTEB LS BHNRDORNER L EX 5. (FHlllI35E || BR%E 3 =5 3 &,
55 |1 BR5E 3 =5 7 H)

RBEA 73BT EF2) T2 LOF(E

WEHEAD1 VI SICHERNERNMeEHR I NI Lite NRILICHLTSQL A >0 3> FEA
AREMDH B ) VTR ~ DR (HEORINCHEITEDEEIIEERTIT RV . NRT— ROEXRED
ZFOHITH D, COERIF. Z20AEHISEETH .

F—Il. BBETH > TOMBUPRENMEZ T >oMFTE L THRBEINEZ ZETH B, LockBit fillE. &
BY—N—0 PHP ZBREH L TLAED o eh ERITHREICK ZEBERO—RF 2 o 1A ReltIC
ERLTWVWS, BEENBEAFEAR. FRITHEISAREINTULEL, RBEIKHEL TV 3I3TOHESE
TT R, EHEMEECTELIEROREZ RNSEREZRIT 5. COFRIE. BMBIOBEICE >TH, Ny
FEA. REEE. SBEABRORBEBLE Vo IcBANREX 21U T R ZMHENICEET 2EZMEZRL
TW3,

FBIIC. BEEETRLAPEILREBR. 77«4 UIA bOITEERE. ABHS5OT7 I IRITEHREFEE LS
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V7 S DERPENCOHEIMEI E B DTS, FHHIZEE || 5855 9 &5 3 &)

WEEHLNFvvy FTERLI-EAFO

Frwv b ETlE. HBEESHEBAFOICERTIEFDREOSNT. THABIE. HEFEHR/INZXT—R, VPN
RO (Fortinet ). XUV T4 v VI ThHD,

. HBEVPWERBICH L TEF 2T MEEMETIHEORS N Ny I 7 v % NAS D AD
RXA D500, 2H—N—ADTVFIAIIRABA, NAT—Ri{bLEWo7WATHND. T5L17:
BiE% TLAR—b) ELTXEILLTHMEHCAWTW S — X H o Tco (GFEMIFE I 5 10 )

| THOK=

CCETRTEED. SOV LAV I THRBICEZHREADHILTIE HPILVOAE, EH. BHRA
X WS IcERDHFHRRLEITTRO 5NB, ChoZzEBHRICEON SR T 3 DIFRENICIE
H#ETHZ7D. 12T FOEERICEBLTES ZENEXL LY,

ER/L— FOBAXbE ) XY DEE

RBELDOZSPEAEZILVDAIBRICDOWVWT, HEEC AR — b2 PRICERHL TECICHER
LW BE. HENRECPRHEENBNADOIZINWNE. TENEEIVENU X7 ZH# 5 CEICHERDIVET
HBo

RSEA LIEERFOREIL

WEEIIHARR(T E DRSPS B R DOHIRRE TRENENZMNI T3 2 S EERANE-T
WaEIThIE, RFIBEHEOEBNMEKRT 3, RONTEHOP TEYLHINTES LSS, BHE - 5F
R - RASEGREZREICL. 12> T2 bHIGIRABREICED . FIBED ICHETE34H 2823
NEETH 3o

E8%M - BiEzaiiR e L7-1EIA5HE

BEY—ILE2ZITHRo THEIRIERTE T —RIBSNTWVS, TIWEEIRTZIEETHESY—I
DZTED ICEHE%ZET 5GP, ESYV—IIFeHITHEELAEVWEENRIDESZH. NvIT Yy
TEIREOFERELITLTERLTEETL,

BERAF ") X I ADKIGEHE

XIWVOFEICHD DS THMENIIBRNU — I8 1 MTIEBHINS ) XTI3FEL. KGHOREH
KLY BRAED AR BEE « NG| RN DBIELE, REHBADHRERTS. X T« PTHLOBERME L R/K
DUOBFZE. >FIALLTEMICARLTESIEDERLL,

B 7% FH1Ex R DMK

BEMRGOERBEAITL T, BAZDDLDERS T-OHDERNRHEEREMENICRET Z2HBEHLH
%o ALR— M THERLIEBARREROS &L, ME55H/N\XT—R, VPN 2R 0O/EsEE. 71 v >J o
TEANABNREIRICER L TV HBERADOT V7S THRKOREIERINTE D, HRHHEE
PEVLHBROFEDEES X, WIHEMHOTEHET 3, Ny FEA. TEHRRGL. BER/NZT— REE,
AR —EXRDOWEIL. T vV IWE. Nv o7y TORHMCEIRIBRE W o TeB AR = fkiT
LTRALIFTOWS CEHEETH B,
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Bl D35 < ST - BS - RAETOBIEZENICOITT %, 5B | MR ETLZEREDIHD
THOH. BNEBIFZORUE R DT —X - 518 - BFEFIZIRTT %o

BE. BN TRIDIERIZ. FICKETDDRWVIRD. Lite NRILEHEXT — 2 SERIT S 1&BEAICRS
Nd. TBT7 74 VIA CHDRAITBZXANRILIEEENLZVDH, BETRIEACLEEZZTOEE
LockBit 2FDHL D ELERT B Z LIFTE A,

e BINMPIFBESCICTE TS L OB L TVBH. DB (BB client_id Bz L I—F
B) PAHWT—2BRNEICL>TEL S, BEZ FLVTHEZLER T ZEIE. BROMER BEFE B-1) IC
BELILENDMERY ) Z2E2RINTV. BIE (%) IFEERA L TBEEICHE—9 5 (Bl 42%).

BEOBEIIUTOED TH 5.
#£1E lLockBit DIE,

I —FOEEE (2019 FEEIB~2025 ED;EB LS. RaaS IBEEEDOEK (ARL—4— - FIUT
1 hDORE), DS ULV THEI IN—TEOBH D, ERITHEICKZED#EED (Operation
Cronos) & ZDEDEF=ZH’S.

F2E MFHoRBrT—2ty k)

2025 £ 5 BOREER (Lite NRILEADRR). REF > TORAMEE - BAFBER. T —FX—E
1%« DI OFERIZEM. RaaS BB EDREERS LURHAHEEIET 5, F 3 ELIROEMID
AR EBRZBERZFTEHTWVS,

% 38 MAMEE : Lite NRILODEEKH)

774 )IAOEMTOER - 1R - FHEDODH. I IL—T L OBEE. FRRHIEOERZR E.
RaaS D AEEEZ DT I %o

F4E N HFEI—X  EILRLEE
SUHLTITOEI REOHERE. IR OS HIDREAS. BRARTE - FLERKRTOIRYE . KE
EREREOREXIRS,

BEE IXF7x—X Fry MIRERINEPDED]

RETOLAOLMEE. Fv v bEME - Fv v MECREE - BEHER. KEBBORIG/NNZ—>.
WEEDR S, WHREBADES L7 — X ZOMIFENLRFEZ DT 5.

B6E @R —X ' BRE - SFFE - T

BTIC7RLRAZF=IEFRLHE LB 7 5. EREBEODM. LB OBR. SBRHOZE
CERREERE. SHUVLEHCrESERSOHEME. Monero £ 7> 3 VDIRTEHR S,

78 1§85 7x—X  ZHhvnWign7FOtE R,
FTHIWHSESY — LR TORRE. E5ER0NE. #8570t AT OMESHE DT 3o
F8E IRW7x—X: V=91 FADIBE,

BEEITORA LT, Lite N\RILEHRE) —IH A b T—2DOREDH. BHEINIHEBE TN
Bh > THEBOLEZTT S,

£ 9E NEALOFHE : EENRILDEERE)

NRT—RFEBORE. ERERFOEERS. BRELS—CARETI/EXEHT. T—2X—X&FKsE
DR Y. RBEADERREZ DT B,

F10E NFvy MIRERBERINEBARE - WERICETIER

Fyy bOJICEREINLTHEAFO (BAOER) 8L VEAROEER - WRICEHT2ERZE
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| 1. LockBit DI E

AETIE. RET—ROFMLEDICASEINIC. LockBit DREZEIET 5, FIXMRIE CIG H&EEH LT
V=094 MEET — 2B LUVRBENNELHL TLBBERICIRS NS,

| 1138
LockBit & 2019 FICE35 L. B4EICI1% Ransomware-as-a-Service (RaaS) ETI/LAKIT LTz D, 2021
FD 2.0, 2022 FD 3.0 LEENICV TSV REER, WEEFECERBHEZHEIE TSI, 2022 F9
BIZIE LockBit 3.0 DE LA —hYRH L. THA#. LockBit DT A LT-IRES IL— T D BIRHEHE
TNTWLW3,

2024 F 2 BICIZEMRRR AT OEEICK ZENDMEE D Operation Cronosy HE{TI N7z (B
1.4 §1) D&, LockBit|£2025 F 9 BICA —20U 017 7 4#—> L LT lLockBit 5.0 *#BIFf TEEIFERH
CHRT 74V IA FEBEZRAL. AE 12 BICIZ) — o410 FHREIN. FBISMREL TWLW3 (T8
D)o

I-1-1 |2, CIG AL 72022 FE1 BH 52026 7 BETOWAE7 hABICHIEDZ)—0H1
BRAEEHO#RZ R T, 2022 FH5 2023 FIZHT T LockBit DIFEKIIHE S IIL—TR TRy LA
JLEHERR L TUWhA, 2024 & 2 B D Operation Cronos BEIZRADICE CTze D% 1 FEUEICHTEDE
IKED W=D, 2025 &£ 9 AIC LockBit ' TLockBit 5.01 *1§IF C/EEBIBRZXRBEL. EE 12 AIC) —
%4 FHHIELTWS,

175 4

150 A

125 A

100 A

BEAGH

75 A

50 A

25

0-

T T T T T T T T T T T T T T T T T T T T T T T T T T 1
01 03 05 07 09 11 01 03 05 07 09 11 Ol 03 05 O7 09 11 01 03 05 O7 09 11 01 03 05 07
2022 2023 2024 2025 2026

A

[I-1-1: LockBit U — 2 H 1 MMEEEDHER (2022 F£ 1 B~2026 &£ 7 A)

¥ X -1-1 OIBEABISBEMOEATHD . REOWEHREHKT LE—ELEL,

I 1.2 RaaS EF7I/LDEE

LockBit & RaaS ET/ILEHEALTHED. ARL—F— (EBE - SV LTI T7HEEZES) 770U
1 b (BHERTEZES) OMICREIDELH 5. KALKR— K TOMHTRE RS Lite /NRILIE. 2024 FkKI(CE
ASNTET T4 UVIA N TOTSLTHD., REDXANRILEILEREBRNER S, Lite /NRILTIE
boss (BIEE DR ZNEIR) NOKEEHN S B Y —ILORHED boss DHITICER SN T LV
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| 13 D5 Y LI T TRESL—TEDBEDD

2025 FElF. UV LTI THRETIN—TD) —0H A FREARAHIBT —RDRHDHEIWE, CIG Tl
Everest (2025 & 4 A). LockBit (2025 &£ 5 B. K 11-1-3). RansomedVC (2025% 8 B. K II-1-2) ® 3 %
ICDWT, V=081 D~y FR—=H TDon’t do crime CRIME IS BAD xoxo from Praguel & W S[E
—DOXHEICEFHRISNTWVWR ZER L. CDIFH 2025 F 2 BICIL. BlackBasta DREBF v v +
O DNERIC B SNz LockBit DFERIF. THIUTKK KIRELAET — 2 DORBICH =5

x | +

C M & nips:

Don't do crime CRIME IS BAD xoxo from Prague

II-1-2: RansomedVC U —2# A FREARDR IV —>2 3y
¥ CIGICTEELIERZ =223y b

LockBit @7 — X Tl Lite ARILEARE R 5N S DB 4 > THREAINIIcd. EILRRE. REF v v
b BIC7 FLZDQEDHTRERL. JIL—TOEBEREZZANICHNTE 5T —2H RN,

C ¥ ® lockbit: |.onion

Don't do crime CRIME IS BAD xoxo from Prague

paneldb dump.zip

[1-1-3: LockBit U —oH 1 rHIABDR I —>2 3w b
X CIG ICTERELEXZ)—>o3y b

LockBit |& 2019 FICHIRL. Z>H LV 7HES IIL—T e L TUILBHNRIBICH - DEEBIZHEIT TWS
TJIWN—TTH>, Ol ZEBEBPNIHRESODEA. N—J3VORFHZERTEITIEFH. 2020 FLE
IC1E Maze %> RagnarLocker & ME#HEAY. 2025 & 9 BICZiE DragonForce DRZ(C LockBit H'EIE T 52
T Qilin (Agenda) * LockBit * DragonForce ® 3 JIL—FIC&B 5B LT T THILTIL ERHIRERS
N (fef2l. KBICEZCEFTERAR TOEEDEEL TOLBINEBESH TRV BRE, VT LTI TR
BIN—T0FAICIL EZE5XTE .

I 1.4 Operation Cronos ¢ £DEDEIR

2024 F 2 B, EHITHEIZ LockBit DU — I8+ b ZHUIL. by IR—JZE SR foo T ORMERIEH
lOperation Cronos] IFERETEH 5T, EENISETLT. RAFES5 BICIZERE L SN2 AMDOETTIER
MRS N. 10 BICIZAREEOREHERINIBENDH S ((F8R D)o LockBit AlIFH#. ERITHEREIC &
SERAROEICHBEHEZEO TBHHZAWIE IR, ®ENBRIGER LI, LALISLEHED
REICESNALED, 2025 FRFICMTI T —IH 1 M ETRONZZENREISHIMEBD KL, £
S5 L7IRT 2025 F 12 B, LockBit5.0 DU —2oH% 4 FHEIRL. ERDOFRIBEHEHIL 88 HTH o1,
el V=044 FMEERBIIEERENSEBNZ ZEHEL. FRBH I I-IILZDADOFRKETIL
U, EEE, Lite NRILEZEETEIT/IBE 24 D55 15 ik, 2025 F12 BD ) — U1 ~BHEERC
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T 2 moggr7—2+y ~

AETIE. Lite NRILOMED . 2025 FE5 BOHIALE Y TRHEDRE. 4> FT7—20&EH. H&
UOEDFNEEIEYT 5, TR RIL Lite NRILBARDT—LZR—2X (DB) 4> 7 (paneldb_dump
.sql) THO. WREB I 2024 F£12 B 18 HH'5 2025 F 4 B 29 H (UTC) TH B, £7. CIGIZT
BRALIEBR ()-8 P EOERY R -3y bF) BHETHBLTWS,

| 2.1 Lite XL R & 2025 5 5 A Dl

Operation Cronos #. LockBit @) —2 41 + TIIBHEFBDRMERH KV T W e TS LIZKRTT
BAINTC Lite /NRILIE. TERD XA 2V NRILHEERIC 1 BTC (ML — T 9 B5~107 USD 1Y) =
ETBDICRL. 777 USD TEMTE %, SMEOERBRTIDFBEINTED. FIRT7 704U +D
BARGZKBICENMLI IO S LTHB, 2025F 587 H LockBit DU —IH A D kv FR—2
ICT—BZR=RDATIT7ANAD) VoD ERENT (B II-1-3) F=FBICLIZHTALRESNBZHN
EITERIFFESINTUVERV, 4V FTOEMBRIL UTC T2025F 4 H29H17:26 THO (2.2 BE). D
BLEHIOBFREFTODT—EDEENDS, RHER. LockBit id—oH 1 NV H—T4—5LET
EBEZHEL. REH Lite NRILIBESNZEZERT I L LHII. HIARTEICET 3 BRIBEEA
DR DTN =R L 7=

B LEAKED DATA W TWITTER > {2 HOW TO BUY BITCOIN > Q@ CONTACTUS
e PRESS ABOUT US > B AFFILIATE RULES > &% MIRRORS

LOCKTLEN]

Deadline: 08 May, 2025 00:22:14 UTC

[no logo] vzlom7may.omg
7 Man B3/10MaNK NART NAHENL C ABTOPEroA ANf BCEX XeNI0WMX, B3AAN G4, HY OAMH ASKPUNTOP W HI OAHA YKPAAEHHAA AaTa KOMMAHUIA He
noctpagany, pasbupatoce Kak BanoMani v aenato pebuna. @yn naHens v 6aor GyHKUMOHMPYHOT.
Ban0OMan AkoBb! KAKOM-TO XaKep XOXO M3 NPary, AaiiTe HGby 3a HEro KTO Takof, 3annauy AeHer ecan uHda By jeT peansHoi.

HHEIER
"5A7H. 71 MRILOBREVATLDNYFTEh, FETIIRTOADT
TEAFAEIBED XL, Ny IFy7EWMBLELED. TUUTT—0EENS

BENET—YEBERBDFBATLL, EDLSENYFIIDTOhihER

HPT, REYELREEZESTWET, Z2LFILEeTOTBERICHEL TV
o1l 9. ESPS5TINHBONY AT BNV EVITET>ESTT. ZTOA

MICHTIEBOIBNERZITIEZV, BEFIERTHNIE, BHERILNET, "

W TWITTER > & HOW TO BUY BITCOIN > @ CONTACTUS>
ed' PRESS ABOUT US> B AFFILIATE RULES > £ MIRRORS >

1-2-1: EENRILT—ZDRHICH T 3 LockBit ID KRS

¥ CIGICTEEELERIU—>2 3y b

19



| 22 ¥ 77— 2 OB (REHEH £ AR

BRATICEER L7cd > T T — 2 ORKREERHRZ XK 11-2-1 ICTR Y,

xI-2-1: X2 T 57— 2 DREEER

NS fi&

7 71 )% (EHERR) paneldb_dump.zip

7715 (BEE) paneldb_dump.sql

R X ¥ 7.5MB

EBREY 11X 126 MB

SHA-256 (paneldb_dump.zip) e00aa8l46cf1202d8baafffbcf86da3c6d8148a
80bb6503d89b0db2aa9cc0997

SHA-256 (paneldb_dump.sql) 4781lec443bb563c0c7b59462d5¢c25b4dlcfd4ad
8aB8a9f15aaf1381d4f677c434

SR B (R > TeH) Apr 29, 2025 at 05:26 PM (UTC+0)

INT LB TAERR Ubuntu 22.04.1 / MySQL 8.0.41 / PHP 8.1.2

DAY THAN—FZHRIF. T—TILHDEEER (B BE - EFERE) h 581 2024 £12 B 18 H
M5 2025 F 4 B29 HETOHWANBELHEINS, T—ER—XLO—ROHKZ - XiE - EFALOHI
BREOTREMEZHRTE RV S, 2HBOLERITLICFREIN TV S CIFHE LAV #I5iE 2.4 8
B 4> 2320 02— —EET—TIHEENS (EZET—TILEED) TET—TILOLI—FE%E
£ -2-2 IZRY,

Rl-2-2: F>VFICEFNBT—2R[E (FBT—T))

= L O—R#

users 75

clients 246 4

chats 4,423 £ (X vt —J Bfi)
builds 1,183

btc_addresses 59,975 %

| 2.3 LockBit RaaS a0 HEES
ARLKR— b THERAT S LockBit DIEBBEEICE T 2BAEZUTDOEDEERT B,

F~RL—4— (Operator)
LockBit DHiZFARE - BIEEEE, SYT LTI T7AEOREE - RFeA VI SER%EES,

boss
Lite NRILEDF v v MMIBITZBEEEDREIFN, ARL—Z—BOANYCHEINEZIN, xE >
THEIEEFDMNEBEIITERETI AL, Lite /NRILETIXES Y —ILDIREMER & FREEREDR
EEZIF D,

771 )XIA | (Affiliate)
RaaS £#9%& - WER1TE, 7T LT T 7EI FOBE. REOER. HEEBroxFSzES, BRe
ZHEEBLIHESIF boss NI RE L. FHEMZzEZL3IWNEZZITE D, T—2N—X ElF users.id.
clients.advid. builds.userid THAIETND. KLAR—FTT7 710 VI bHELTRIEIL
users 7— )LD username (BRI NTRFTHD. Fr v EPEIRDERICEEND T 711
I h~ID%Zusers.id EBELTRHELHDTH 3,
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REA DV THOERTEZDIELte XRILDT T4 VIA FRBETTHD. XA UNRILDARL—F—%
74 )ITA FOREIIEENTL,

| 24 F—2R—20OHMH (FET— 7L L BREER)

AEAVTOLEBRII22EHDBO TH B, ET— I OFEMEL I— FRIIEROMHEBERB-2) ICXLH
Teo UBDAMTHEATEZIEET —TJILOREHMEZR-2-3 12T,

RNI-2-3: FEBET—TILCHBE

pak F—7I BE

TI74)IA NER users/invites 774 JIA OB - BIEFER

EIL R EE builds/builds_configurat S >YH LTI T7EIRDEERYE

ions RE

WERR - 5 clients/chats/visits WERBBR. XSFFvrv b 7
v+Ez207

7 RLREE btc_addresses BREZIWVWED BTC 7RL X
7=

BESmE files/ pkeys ESEET 71 - #BIEHR

T—7 I HOEREE

FET—TJIIEOBREGRZR I-2-2 ICTR Y. BE. ALY FICRINASF —HHOERD S TR,
FE LUK I-2-4 DERERIE. T —ILFOBRRADNSHEL. T —FLANILOBE—EE (HEFIC
CH) TRIELICHDTH B,
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users.id = files.adv_id

id
adv_id

Y

users.id = clients.advid

-2-2: FB257—-JI)ILD

ide id

parentid type

login target_id
password yadvid

is_admin address

level l
session_id

inesxi_on o beiias
reg_date ide

last_online parent_id

paused status

builders settings decription id
notifications »userid a
notify trial stealerid
negotiations comment
show_extra_ info master pubkey
keep messages_unread master_privkey
toxid date

toxdata company website
ips o revenue
permissions type

paranoid mode max file size
created_at delete decryptor
updated_at created at

tag key_id

invite id crypted website

—»iclient id
build id
message_id
path
filename
downloads
status
created at

id e id
important advid owner
advid advid
master_ pubkey »clientid
session_key flag
paid_commission date
trial_done content
decrypt done is_file
decrypt 2 done real_ filename
decrypt_3 done filename
decrypt_done_at readed
decrypt_2_done_at created_at
decrypt_3 done_at updated_at
chat_status readed_at

can_chat
banned

views

date first
date_last
toxid
toxdata
session_pub
session_priv
last_download
created_at

Y

build id

BT — 7L OYF — OASREROFAZ R I-2-4 1019,

id

SIREAR

FN-2-4 : F=TILED Join 115k

Ly/clientid
visit date
created at

Hr—7IL Fr—7) AT — PO EED =E

users builds users.id=buil 1:N 1,183/1,183 H*
ds.userid —

users clients users.id=clie 1:N 246/246 H*—E
nts.advid

invites users invites.id=us 1:N 73/73 H"—E
ers.invite_id (invite_id 3E¥

AD#H)

users files users.id=file 1:N files DEREN TS
s.adv_id B —

builds builds_configu builds.id=bui 1:1 1,183/1,183 H'

rations

lds_configurat
ions.build_id
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Br—7L Fr—70L T+ — SRR wE

builds clients builds.id=cli 1:N 246/246 H*—=
ents.build_id
builds pkeys builds.decript 1:N 1,095/1,183 h'*—
ion_id = pkeys. 2 (92.56%), dec
decryption_id ription_id IR
DB LoOFREZT %
DFE FEH
(builds flOAD
ZARIL)
clients chats clients.id=ch 1:N 4,423/4,423 H*
ats.clientid —X
clients visits clients.id=vi 1:N 2,398/2,398 H*
sits.clientid —X
clients btc_addresses clients.id =bt partial 159/59,975 O H
c_addresses.ta 0O
rget_id
users btc_addresses users.id = btc_ partial 159/59,975 D &
addresses.advi JEE O
d

E—#EEEOHEIL-I

WEBBOESTENIIT builds. company_website % clients.build_id R THTIF7-5 X TIEMRL
(http/https R F— LRRE. www. BRE. NIAEDDRE. IWFL) LTERLIEIZ—O R X1 > TH B,
FE—EBIER R X1 %2 DIBED. RXT VIl LTHY Y T3, LIEARA2T KLER—F
T MEEABE CLTRIBBIEERILR XA Y ETHD . REDZEA - BREUOBIZCNELDDEN
AEENH B, TR NEMEHBIEINDS K X1 > (example.com. test.com. test.test &) (XHHH 5
RN T B, XA D SEBORELNRELIZE. E « £R&IL TUnknown) & LTI/RSH. HEICIEHD
YhTB, U—UHA MEREDEEGHLERL TWS,

sCE AR

WEMRB R X VFEREBOIZ I RXAVOEHICFERAL. ALKR—FTIXE#RLT S, 7711
I h% (users.username) 3D EFRAT . BELPEEAME OBAIFIFITHERL,. Fvv hD5|
BIZEEN - RRICHBRSHFEICE Eo. BBISEIC OB ZEERBRISN AT VI T3, KLKR— DD
LOHNS SUVEHAER R WVHIERE, HEEBMBOBELEFES) IHRAICTEDT,

23



3. fHEEE  Lite NRILDEE{FT]

AETIE. Lite NRILDT—EAR—RICEDE, 7714 UVIA FOBMHSKRBRITICEDS T TOHRBES
ICDWTHRT %o WRT—TJ)LIE invites. users. builds. chats. clients THD. BZliZ UTC+0
TF%E'__?r250

ETBMTOCREBERRRERE L. RICT T« UIA FOERBE L EFEDNHZEIET 5, TDOL
T, 7L —7 £ ORECENIFDMER Z KRG L. Lite NRILICHIT B EZFRFIOREZHS T B,

| 31 BM7OE X L BHKR

invites 7—7JLICIE. 3,693 HiIC LB L OA—KRBHD, 7714 UIA COEERFHNSEMEBOZIAL.
ARFTOIOEINEEIN TV S,

FFXII-3-1 IC. invites.created_at Z# BB TES L-BROBEFROWRE %R, Lite /NRILDIT

5L, —BIICESE TV BRI 2025 4 4 BICBEENL. F— S RHEN F OERARGE
BHHENT WS LA S B,

1000 ~

800 A

600 -

HH

400 -

200 4

2024-12 2025-01 2025-02 2025-03 2025-04

11-3-1: BRIBEEROHER (2024 &£ 12 B~2025 £ 4 B)

invites.status %%

invites F—7JLICIE status 74 —JLREATEIEL. 0, 10, 50, 100 D 4 FEDEHISEHRINT W T —
ILREDSIFERTOCLADETRRZTTHDEHBATE SH, RMEDIERBERIESFHETH 3, K 11-3-2
ICEDRHEERY,
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3500 A 3449

3000 A

2500 -

2000 -

HH

1500 A

1000 -

500 ~

12
T

AT—5 X

[1-3-2: invites ¥—7IJLH®D status 9%

FUF T —URREEIC & B invites. status DiRET

status DENEBICAZEKRTEINE. T FI—YESEESLTHRIELT, invites &L I—FK
ICIEBTC £/ XMR 7 RLZAEDHTENTED, TDS55BTC 7 RLAMEH TN 2,338 5iC
DWT. BE2DEES status DEXBELT. BEREZXRI-3-1I2R7,

FI1-3-1 : invites.status DAV F I —VBLIKR

status ¥ BTC&L£H:: BE2X

0 2175 0 0%
10 5 2 40%
50 43 10 23%
100 115 0 0%

status DELEESRIIVIGLTHE ST, status = 100 D 115 HICW > TIFLTEEIEOTH > 1.
EHRRZTVFETINWVWEAETRY. CLWSEMAEL 7SI TIERVWER5N%, BTC TERRICESHHE
ATEFDIE status = 50 D 10 F ¥ status = 10 D2 . Bt 12 Ice &£ 3,

7= L. BTC &&H'7%2 < TH XMR (Monero) 7 E DR TRINHONT-RIREMEISTR B 7. 12 HFlEH <
FCAYFI—VCHERETILTRTH S, status IV EROES ZRASH O TRIRL TWBH
EEMEHEEIITES. EOERICIFIEERZET B,

BTC &£ 12 5D

FZHBFL O— K (invites) @ amount (Zl&. BI0% 777 USD % Z D= BTC/USD L — FTHREL /-
BTC %8 (AT MEEKR%EE ) HREHTEINTWVS, BEHHERTIT L 12HICDOVWT, FBFREE /L TLWSH.
EEDESPEHA. T 512 LockBit A RL —2—HZ (T > -8 MNE % Z DREIN L 7= E AT

SEDORH
AEVHERTE L 12HIBVITNIBEREZH L TED. FEEZIFAED oo RRIF. FRE T
¥ 64 FBREZHOITMNCLEIZHD (+0.01%~+4.22%) H' 6 4 TH D, USD 8 (BEFE TX
Krmd BTC ffitg TH L) DEFHIH $9,374 (12 . #90.10 BTC). 1 7D DFI5(3$781. FRfE
I% $786 TH %,

EEEE
BEHERD S BSHR T TOMERREIFTHT28 9. RR29D. RRIBDTHH. BEHIHR TSI
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12 TRLUFThHERETESMMTHN TV .

SMEOESBEINI—>
2024 £ 12 BO#IHA 4 ¥4 (id=8, 339, 422, 876) |& 2025 &£ 3 B 2 H 08:33 (UTC) DE—~ S %Y
Y T—HENREINTED. LockBit DARL —Z—hHERT RLAZFEHTHRIHTEREZLT
Wzl D5 HHR B (BEH SEINE TOFEEARIFH 63~73 H)s —A. 2025 F 1 BLURBRIZESL
7z 8 4 (id=1041 LA%) ICD W T, 2026 &£ 7 BARBATHHEEIIERINT . KREE5T3#90.0678
BTC THo7co CHUTITEREFIDZELLEPITHREIC L BERANDEM B L. BHOERNEZ S
N3H. KF—ahSIFFETITHRL,

B¥HAS R
2024 FE12 B (INILBIRER) IC4 5. 2025 F 1 BiC4. SRIC2M4. 4 BIC2H4THD. REE
Bl £ THRABMA LT W .

| 32 771U T rOIERLRE

Lite NRILDT T« UIA MIESY —IADT I EZFT. B85V —ILOEH - RIEITEEE (F
#R Tbossl ) IC—ETNTWVWB D F vy MEERHD SRR TE B0 €D RNRILICEITET TV
TA ~ORENIIHBORIT CWERB L DITSHICRES NS,

F vy hEEERICIE. users T—TIILEMR TR ERSNET7 71 )IA ~ID(adv.id) &. clients 7—
TS T D RBE5NZHWEERB ID (clients.id) KRR INTWS, ALKR— FTld. Fv v MIECER
SNfcadv.id Z users T—JIILEEE L. ZETET7 70 VIA MaZERE L. UBOERRYF vv
FEHRICRT 7 70 UIA bRE. COEEBERICED

Ffoo KLAR—FTIE. 7710 UIA ~ID (adv.id) & HE4E® ID (clients.id) DfEAEHLEZ 1 DD
Fry ALY RELTRD, L. Fry hEEDNSIE. B—D7H T2 b TEBROANIDH AL TH
S LTVBAEKFOLFTAEND, FIZIE. WERED THEMYR— b1 » TR OFIEZROFFRIC, KE
ERIH “boss here” ((RAX. ADELKE) DELSICEHSDIUG*EESTS A TRERF I TMCHEARNMNESN
foo RLAR—bFTIE. TS5 LF vy hETESY—IILOREIERZE DL RESNZ AYDOREIEFE L
T Tbossy ZEAT B (boss DESEIZ 2.3 B1EHR),

COLIREDIBIZF vy FEERICODEERNTWVWS, 57 7« )IA bIRSEBICH L TERIZ
LockBit 7 R L —4& — L ISRHERZ CEAE L THED . BEDESEKKICOVLTH TBHDOEREN c&HEZ
BELTWS, RaaS DA ZBSHHAL. XL —2—0tDT7 71 VI A b DBRZRIITTE L
SBREFC BRI 5N,
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KT vy MEBED LI X— LD

T714VIA MIELBZEESIEDER

lofikdis 1. We belong to different organizations; what you said has nothing to do with our team;
2. Lockit organization has hundreds of hacker teams;
3. Please do not communicate with me about content that is not related to this client;
4. You can contact the boss directly through tox;

AR

1

AABIFROEMICELTED. HRICOREIFHIEDF—LLIIEFRDD A
2. LockitiB@ICIFB DN\ Y H—F —LHFEL X T,

3. 205172 MRBEREBABICOVTREPOERD LAVTLEE L,

4. RRICIBTOXCEREETI £,

2025-04-24 09:24

;:5°4

We have many customers, please don't talk to me about these irrelevant topics, it has nothing to do with our team.
If you are a professional cybersecurity professional, you should understand the operating model of lockbit.
If you are just a middleman scammer. This is the price you have to pay.

BAER
IBICEZOBENVE T, MERLGEERPOTILIV. RABOF—LLIBERHD FEA. bLHERLHTODT I N—EF
2T EFIRE S, LockBtOERETINZERELTVBIITTT, b LERZHNOERALS. ChiHBIAHLSREIAHETT,

2025-04-24 09:25

#x

| have the evidence in hand, | paid you, and after waiting for a month, you didn't solve the problem, and you banned the page!! Victim
HFHER
AHUIFTTICHD F9o FRIZIWVWE LT, IDBFoTHRIBRBRE S, HARLLERR—JERELELL!

2025-04-24 09:27

3974

Then you send me your boss's tox, and I'll communicate with your boss!

BAER

ENBEBHRIDLEBDToxEE>TLIEE V. HATOLFEEHEPORO LET !

2025-04-24 09:28

NG Stupid guy.
Lockbit has hundreds of teams. We have never encountered you in this branch.
If you negotiate a solution, then continue to communicate. Otherwise, we refuse to process any of your messages and your customers
will lose data forever.

BARER

BOBWTE

LockBitiCIRAEHEDF—Lb'H B, COXEBTHRICR > LIFEL,

RRRERSTBH5. POMDEHTIZ. TS5 THEVAS, SRIOXYE—CDNEBEEFT S L. SRIOBEIIKRICT—2%EK5,

2025-04-24 09:28

1-3-3: 774 VIA MILBZEEDIEDOER

| 33 774V FEBHROSHT

EIRERITLIET 70 UI A MNMIS4 A, Fry bERLETRFHICESE LT 704 VIA ME35HTH
%, users T—JJ)LE® paused 7« —JL R Tld paused = 0 (7T T« 7 &#ER) H* 40 . paused =
1 (BLECHER) M358 LB >TWD, NRILET. P74 UIA FOEHRRE TN CERINTULE
REHNSHH R B

THIC. EILRECTF vy M. HERBRAGCDEHEDDHZANTIE. 770V IA FETKSE
RIESDENHBZeH9h B, EILRETRZ . £ 10 BN LEDOFI67% (791/1,183 %) = H®H T
ED. Fyv MEBOCHERBHRORKIC—BOT 74 VI A MIERLTVWRERIGESND, 77
DIARICISEHEDRD MDD CiF. RBEQOEEARHOXREZIER TSI S I TEELRRI >+
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Th s,

400 -
350 -
300 -
250 -

ﬁ 200 -
150 -
100 -

50 A

JamesCraig Swan btcdrugdealer lofikdis umarbishop47  Christopher matrix777 PiotrBond Anon666 RiccardoBond others

B 11-3-4: 7 74 ) IA RIEL REBORH

EJLFRTOREH - FfHER

21,183 HDEIL RIZDWT. created_at & UTC DEH x BRI%ICTH L TES LR ZK 11-3-5
IZRd . XBEH®D UTC 15 RhiEICE )L REITHER L. HEBIZSEMIZEED DR WMERDR SNz,

Sutn12 5 5 2 3 1 3 0 2 6 2 13 6 5 10 8 10 6 3 8 1 4 12 3
50
Satl 6 6 3 5 0 2 2 4 1 3 7 5 7 12 3 3 9 19 7 8 5 4
40
Fri42 1 6 7 3 3 9 9 1 2 1 7 9 9 15 6 10 19 9 4 9 0 1 2
O tpyds 7 7 9 18 5 14 4 3 6 6 8 12 15 6 10 10 6 18 9 1 3 6 2 30§
A &
Wed41 5 7 10 9 9 3 9 1 2 4 0 5 5 4 12 1 6 2 7 7 l o8 7 20
Tued4 9 6 3 5 11 6 4 1 4 3 3 0 13 4 5 5 7 4 8 3 2 1 2 0
Mond 425 S 1 -8 0 -7 0 -8 1010 SIS 3 -9 9 BIEEEE 5 S8 o 6 Bid 3
T T T T T T T T T T T T T T T T T T T T T T T T 0
o1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
iS{E

K 1-3-5: EJL RE{TOER x BEFEIE— <y

7714VIA FUOF vy MR HERERK

24423 DF vy b Xyt—2%T7 T4 UIA MRICESTT B &\ Christopher H2,078 4 (218D 47%)
CEHLTWBZ &M Dh B, Christopher (T < #EMRRIE clients T—7 )L ET 44 . EFEL R X
1 VBEMTIF1I9EEBTHD. WThET T UIA MR TRETH D, 2R LT, HEEBEHZVT
T4 )IAMEEFvyy MEBHZWVERNRE SN2, KI-3-6 ICF v v M. B II-3-7 I EHEBEL
DRHEERT
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2078
2000 -

1750 A

1500 A

1250 4

5534

=~ 1000 +

750 1

500 H 470 475
357

290 290

250 1

Christopher lofikdis Swan PiotrBond JamesCraig umarbishop47 BaleyBeach king457533579 Brown 59X67 others

X 1-3-6: 77« )ITA LRIF vy MEBODT

WEEBE (1=—2)

Christopher  JamesCraig Swan PiotrBond lofikdis umarbishop47 ~ Anon666 jhon0722 smelly btcdrugdealer others

1-3-7: 77« ) T4 FRIREEBB DI

FEIEDZWVWT T4 UIA MMIF. REXRZAIICHDFENR 5N 3. HEBBEH =RZ D Christopher 1
BERENLRHNEL.. EEBXZZHTZMERNH S, LockBit DT Z > REFIEICH LB EBNBEILSL.
BEEANOFSE TR THMEMRBICHT L TIE. LockBit DI NF TOREEIBIICEBEEEZRDIELERLT
L\7to

—7h. EJLREHARZ D JamesCraig IF% 4 & LT=BHBHBRRICHIFEN TH 5, MRS TIFENEZIA
WEEMBE LIETFICIEL 3T — X5 H o1, BERRISIEE 50% L OREHH DN 7 ELEAVEERICIE
Cr=EfvRonr.

| 3.4 Bmh 55E8HBI4 S TOLAR

EILRERITLIECEDH S 54 BICDWLWT. B0 (users.created_at) " S54IEIE L K £ TORERHE
ZEE L7 354 (1965%) BEMH 5 24 BFELAA. 43 % (#980%) A 7 HURIZHIEIE )L RERITL =,
—H. BRTATVFT58D55 21 AIE—EHEIRZETLTESY. TS5 LEmDbBERDZE. 7
T4 )IA FOFIAANOEBECREESEDRETICIIAZIHRENH S ZEH DD B, K 1I-3-8 IC 54 LDHARES
HERT,
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N=54
175 SESRARI24hKTE n=35 (64.8%)
SRR 7 BRI n=43 (79.6%)
15.0
125
gt 100 I o e - 24h
*
75
5.0
25
0.0+
6~24h 1~7d
SMhSAEEIL K E DL

[1-3-8: BN SHEEIL K £ TOEBIDE WX —IL)

| 35 7714 UTA FRDOEER (R - %)

users T—JILTIE. P74 VIARTHATY R IZZYT . ¥R Xk (permissions). EJLX—REE
DFE (builders_settings R Y) AEERINTWL S, XTI newbie (62 $). verified (5 ). X7 7% L
8%, 2B 2%IFadmin ZEELC AT T ATV M) BEIZHOINTED. K¥EH newbie ICHFTEINTWL 3,
Z ZTW5S permissions |&. chats. write_chat. builder_chat_generate Y. 7HD > NI
Saxnf-Em - eET7 Ot XIED—ETH D, —H. builders_settings (& {"10":true,"20":true
P DESBERATHRESNTED, EILRZATELIFEIN A —BEOBW 7SI RoNETHY
> NEMIORETH 3,

Zhicx L. EEOZEIL R TEIRSNEHEA 7> 3 i3, builds_configurations.config iCEJL
REMTRF|EINTWVS, XX BEER. 7OCXELEL. Xy 8T —0HE. BCHIR. ZESEIEHE
EREDERTEIF. EILRZ D config SRR TE 3,

AEH TS newbie / verified RE DX T &, FEILRICHEINZTTIEA L. users T—JILICEEER
INT 74 VIANTHAT Y NEUDOBMTH S, —A. EILRA TS 3 i builds_configuratio
ns.config ICEBRINTEII FENUDERETHD. A—TFT 714 VIA FTHLHTHEI R LICER SR
ENR—HHERINS,

LR Tld. builds.userid ZNMN L TEEIL RERITED users.tag EIEE L. AHEROT7HU Y R
TMICREBRZLLER T D, el 2T PERBREDODEEREIIHERTET VD, BEILFERDA
g - 1ERREEBEEICETT DD TIFRL,

BWEDT7 D> MERE (Linesxi_on [ DB ED#&ZD]. paranoid_mode. negotiations)id. 75 7AW
YER2TATYRDHTEMEINTWVS, BN S ZNENESX RIBRITHEEE. BEERE—RICETY
BERE SEEMBE CHERI SN B D BEEDREBIFMETE RV, CD 2 7AT Y MMILWT D admin &
BORIBLOATT7HAHIVETHD. — DT 71 ') T b+ (newbie / verified) IZIFF5INTULELL,

keep_messages_unread (X v EZ—JRFGERIFCHA) CVWSHREDHEETZH. £7HT 2 M TEHOT
HD. MEDOERIIED o7
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RITERVMRETHIO Y FRELEI FEREDIER

newbie & verified DREIT. 7H7T > MREMEICHELISEEE IR TET AD o7z, builders_settings
D7 ZTEZHEY 3 . newbie |[ET19 7.66 18 (FRfE 9 E) THBDICXT L. verified I35 5.4 & (F
RE6.0ME) TH Do 7=l COERFZIDEI FEEDF AT ZERERADTVWE L ZRTHDTIE
AL\, builders_settings (7 AV NEMUDREMETHD. EILRZEDRBOF TS 3 VRELIE
XA L TR 2HREHLDH B,

EBOEILRREZRZE. BA—T7 714 VIA FTHoTHEIRZCICERZ AT VERELAWVS
NTW3, BREILREZRITLET 74V 518055, RENRA SO 3 VEREHNEEI RTE—
72oT=DIE2BDAHATHD . KFEIFEHNPEILREZA I THREZZE R TWLW

—7. EAETIIEELRERNH D, 1FIEEK (paused = 1) | verified 0% 5 BELENT I T+ D) TH
ZDIZxF L. newbie (%7 48% (62 %70 30 &) I3ET B, 7HDU Y hEMOFBPRIED verified H%Y 105.5
H. newbie i 322 Hr AE< A3,

1518 newbie (62 %) verified (5 %)
builders_settings 7 5% (1) 7.66 5.4
builders_settings 7 5% (FR{E) 9 6.0

{S1E3R #48% (30%) 0% (0%)

7 Hho Yy hEm (PRE) ¥32.2H ¥105.5 H

UEDS. KT—ETIFZEZIDNELRA TS a v OFBAIBZERRE L TV EIZERTET L. —7
T, BUERPTHY Y bEBICIIEDNROSNSTcD. ZTBEILFKEZODLDEDE. 7HU Y FDER
RECPARE LDMUE DT LERL TWEREMED B %o

| 3.6 fttOWES IL—F L DRSE

Fyw FEEDSIE. 7710 )ITA MHER® RaaS 7/ /L—FICEAS5 L TLWBBFINSAERNT. 77«
)T + BaleyBeachl (. BIDZ>H LD T 7HES )L—7 TRansomHuby DELEERZIF. HET—
2 ¢ LockBit @ Lite /NRILICEEFEL TS e ERL TUW, F7z. TKoreyAlleny EWS57 74 UIA bk
RIDS oY LD T 7HES IL—F THellCaty & TLockBity OMmAICEFEL TW o riiRFz, RaaS €5
WEARL—Z—HDRIETZA VTS5 T T4 VIA CHFRTZEBETHZ7H. TS5 LETIL—TH
DORENIRCHITENMARDPTVRIETHZILE X S,
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RansomHubh 5 DI 3 F v v FiTER

9°4
Hi, can you explain what is happening?

H&ER

BaleyBeach We were affiliates of RansomHub, now RansomHub closed, we movede here. So existing companies (including yours) which we had to
deal with still have chance to prevent their data leak.

B&ER
THISH BB > b BiE. T —2RREHSF v 2D BDE T,
2025-04-02 14:49

B’x

So are you not RansomHub anymore?

BEER

said.

BAER

Too BRAEMMEARIZER L EIF/ED 0 FILTY,

2025-04-03 09:32

BX

I'm confused because when we were talking on the other channel, you offered us a substantial discount that doesn't seem to be
factored into the price you're asking here.

B&RER

BWESTY,

BaleyBeach It was 10% if you pay till the end of that month?
BAER
TORADEDD FTICKIAZIFL0% T LIh ?

2025-04-04 04:47

54
The only discount we can give you is 10% till the 10th of this month, after price will be again 900k.

BAHER
H—RHTEZE5IF. SAI0EETDI0%TI. TR MEIZBUION FILICBD £,

2025-04-04 04:50

XKF vy FEBREDLICAX—JELIEDD

CAICEIR. ADEC>TWROAFBALTH5XETH ?

2025-04-02 14:45

#h7=BIFRansomHUbD 7 7« L T« L TL A RansomHubh'BAEE . T (LockBit) ICBEIL £ L7 BIFORE (itZ2ST)

Tl H%7H1FEH S RansomHubTIFAEVLDTIH ?

2025-04-03 08:13

BaleyBeach We are the only owners of your data, we - previous affiliates of RansomHub, now LockBit. In any case, this does not concern you. All
you need to know that we are the only owners of your data. And our negotiation interrupted payment stage. Final price is 900k as we

BB BARIEADT — 2 OHE—DFIEE T, TRansomHUbT 7« U A k. JREFLockBit TS, WIhiCE &, ChizBHRIAICIE
BIRH D FBA. HoTHELNRETILIE B BARIEADT —2DOHE—DFREELLE VWS L TY. RSRIIVEETHITShEL

BEILTVET, BIOF v YRILTHEL TV L E D BDORBIZRRTNELELA. CTTERLTLAMEICIEEZADNRBREATY

2025-04-04 04:45

Victim

Victim

Victim

11-3-9: RansomHub 5 O#EICBEY 5 F v v MECER

Fvv bOPOEDHS. RansomHub H'5 LockBit ADIEITICFEL. HERERAEID

N =]
VIEE

ATBHFOLRR

1T 5Nt YW ERBIL LockBit / RansomHub 7 )IL—F D) — o4+« MIEE L TEHEI NI M

EE{%—C\ 3' TCO
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HF vy FEREDLICAX—IELIEHD

HellCatX LockBitmA DI IL—FICEELTWE T 71 UIA FDOF v v iR

o
Hello Victim
B&ER

CAICBIE

2025-03-20 15:15

o

KoreyAllen

2025-03-20 15:15

;:5°4
LockBit & HellCat Encrypted your network, You 39 Day to negotiate

BAER
LockBit & HellCat B'® &7 v T — I ZBESLL % LTco RRBHARIFIOATY,

2025-03-20 15:17

11-3-10: HellCat & LockBit DEAICEFREL TWVWET7 70 UIA FDF v v MEEER

| 3.7 EmstigioEn

WERBHAZ VWM 10ZDT T VI A MMIOWT, HEEBOWNS 2R 23EEZHDHHL. 770 UIA
kT roitigRlntmEE— <y TTRT (®II-83-11) 77« U IA FROEDOIFNROBEIZ. 77«
JIA MHEYETZI—EOWEEGHRTH S,

—EBDT 7 4 1) T4 b THIFHARRD NEEICRN TS, 55 Christopher [S#EHEB 19 DS 5 14
B #74%) 7S TICFIEL TH O g aEFHAR SN S,

1.0
Anon666 (4) 0% 0% 0% 0% 0% 0% 100%
ArrynBaird (3) 0% 0% 0% 33% 0% 0% 67%
0.8
0%

BaIeYBeaCh @ 4 o o o °r

7 Christopher (19) 5% 11% 5% 5% 0% 0%
v 0.6
H lofikdis (9) % 0% 0% 0% 0% 0% 22%
N a
Y JamesCraig (13) 15% 0% 0% 8% 8% 8% B
N 04
N PiotrBond (11) 1 45% 0% 0% 0% 0% 0%
Swan (16){ 0% o% 12% 1oss o% o
0.2
btcdrugdealer (6) 17% 0% 0% 0% 17% 33% 33%
umarbishop47 (7) 0% 0% 14% - 0% 14% 14%
T T T T T T —-0.0
FIT 77Uh I—Owv/X REgH thEs Je3 Unknown
g

% Lite/CRIVIRERRBY X ME%EE n=127 (test/examplefriiik)

I1-3-11: 771 UIA b S OMERIRENTE— by 7
CHOLEREEDENS. Z=7 Y MBEICEVWTTY 74 I A FOHED RO SN TVWAREMENDH B, &

EEBO2MAPILRICFAIET 37 70 UIA FHEELTHED. MEBHNAERIZT 7« VI FIICK
ECEBZ-2TVS,
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4. E{HET7x—X : EILREHRTE

AKETIE. 774 VIA FHARBEITOEOICEILR LES VYLD TOET I 7CILICEBL. 20
RENBDSHEBER I T —XDEEEZ DT 5. WRT—JILIZ builds. builds_configurations.
clients. users. pkeys T#HO. PIWEMIFFEAE LTEIL R (build_id) TH 3. BZlE UTC+0 IZE
<,

EJLRICIF OS &Rl SR ROBFAV I b TOEX - H—EXDEFELV I MY REOESHZEE
THRZHOREEENGENTUVS, EILREA T (type=30/40/46/25/50 ) PHEEED DHEIF. —RT—
BDF—% - RENZ—VIEDHEZEH FHZHETSDDOTIRELV., BENRRICICERL 315
BIXETDHEERHL YT %,

| 4.1 BN FBOES LIER

DT REBBRICER I N EIL RIZEE 1,183 4 (builds T—7ILE2L O—R) TH oo TDS55. b
vilds.type 74 —JILEH5 OS - FEZNETETLHDIZ 798 5 W 67%) TH D, KK - KX TIILH
(1,183 1) X DIEFTREME (798 1) DB 5 EZ B L TWEh%E ZDEERR T 5,

Fheznol d—RICEENZBMHERDLS. B II-4-1 ICHROEIL FEO#RRZ R, Lite XRILDILE
EFD 5T —2RHERRE T, SERNICEIL FAMTON TV DD B, BH. EILRBONERREE S
fcdDiF 2025 F 3 A 25 HD 534 TH D . pkeys (BESILICAVS NHREIBR=EHWLcT7— 7)) BEA
IC52 =R L oo MBOHHDTR2ICIE—HLBVDIE. 8L I—FOXIBEPE)L MR BERMDES
BEAIVIEDNRRCEZ 5N %,

fef2Us EILRICIET X BERRE (test.local R&) HFENB D, EIL FEDRBEORBHB L ERT
BHDTIEEL,

max 53 BROE
50 - — TEBBTY

40 1

301

HH

20 A

T T T T
2025/01 2025/02 2025/03 2025/04

Bt

I1-4-1: EJL BB O BRIHER

| 4.2 5% Os BOBENSE

ZEILRICIZ builds_configurations T— 7L CEHMAREDNEREINTL S, builds.type DIEE
REF—DOEBENS. EILRRA TR OS ORERIER 1-4-1 DBOHE NS, KEITIERITRRD
Fub & %A% type = 30 (Windows). 40 (Linux). 46 (ESXi) Z#% >,
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Fl-4-1: EILRRAL TR OS D3t

builds.type WESNEINR H# fEZ

30 Windows 504 % =%

40 Linux 143 14

46 ESXi 151 4%

25 ABH 297 % BERXFX—YDKED

50

HNARH, —BOREF—
(not_randomize_key
s * running_one &) ®
HFRTRATRE

L 88 TAMT—2%Z3T

—EDOEI FREICIE. T—RZ2RL2ICHIRT 371 THEEICHIE T ZEEDZENTVS, ChidF—
BICEDCHRATHD . REOEHE—RT—XLEITTIIHETET AL,

ELFE21TDRAR

builds.type DMEC & DHFEIIK I1-4-1 ISR LTIGED TH B, K I-4-2 (CEILRZA TRIOWNEREZ R T,

EILRS17
5

30 504 (42.6%)

297 (25.1%)

N
a1

151 (12.8%)

143 (12.1%)

IN
o

50

0 100 200 300 400 500
¥

& 11-4-2: EJL K& FRIRR

EILF 21 7H5EDIRNL

&4 7D FEIE builds_configurations.config ADREF —/NX—VICEDKHETH 3,

type=30 (Windows)

language_check. white_folders ¥ UL \>7= Windows EEDEREF—N—BLTEEN 3,

type=40 (Linux) / type=46 (ESXIi)

Wdhbd vm_to_skip (VMware vCenter ). files_to_skip_vmdk (vmdk E8:&E) & Eh 2, mE
MDiEWE extensions 71 —ILRIZH B,

type=46 IXEICMEHA>THED. B&E T 7 JLILERF (ini, conf, env, json, yaml, yml &) hMEE I
ZEALH B —FH. type=40 D extensions (IFIFETH B,

MAT. ESY—=ILDT7IIETL T4y X (LB6— type=25. LBB — type=30. LBL — type=40.
ESXi — type=46) ICHNISEIHRN R 5N, type=40 % Linux }&. type=46 % ESXi R L IR Z1EHL
ZREL TV,
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EIL R &1 TRIDREER

X 1I-4-3 . EILRAZA TRIOREF—BWEREEL— Iy T TRY, REMEH true £/2131 THZENE
ZRHEL. ELLRRZATERDOED 15%ALEDF—IZPBE L7z kill_processes_list. kill_service
s_list DL SHXFF X MDD F —( true/false TlEBmWLWHTRA L LTWS,

1.0
delete_eventlogs — 0% 0% 0% 0%
kill_defender = 0% 0% 0% 0%
kill_processes B 0% 0% 0% 0%
0.8
kill_services 0% 0% 0% 0%
language_check - 0% 0% 0% 0%
local_disks - 0% 0% 0% 0%
0.6
network shares = 0% 0% 0% 0%
i 4
i
] &
-0.4
0.2
———-0.0
25 30 40 46 50
EILR&1F

B 11-4-3: EJL R &A1 TRIEREF —BME

Windows [T EJL R (type=30) Ti& language_check OBMEN 3% X &L\, BEDEERIEZEH
LG RICEHEEZEE T3 COBEDNLIRAINTWVWS, 1R MO Ny I Ty 7OHIKR. 7Ot
R+ F—ERDEFELEHEEETEMMELINTWVWS, BCILEEEE (spread_enabled)  96% £ SHEE TH
MEINTHED. BAROEERZIRYE LIRENEENICHAAEFNTOW RSN 3—A. GPO &
HORBRRIIBEEICE EF oTc. BH. type=25 (FAFDHFRERXF—IHRAMH. not_randomize_key
s * running_one B —ZPOF — It & ¥ T EBOFRK THRARN=H. HI-4-3 ICHh5DF—
DHRTENTLD,
Linux/ESXi BT EJL K (type=40/46) Tld. EE VM RRED 7 # LA + ILEF X BESIELERH SBRAT S
BREDRSNBIEHD. spot_size FIZLZBABELNBIREINZIT—IHZ V., BRAREDEAKR LB
CHEEICDWTIE 4.3 TEEh T %,
NS OREEREDL S, REEIFHESIEOMMMER L REROERMIFZHEILSEZHAT,. EILREZATD
CICREEFEVDITTVS I D DD B, BAEMElIE. Windows BIBECIESSEBEF = v 7EEPARY ~OY
HIBRADOXIE, (RICIRIETIZEEER O DR - 1ERFRET - Nv o7 v TREOREEZ R T I2HENH S,
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| 43 BoREr ZOEHR
AEITIE. 4.2 THNT: Linux/ESXi [T EJL R (type=40/46) DBRNERTE % SHBICHOT B,

B S{LDRNRTE

Linux/ESXi AT EJL KD builds_configurations.config (Cld. BESLDORNA T 3> LT vm_
to_skip (VM BRHV). files_to_skip_vmdk (7 71 /L - IL5EFBRIY). skip_folders (OS EFHRSN) D
3DODF—HH3, 7OEX « H—EZXDELE (kill_processes. kill_services %) ISBES{EXRH
SATOTIEHRL TRESIEEETDICIED S BB THZH. 4.4 THEES,

1-4-4 1Z. type=40/46 ICH|TZ LRI F—DFEAEREZTR T, FAREEEI RISV THZF—ICEN
BRESNTULED (ETIIARV) ZBEICHEH LT,

[ type=40 (n=143) |
[ type=46 (n=151)
files_to_skip_vmdk ‘ )
(E 7 7 1 VIR F IR

skip_folders
(OSHIERS})

vm_to_skip
(EEVMERS)
O:%: 26% 4(;% 66% SC')% 1 Ob%
FERA= (%)
lI-4-4: BROVERTE DIEFR (type=40/46)
FRAEREDRER

FEUVWT. BBRAREDARRE BTV, UEORRK (K 1I-4-5~I11-4-7) TlE. B¥E TH4ZEF—HIRET
NTWBEILR] ICREL. ESEXDSEXR (ZDEXREZSTVEILRDEIS) 2E8H L. SEXRHN 100%
ISEVWERATREES. BB ENRT Y FL—rOLSICHIBINTVWRZ L ZTRT,

vm_to_skip ®OAR
vm_to_skip (&, EBSLLEBOXMRNSHENT ZRETS > (VM) ORI ZIEE TS 71 —ILRTH
%o HII-4-5 |CZFDARRETRT . EALICHIRT DI VMwarevCenter (vSphere IRIZELA* EIE T S
F#% VM) & £ U VMware-VirtualSAN-Witness (VSAN 275 22 DY # — 5 LE#IF T 3 E4H VM) TH
D, WIFNDHIFIFRRTEERNTL. CNS5DEER VM 255169 5 & vSphere ERIEDEEH
BEX° VSAN U S R Z DERICEARBZENE L Z 0N H 27, BRMNICEFEALTVWEHDEE
Z BN, BHE. VMwarevCenter ¥ vCenter FIIREEN (A—RRDFI%) DRIEEMH D B,
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VMware-VirtualSAN-Witness - ‘98.6%

VMwarevCenter - ‘98.6%

VMware vCenter Server -] 0.7%
vCenter —] 0.7%
TNVM-FSM-01_251.110 0.3%
TNVM-LNXASP-01 +[0.3%
UM-PR-CTMM-01_109.223 0.3%
leogateway [ 0.3%

tn-dv-http-v2 4 0.3%

0% 20% 40% 60% 80% 100%
HIRE (%)

[1-4-5: vm_to_skip SZEMED AR

skip_folders MMWER
[1-4-6 |Z skip_folders ICRESTNZMEOARNRZRT, LUEBIFKEL 2 DI29Hh N3,

1 DHIL etc. dev. bin. usr. lib &L\ o7 Linux/Unix 2 0S OEAXT 4 LI N TH B, CNLD
I$S 2T LORECEAGEICARAIRAEIR THD .. BES1LT 3 & 0S BEDESIREEICHE B,

2 DBIZ bootbank. altbootbank % ¥ ESXi EEDMEIH TH D, ESXi DT — b X—JPFHE
Ta—ILBPREHRINBZ NSO T HIAZENT BT, NTNN—=N1 Y —DEENIHIZFINS,

EILRZATRNCEST D . T TL— MEEN K DIBREIZAR 5, type=40 - type=46 DA TEHE
L 100%DHLBIEBISUTD 13IE TH B, Linux/Unix ROEXT A LI M) THS etc RET 7
A, dev (T/NARXT 7)) bin - sbin (RIT/NAF V) usr (CXTLEEDTOT S LIEHE
). include Ny R T 7 JL). 1ib - libbs (HES1 TS ). proc (H—FRILER). mbr (XA Z—
J—btLO—R). €L TESXi EE® tardisks GBMEY 2 —/L). bootbank - altbootbank (7 —
M X—=2) THB. WTNHD AT LEEP OS BIEICARIRAEHTHD . BBES1LT 3 CREBERE
MMERREEICHR B DA T TWVS,

CHNIUCHNR .. type=40 Tl scratch (ESXi —BFmEiR). store (ESXi X L —°). System. boot & 8
IHE M. type=46 Tl tardisks.noauto HEBIMETNE, WIFNH XA THATOEERIZIZIZ 100%
THH. RATTEICERBZEET YL — MHABERHINTWS,

type=40 {8iC ESXi BB DFRINER (scratch « store &) Htype=46 KD ZLEFEN B3 HIEF—RFH
SRTEDN. type=40 H' vCenter Server Appliance D & 57, ESXi IRIBELEEEE Y S Linux X—IXD
ERANMRE LTULWSAREEETE L THD. type=40=Linux * type=46=ESXi L WS DB FET 3
HOTIFBEWEEZRBEND, FcfEL. EINREZATOREISF—% - RENZ—VICEDCHETH
D, EITREC I 7V EREEFEERE LD OTIEAVRICERINTL,
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altbootbank
bin
bootbank
dev

etc
include
lib

lib64

mbr

proc

sbin
tardisks
usr

opt

var

100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
99.3%

99.3%

0% 20% 40% 60%
HIRE (%)

100%

I1-4-6: skip_folders SRXEEDMHER

files_to_skip_vmdk ®AER

files_to_skip_vmdk (. BESLANIBOERHISBENATZ 7 7 A IILOILRFZIBET S 71 —IL K
TH3. F—ED 5 vmdk (RET 1 X)) ICFHELIEREZERBLPTUVA. BI-4-7 ICRTEH
DRI EMICHERDIE. exe (EITT7 7). dILEWI>IF14TSU) sys (PATLRSA
N) EO—EHBRIRF TH D, CNSIE0S R T7 IV T—o a3V OFEICRAREZE T 71ILTHD.
St 3o AT LDERBEICR D, F—REIIEREIC. OSEBO T 71 LR =ZHRA TS AH

DR LTERASNTVLSEEEEDDH B,

386

adv

ani

bat

bin

cab
cmd
com

cpl

cur
deskthemepack
diagcab
diagcfg
diagpkg
dil

100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%
100.0%

0% 20% 40% 60%
HIRE (%)

100%

X 11-4-7: files_to_skip_vmdk X EMEDHAER

BRAREICRSNE T T L— MEELHRFARER

3DDBRAF—ICHBL T, LAUEEHOZERMNIUFT—ICHEWV. 771 ) I MHAMERNICERETLT=DTIZ
B, BN LOHREBEINIEET > L— 20 FEFATNLTVWBR RSN 3,

CDIED. type=40/46 DERTEICIF admin_extensions E WS F—HFE L. vmdk ¥ vbk FDILRFH
TIOOYVRYIDTHEINTUVS, COF—DESEKOS Y I ETEDLSICEFET DD —RT—4&
FRIITIEHETERVHDD. KRBT 1 RIPNY I Ty TEDERLEELRT—XBHA—ETHEIN

TL3RIE. BBEDNEH T 3BNOER LIRS EHTE S,

MELD BRAREREET Y7L — MIEDSGERATH3AREMDE V.
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| 44 EiEg7OER - H—EZ

EILREREICIE. BEILOERERME Y LTELETZ 7O0EIPH—EXDU X bk (kill_processes_1is
t. kill_services_list) & ENTWV3, K I1-4-8 | Windows [EIFEJL R (type=30) DfELEXHR 7O
X M. B 1-4-9 ICEBERRY—EXEUETRYT. WThHU I LBREDEIL. AR LMAZAIHR
LD DTH 3B,

agntsvc 100.0%
dbeng50 100.0%
dbsnmp 100.0%
encsvc 100.0%
excel 100.0%
firefox 100.0%
infopath 100.0%
isqlplussve 100.0%
msaccess 100.0%
mspub 100.0%
notepad 100.0%
ocautoupds 100.0%
ocomm 100.0%
ocssd 100.0%
onenote 100.0%
oracle 100.0%
outlook 100.0%
powerpnt 100.0%
sgbcoreservice 100.0%
sql 100.0%
b T T T T !
0% 20% 40% 60% 80% 100%
B2EEX (%)

[1-4-8: ZIEMR 7Ot X £ (type=30)

GxBIr 100.0%
GxCIMgr 100.0%
GxCVD 100.0%
GxFWD 100.0%
GxVss 100.0%
backup 100.0%
memtas 100.0%
mepocs 100.0%
msexchange 100.0%
sophos 100.0%
sql 100.0%
svc$ 100.0%
veeam 100.0%
VSS 100.0%
smss /0.8%

CagService 4|0.6%
TeamViewer 4] 0.6%
daVinciServerService | 0.6%
edoosys -/0.6%
edoosys-server |0.6%

0% 20% 40% 60% 80% 100%
BEX (%)

1-4-9: 21N R Y —E X LI (type=30)
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£ N-4-2: FIEHROFEEH T I BIR (type=30)

A7V REH (X 11-4-8/4-9 THEH) IR

F—RAR—2 sql, oracle, dbsnmp DB 7 7LD O U RBRC XS
ZIEEESEIERR

X—=JL outlook, thunderbird, EREE - EBREIRS X T LA

msexchange DFEZESFIENSR

Ny OT7vT veeam, backup, 6xVss BIRREROEEZERAS IR

tXxa)Fa sophos &Y FREN - PR RE D S8R Z B S 1=
LEXTER

BIEIRICIE. DB X—=JL - Nw I 7w T tFxa) 7+ |ICBEETZBEBEHMNBEILD—7. Excel - PowerPoint
BREXERERDABT7T TV r—>avbEKRICEVEETEENT W, BEIE. 7717 ERVWEE
FFREBFLTVWBT7 IS —oa a2 &T3IE38 T 077000y o %@k L. BS{tE@E%L
IFR2IHVWDH B EEZXS5ND, 4.3 DRRAKRE LEKIC. TBT > TL— MBI KREIMELN T LA
BEMNAE L.

NS5DEFELERNRIE. BELBEHIFZ2 TOER (T—E2R—IAD 7 70ILOYy VF) 2HRT % L EE
IC. EBELEDA VN b EERIELTRSLEOBUEEIRTERESNS, HEMAIE. BSOS
ThH, T—ER=R Ny IT7v 7 - LFxa) T EBEOTOLIPHY—EXDEEEFLZRHRAD
BIBY LCER L. BABFOREE - 1ERERT - Ny o7 v TREADEEEZEHEL THE I EHEE
LU
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5. XAB7x—X ! Fyy hlEBEINT=bDED

KETIE. BHERBCREZEOB TRhbENF vy FEREDITL. BRESOERREZHSHIZT %,
WHRT— 7L clients. chats. visits THD. BExliZ UTC+0 ICED <,

Lite /NRILICIZ 4,423 FDF v v X wE—IBEEREINTE D VIEEEAD S ERIEDOIRR. BEER .
FTHW, EEYV-IRBRICEZ T TO—EDOPH EDHHERTE 3,

| 5.1 ZH 700K

RETF v v FOEFRZRRIA>TEETZ . FAESSIEZEICUTO 6 BREDORNTEITT 5. &
BEUBEODONTIICOERBERDZEEL LTHVS, 8. CNIBERININEZ—VORETH O #HEE
TN BBFIECZHAVFHIBTDIEE TIZA L,

1. ¥IELEH
KEBEHNSDTFYTL—rXytE—
2. ERMER - SRR
BT — 2 DEFHEIR. T MES
3. ERE - HAFRDIRT
SErFHWEYIOBS
4. XFI7x—-X
BEE. KA
5 FHWI7x—X
X - B
6. B8 - EEROME
v — LM - RE IS
Frv bMIE—DTF>TL— TSNS, EEMNATIEIX vE—2ICET X MESOFIERRAY 1
X ERBEDIEFELIZENTED.,. YIEEROTEHNEERLEINTWVS, B II-5-1 ICFDHIETRT,

XF vy MEREDLICAXA—JELIEHD

XHRmTIL— X (RR9)

Affiliate You can attach a few files for test decryption by packing them into an archive with zip, rar, tar, 7zip, 7z, tar.gz extensions of no more
than 10 megabytes using the attach button directly in the chat.
If your archive weighs more than 10 megabytes, please use our file sharing service.

http <url : masked> onion http <url : masked> onion http <url : masked> onion For security reasons we do not click on other links you
send in chat.

Please wait for a reply, sometimes it takes several hours due to possible time zone differences.

BAER

TR MESEDT®HIS. Frv FRORTREZ > EFERALT, zip. rar. tar. 7zip. Tz, tar.gzleRDT7—H A TICRKIOXH/NA FDT
FINEREZE LD THRETZEHTEET,

T—HAT DY A XHIOXHNA FZBRBBEIF. DT 7 AULHEY—EXZTHALL LTV,

http <url : masked> onion http <url : masked> onion http <url : masked>onion £F a2 ) 7« LOEHEHL 5. Fvv FTEEINZ3MHD
U220y I LBVWESBRVWWELET,

BREEZBFELTV, 1LY —VDBWIELD, AEETICHREALDBBENSTVETOTITELIIEE L,

[1-5-1: ZSFIREEDT > TL— X (RX « BIsR. Y X VEH)
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| 5.2 Fv v bAoBmME

WEEBDE DIREF vy MIBMU I ZHEEE T 578, Lite NRILDEEFRZEFT LTco /ARILETIZAE
— ML REONBICHEDNDDSTERHMOD client_id TERINTWVWE T — XD H D, EDF=HAELKR—
TI& MD (R Lw R) BfiI1 & HEE (ERL R XA > F0—RIME) B 257 TBEY 3,

EHERIIUTOBED TH B

« clients T—JILICESFEINT- client_id I$ 246 F TH o7z TOHICIETA MR XA VELEFE
N37H. CCTIIHERBZODHD TR, NRILEOBEFRID#HE LTHKS,

s Ay aR—RADBIM (77 REEHD) X239 4 THD. clients 2L I— RIS T Z3BNMKRIL
7% EEWKETH o1,

« chats T—7IJLICESR I NI client_id DL 208 4 THH . COBEDF v v MMIBM. TH8bH5
RBEIAL Y RBMER SN IDECEZ 5N 3,

c IN5208 AL w RIZEITS client_id . ERELIER XM VEDI=Z—VETRETE L TENT
3. BEENT AT —RZRVIc—ERBBEIL 127 £723 (208 LY R =127 R X1 ),

« LB#E. CD 127 RXA U —EOWEMBBEE LTS,

[1-5-2 |% clients * visits « chats % client_id TEEL. v aR— RBMASF vy b B E
TOERMENEREEST LD TH S (OFEAL : client_id. BF : clients £L 30— K),

ZH1—Y—0DAR

BEHEDORRZEANTOETRE (B n=246)

100%

246 =8 (Client>—7)L® ID )
239 vyvaik—rsm 97%

208 FvvrEgBH #985%
#952%

127 2=—srx1>

A== KRXAL > 127 DASR

RXA VBATREF v v NECEREARE AR

’

48 {4

#138%
SCERHARE 24h K

127 4

100%
A== RX1Y (2F)

11-5-2: #HEHBBDERFERIAR

CD127T$ABICOWVWT. BEX v —JF TOHIRN 24 BERE TH o 748113 48 5 (¥ 38%) THD.
BERETTF v v FEENREX TLBEIBITRAL TELC AL, BRNEPTX MESETENE LTHESE
ERODEBDTZT—RbHD. Fv v bADBNINERERSCPZILVORBICERE LBV A DD B,



| 53 Fvv FERIEBE X v E—SHOHH

RPDF vy bHOSRBEOF v FETORIBRFEZF v RSB LTEHL. XL v REAL (208
) EHERBEAL (127 188) OWA TE LIERZR -5-3 27T COHRBICIIRSEDHDICMZ .
FIWEROESIZRICEATZPOED P, WANRE LAVWEIGEHEDLEEND-H. KFZOHLDOD
RIERTIEIETIERLV, 1 DOWEEBHEBRAL v RICEA > TS ETOTVBRT—IADTEET S
7o, WEBBEMOEETF vy FMERBEOREICEDAVEMEEZ 55, —H. XL w RED
EiHE. AL DORENE DIRE ORI L TOWeh B RTHEIEZL LTEMRERD, XL v REMOHR
BI3H 12.3 B (75 X—t > 2L © $ 120 B5RE). WEEBBEA TIFH 67 B/ (B © #9397 B5fE) TH
b, RAREIZVTNHH 123 B (7 2,962 BfE) TH o Teo

BHE. COEHET —2i&in (2025-04-29) B TITBYI5NTH D EFEIRAE VWHEBRIZEF v v
FECEREER IR K RIED SNAAREM D H B (REDITIXTER A BH),

|
15.0 4 (mmm thread : XL v K8 (£208%4) | i
--- HR{E (12.3h (0.5D) !
125 75)8—&> %)L (120.3h (5.0D)) !
—— ¥4 (173.6h (7.2D)) !
1
|
1
1

10.0 4

H#
~
o

1h iz 138 1B 37H 14
Ly REROF vy NERIAN (&)

| .
12 1(=3 domain : 1=—% KX+ V& (£127#) :
104l sRF{# (68.3h (2.8D)) i
...... 75/X\—t > %)L (399.3h (16.6D)) |
g 4~ ¥43(3282h (13.7D)) !
L !
o i
& 67 |
N :
1
. sl 0N i
!

0 !—H—V—V—\ i . s — ' '
- 18 1;8 178 3%A 14

AZ— U BREBBMOF v v NEEIAE IRERT)

II-5-3: F+ v FECEREE DD

127 # BB TOX v —J8IFTFT 34.6 . HRE 10.0 4. 75 N\—E> 21 I)LIF 3704 TH S (X
11-5-4),

N=127
so4 oy hE R 95/\—t > %L (135.9[@)
- hfE (10.08)
------ 75/8—t > % 1)L (37.0E)
40 - —-— 15 (34.6)
& 30
it
20 -
10 -
o L e f . .
100 125 150 175 200
Xy -V

1-5-4: Frvy h Xy E—S8OPHE (AZ—T RX1Y)
Fvy FEERERE - Xy -V ITNLDHEDOEHNIKEL ., BERE C REEDHET 5. tRAED

BNPES S TIILICEBRALDRES NS 7o THDEWICIE L IcHREARFIERES 5 TILAD
MIGFIRZEZFICERBL TES ZENEXLLY,
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| 5.4 B5RS% - BER - SEEOER

chats T—JILICEENZ L 4,423 D F v v MZIDWT. created_at (UTC) ZBEH x & ICEHL
THEHzEF LI (@ I-5-5), Fvv MIAXEANSEERICEFRLTED. BER - £BERH - HERIIAE
YHEIICTEEN DD VN BERIFIC DWW TIE UTC 7:00~17:00 |ISEBIDEHR T 2 EAED H So

Sun{7 4 10 3 6 3 34 37 8 H 37 10 34 52 19 3 10 4 5 2 4 1 5
100
Sat<4 1 6 20 17 23 6 22 24 23 31 F36 NASENTINEENEEN 360368 14 3 9 3 10 2 5
) 80
Fri4{ 2 11 11 25 19 11 12 25 34 30 50 12 32 35 13 16 4
m S
Thu+q 3 16 15 26 20 17 21 11 BSE/ 101567 60 *
i &
Wed- 8 9 8 25 50 33 54 -9 4- 811 L 40
Tue-{ 10 16 24 27 16 10 14 17 6--J2eR-15= 8.9 -4
F20
Mon4 4 12 12 11 15 28 49 54 B o2 B COS0R20s 10 12 18 5 6 3 7

01 2 3 4 5 6 7 8 9 1011 1213 14 15 16 17 18 19 20 21 22 23
S

1-5-5: Fv v MEBIOE— b w7 (BH x BREE)

Fyy MANICEFNZISBEETLIER. POBWDIEHRENFLTH S b 9h o7, Lite /NRILE
OWEEBMSITPEHNERIICZVW—A T, HEEBORS FBESE) ICEDLE TRESEEZVIDEX
3&58BAIF. AT—2hBIERENAED 2T KII-5-6 |F chats DEL JI—RICDUWLT message %
X F#& (Unicode) TRAZHEEL. SEIOHHDHERLI-HDTH S,

Z0fts 0.5%
oY 7 1.0%/

II-5-6: F+¥ v FDEEDH (Unicode N— X - BIGHETE)

| 5.5 EREOIRT - FHE BB

REFvv hTRREREERDISRERS. BEICEDZ—EOPDODROHIEHATE 3, AETITSEAH
EICDOVWTIIBIZEICE . BEREDE - MEARSHORKITE 6 = (6.2 & - 6.4 ) ICENT B,
WEZHIINFIVHEEBOT LERE revenve L LTERLTHED., SHABEEZAEBEL L LTERESE
KEERELTWLRS5N 3,

oo ZLORBF vy bTHERSHTON TV LB DD T —EBORFETITHEEIZ 50% FTL
DREDLH 1D RATHBANDBEICESTEIEIBHHD. 771 UIA MMIIF—EDOHENEZ 5N

45



TWERo6N s,

7212 L. BELRES | SERICE > TRSDEMLITr—RbH ol TOLEBETIR. 7714 VIA D
FTHWIHEX R I HEEBTZIRITIED R s N

| 5.6 Frv FicRShNE—>

TAMES

REFvvy MIZLDHE. HEBEAD ST I MES (YU T7ILES) OFIRRTE LTRSS NS, WE
BT X MESORREZI VWA ZOHMMEO—D T3, —A. BSY—ILIREERZIFOERS
1% boss DAREZIEHRICT X MESHIGHELE T 37 —XbdH olco WBER/D ST 7 1LY A XHNE
WIEREEEMEVWC L ZRMAC LT TANMESICAVLE T —RZRET 3L 5KDB3MEHH o7

TAMESIZERREDMEHI B DFZD BIRBENB LIRS BRICBRELT —2HNEENENSB
REICHB SRV WBEDRMET ST X MESICIGEECHIRD %S C & Z2/iiR e LIERISHE X L L,

ZIWEER DOFFREIR S 6

[1-5-7 + 8 |&. visits & clients #FAE L. ZIVWHERICHREEBODHE LB LI-HDTH B, X
HWZFESE - #HETE B TIEFHEEIEAZ WMERA R 5. RSEPESER B EDFHRINZV L E
RBEL TWBEREM D H Do XILVWHIEDEZA (DB 75T HHE) CEEB (Fry FABHSOHETE) D 2
RITARELLTED. WFhBEKOERZTRLTWS, (E&EA & clients T—7 )LD paid_commis
sion 75V %ZBELTZHDT. EEBIEF vy FREISZIVWDOBELZHEL-DDTH S, EEA
D7 HIE. EEBD 17 HIZTEIND, EEDFMIFTRABR, )

. . . N(Z3h W3 D)=7
A: ZHhWH b A: RiLW A2 120
60 - ] i N(2k)=127
50 T
404 == 9 40.6
% SR{E 37.0
& 30 -1
i3
e 45175 T 188
107 il 6.5 i hR{E 8.0
[0] —:— —
1 1 ]
[1-5-7: ZHWEER DFFEEM DT (E& A DB 737)
. . . NI D)=17
B: i?L\l'\ai D B: *?L\ll\ B: é{zk NER#AW)=110
N(&#)=127
120 -
100 -
& 801
[
T 60 - . -
13
————— ¥ 443
40 1 HsR{E 37.0 1 ] —‘7
204 R 1 ] ¥4 188
Fi5 148
—— = HIR{E 6.5 HIR{E 8.0
0 1 7 -
1 1 1

11-5-8: I WEERDOHABERDE (E&E B Fv v MEE)
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#HEABORIGNE —>

WEBBORIG/NE — 13, BIFI35E, IBIRINERL. Pk - RIBE. MRIEBEREZH/RTH o7 TR
FMESDAEML 1 HTF vy BRI —XBFET S, HII-5-9~13 ICEDHIZTR T,

HF vy MERED LA X—IELIbD

REEBORIG/Z—BF vy I (B1315555) )

mx

how much for decrypt? Victim
B#FER
ESOEBIIVWCSTIN?

2025-02-05 06:37

(2]

Christopher

2025-02-05 06:48

EX

40kS in bitcoin

BAER

Ev a1 >T4HRIL

2025-02-05 06:48

i

oh, itis soo high, any discount? Victim
BAER

HH. BIEET, BEIEHDELEAD?

2025-02-05 06:50

Christopher maybe it depends on how quickly you can close discuss
BAER
TeRh. BBIGDENFEFRLELEVERZISNBNCHD > TVET,

2025-02-05 06:54

554

10% discount is possible for you
BAER
HRIICIF10%DEI5 | HFATRET T

2025-02-05 06:56

RX
hello, A lot of our virtual machines are missing because our controllers are encrypted, so a lot of our virtual machines are not visible
BAER

Victim
CAICBIE. Y rO—FHBEEIhi®d. ZLOEBTIVHRIBB>TED. BHORBIZVHRIDD EH A

2025-02-08 04:00

Christopher 40kS in bitcoin, decrypt all your virtual machines and files

HAEER
40,000 FILBEEDOE Y A Ve IRTOREISVET7IILEESLET

2025-02-08 07:51

1-5-9: #EARBMDRIS/NNZ— 2B F v b (BIFIZ5E - miH. R
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XF vy FEBEDLICA X—JELIcHD

BERRBORE/ N2 —BIF vy M (RI515555) )

iz

imean, our controllers are encrypted, so a lot of our virtual machines are not visible
BFER

Victim
2Fb. X rO-F—DEWEESEINTVE . ZLORETY VHRTENELE A

2025-02-08 08:30
RX

| mean, our system controller is not working, so we can't see the virtual machines, we can't see the fileslt is managed by the controller,
the controller is locked, the files inside esxi are no longer visible

BHER
DFED, AIBEOYRT LAY FO-FHEHBRVED, FREARS VDRI T7MLBRXEEA. AV FO-STERINTULEY
A 2OV FO-5HAYIENTED, ESXIRDT 71D B SRR EE A

2025-02-08 08:32

2574

and you price itis so high, can we talk wiht discount?

B&ER
ETNLBRIDRTMEEIZETHREWT T, BEIICOVWTEEETH?

2025-02-08 08:33

Christopher inow

AAER
Ho>TWET

2025-02-08 10:09

1-5-10: WEBBMDORISNZ—2FF v v b (BIFIZHE - ¥ RXXRD)
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HF vy MERED LA X—IELIbD

WEABORIG/NZ—23F vy M (ERINER)

ZachariasAcosta Hello

BEER
CAICBIE

2025-03-2413:12

mx

Did you take any data? Please generate a list of what was taken Victim
B&FER
AT —SEZRBHELELEN ?HEHLIEABTOU X M EERLTRE L,

2025-03-24 13:20

ZachariasAcosta <T77AINHEE>

BAER
<TFAILHE>

2025-03-25 02:19

RX
Hereis a part of file tree

HAEER
TNV ) —0O—8TY

2025-03-25 02:20

1-5-11: HEEBORIS/NZ—VFIF v b (IBRIESR. FEXXHRR)

XF vy FEBEDLICAA—JELEDBD

BERBORICNZ—2HF v v b (BB - BBE)

mx

We waited for a month, and you didn't help us solve the problem, and it was said that the customer damaged the data, and whether

Victim
the data was damaged or not, can't we see it?
BFER

I BFEE LI HRTISHBEAZIIT TS MELATL. BEDNT —2ZBIBLILLEDNELEA T—2hBHELTVSH
E5MIHERTERVDTIA?

2025-04-24 09:21

BRX

Whenever | receive a customer from you, | will leave a message saying that you are a liar!! Because you don't solve the problem for the
customer, you will also close the chat page after payment!!

BAER

HBIDSEDRZ LIS, BRLBEOSLEA Y-SR LET | BERL. HALBEEOMBELZRAL T, THWVRICF vy b
R=IUHELBZNSTI ! !

2025-04-24 09:23

1-5-12: WEABBMDORIS/NZ— V5 F v b (BEF - BRIBE. FEXRR)
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HF vy MERED LA X—IELIbD

HWEEBORISN2—23F v v MM GAREBH)

Swan If you don't want all this data to become publicly available, then pay the ransom.

BEER
COT—REPEENIBVES, FREEZIHSTILEEL,

2025-04-11 09:03

wx

Sorry guys that must be a misunderstandig because 90% of the topics you are pretending which is containing the gathered dataisn"t Victim
part of the data actually.The ransome ist more than 20 times the amount which we had to pay for the work needed to reestablish our

hardware functional an reload data.So we can only offer a ransom of max USD 3k because in this case we would be operational

quicker.BR, <Masked:Name>

BFER

ETA. THEEADBRDH DL 5T, HRIADVERTINET —FD 0% ld. REOT—RICIFEFATVEEA. FREIE
N—RITT7EBERELT—22B0— R 37-ODEEBD 20 U LETY, TIDT. BEDEIADOHICRA 3,000 K KL LR

RCEFFEHA. BE. <Masked:Name>

2025-04-11 16:15

Swan Then expect lawsuits from the victims.

BEER
Tld. WEENSOFBERBLTIRLEEL,

2025-04-1117:22

2025-04-1117:22

mx

Euer Versuch, mich durch erbérmliche Verschliisselungstricks und leere Drohungen zum Zahlen zu zwingen, ist gescheitert. Eure Victim
Ransomware mag Dateien blockieren, doch Angst verbreitet ihr nicht. Wéhrend ihr euch hinter Affiliate-Programmen und anonymen
Serverfarmen versteckt, haben internationale Behorden eure Infrastruktur bereits zerschlagen - die Kontrolle liber eure Erpresser-
Webseiten ist langst verloren.lhr behauptet, unbesiegbar zu sein, doch selbst euer angeblicher «Sprecher» Dmitrij Choroschew steht
nun mit einem 10-Millionen-Dollar-Kopfgeld auf der Liste des FBI. Sanktionen machen jede Zahlung an euch zur Straftat, und tiber
2500 Entschliisselungsschliissel liegen bereits in den Handen der Ermittler. Eure «<Doppel-Erpressung»? Ein lahmes Mandver, das
langst durchschaut ist.Statt Losegeld zu kassieren, werdet ihr bald selbst zahlen - mit eurer Freiheit. Jeder Angriff hinterldsst Spuren,
und jedes Opfer, das sich weigert, schwécht eure Macht. Ihr seid keine digitalen Ddmonen, nur eine Bande von Dieben, die auf die
Verzweiflung anderer angewiesen ist. Meine Daten mogen verschlisselt sein, doch meine Entschlossenheit ist es nicht.Mit
verachtungsvoller Gelassenheit,Die unbeugsame <Masked:Name>

B

BRETEDHLHBESEDO ) v I LB SIEFDOE L TRICEIVWERELL S L LERAKBLTce HRLELBEDI VY LY TIE
T7ALEESHD LABVD BBRIEDSB V. P70 UIA k- AT SLPEROY —N—T7 7 —LOERICBATWAREIC. B
BUBIET TICHRIIBEDA YT SEMBLI—BBY 1 FOXZEIRE S ICRDNTWS, BALEZEBICEEVRZ D SRl
50Whp3 TRR—UI>] RS hU— RO T T7TER. SPFBID1000F FILOEEE) X MIAEER TV, HIRICED.
BRITEADBH S5 ZXZINVNIIBREAD, 25002 BXZESF— 3T CTICBBELROFRICH B, HBfkicbD ITERE) ?2&o<
ICRBINTRB BT, SRESEELHBZET3H WINBSEMAS JLIthZ—BRAL WS REEZ, H503REIIRIZ%
L. ECHEED—ABRBY. HBRIEEDNIRBEFEZ, HBRILERTIZINOERBETIRARV, LEMADBRBICFETIEA
DIk, DT —RIBESELETNTLE DD LhRW, 2D\ ORBRESELINATVAV, BEZADLEICRESIZH>T &
JEdD<Masked:Name>

2025-04-12 06:36

11-5-13: WEBBORIG/NZ—2VRIF vy b GBRAESE. RXXHRE)
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REBBOHIPRER

REF vy MCIFHIRERD RSN e RBEADRIRZFFHE TSI AvE—CZRLTVLRICHDD DD S
T KRBT 2D %ELTED . BERBORIABDERHREINTL

HF vy MEREL LA X—IELIbD

HIFRERICE T 3 F v v FidiR

e A
Can you close these Windows? We don't want our biggest boss to know about these things Or clear the chat messages, this window Victim
BFER
SOV Y RIEZBALSNEFITH ?REMDORIICCNSDIEEZHMBNK BHD EFLA, FRBF vy b XyE—JFBLTIRESIL,

(ol E A vk
2025-02-18 02:50
o
Christopher [CLS
BAER
bhb &L
2025-02-18 02:55
mx B
clearn Victim
BFFER
HLTLEE W

2025-02-18 02:59

R

iaready pay you, pls clearn this chat rom or close

BEER
FTICKIVELT. SOF vy ML—LZHITHELTILETW

2025-02-18 03:00

R’

or close this rom let him cant Can not log in

BAER

FREFIDIL—LZEFALT BHEOTAOTEAEVELSICLTLESY

2025-02-18 03:05

Christopher ok ok wait

BAER
Db ELE. bDELE. FoTLEZTL

2025-02-18 03:06

K 1-5-14: BIBRERICBE S 2 F v v MG (BR>UEREE)

| 5.7 REEDZHi

Fv v bRRICIE. HEEDVBVSEROZSMNR 5N S, LockBit DT 5> FRIAEZRHFH T 5 F A,
WEBBOT LFORFRABRZRIUCKILVENZERY BFE YAN—REROMAZRILE §35FE
BRETH B,

RREMNENEDNTE2FEDHZ RSN, T48 KEUAAR SR TSR NIXFEEE] & W o i@ R TEIR
EBBZT—IADEET D, 2750, ThEDERAIIIHL FTESEIORET —RICHITIBRBERTHD, £
TOXBICEVWTEROEEHINRE SN D & WS RIEIEERL,
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[1-5-15~21 |CZDHIETRT .

HF vy MEBRED LA X—IELIbD

RARRCEIS | 2R L TRARETZ:83F v Ml 1 o

PiotrBond The only thing we can do is give you a discount on condition that payment is made within three days.

BEER
TEZ LI SEURICERIWWE CE 2R HICEIFIZRMHI B T LEITTY

2025-04-15 05:03

s

Also, can we discuss the price and determine the minimum cost that can be offered Victim
BAER

Ffo. BEICOVTHEL. RTAELGRESRZROSNETH
2025-04-14 23:06

BX

offer from client. they won't pay, if amount is over $10000. consider it and reply. thank you.

BAER
I5ATY D EDORRTY, £8H'10,000 FILZHBR 3 EZIDBVEDI LT, RFLTRELTLLET L. HOHESTTVE
ED

2025-04-15 09:00

PiotrBond Do they want to get their servers with information back?
BAER
HBFIF BRPA 7Y —N—ZBMORLEVDTIH ?

2025-04-15 09:05

254 ﬁ.
yes. but the value of data isn't over $10000 Victim
B&GER

3o 2L T—ROfffEIZ10,000 FILZBZ FH Ao

2025-04-15 09:27

PiotrBond We will wait for a better offer from you.

B&ER
CHEBYLTIE BBENSEIDRVREREZ/EET

2025-04-15 11:37

mx

It's impossible. The client doesn't have that much budget, at most only $10000 Victim
B&EHER

ZHIIREETY. IF1T7Y MIRBZETETOFEN AR BLTHI0,000RILLABD EFHA

2025-04-17 01:08

534

You want too much, it's not a big deal
BAER
ERDPBEIEET, AL ETEBD EEA

2025-04-17 01:09

I-5-15: HARRPEI5 |21 L TRERMZ1B2F v v b1 (FIF. REXIRI)
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HF vy MEBRED LA X—IELIbD

RARRCEIS | 2R L TRBRETZ:83F v Ml 1 @

PiotrBond We will meet you halfway and we can close this issue for $17,000

BEER
CE505HF>T. COBELIT0RILTI/O—XTEET,

2025-04-17 05:28

mx a

It's not that we don't want to talk, it's that the Chinese police don't allow them to do this. They have to spend their own money to do
this, and in a sense it is also subject to government supervision. The customers really don't have that much money. Do you think
10,000 US dollars is okay? We will communicate and the deal will be done quickly.

Victim

B&EY
FELAVEKBLDITTIEHD A, PEOERAHSICCHEHFATLTVWAVDTY, BSIBESEOERE/E>TINETHOARIT

MRS, HEEKRTEMNOEERNRICORD FT, BRICRALICZNELDOEENHD A, 10,000k FILTIVEBVETH ?
CHELTEEZERD. BEIEY <CICRIIL 7,

2025-04-18 02:57

PiotrBond If you pay fast, 120005 and we close this issue
B&ER
BLEIS A5, 12,000RLTEOHEEIO—XLET,

2025-04-18 04:45

I-5-16: HARR &5 | 217 L TREARMZ1B2F v v bl 1 (¥ BRI

HF vy MEREL LA X—IELIbD

RARRCEIS | 2R L TRABRITZ:83F v v bl 2

affiliate900 We accept bitcoins. €90k if you make payment within 48 hours, after that the price is €130k. This includes 1) decryptor; 2) deletion of
stolen data; 3) security suggestions to prevent this from ever happening again; 4) Guarantee to never be attacked again

A&ER

Ey b1 Y TRIFMTFE T 4BRHUADTIAVES9F1—0, ZOKIFIZFI—ATY, CHICE])ESY—IL2)BFIT—2D
HIFR 3) BRHALEDIHDEF 1) T RE4) —EERELBVMRIE IS ENE T,

2025-04-28 13:58

mx a

maybe you didn't understand: we are a small company and we don't have all that money. we can pay 500/1000 euros, certainly not Victim
90000 euros

BFER

HETLIIERLTOEVDD LAFEAD, BEBIINSBRUT. ZARELRH D A, 500~100021—OAE 5K EFTH. 95
I-OIBETY,

2025-04-28 14:02

I1-5-17: HARRP 5| 21 L TREARITIZB 3 F v v bl 2 (RXXHR#E)
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HF vy MERED LA X—IELIbD

RARRCEIS | 2R L TRRBRITZ:83F v v Ml 3

o
can you give a discount? Victim
BAER

BI5|IEFTRET I 2

2025-03-05 12:33

2]

PiotrBond

2025-03-05 16:48

554
If you pay fast we give discount

BARER
BLALRIFRBILE T

2025-03-05 16:49

1-5-18: HARRP 5| Z212m L CRIRETZ:85 F v v ~I 3 (RXXHR#E)

®F vy MERED LIS X—ILEbD

WEHEDMA L TVWARRBERICEIVTESREERTS3F vy M

ms
Taking information to my team. Victim
BEER

F—LICEREF>TLEET,

2025-04-16 05:49

RX

Your final price does not allow much flexibility. We find this amount very difficult to meet.
BAER

BIMMERTREREDIZLACHD EFRA. CORBERHTOIRIERICRETT,

2025-04-17 09:39

BaleyBeach Your insurance covers 5MM. We ask 4MM with discount.
BEER
HEBI=HDRERIFS005ZH/N—LTVWET, BI5|ITI00HZERLTVET,

2025-04-17 12:43

R’X

We're already down 20% from the price listed on the insurance. We are not charity. 9 days left for discount, use your time wisely.

WS NS SBEIC20%RI5I LTV E T, FATcEBBERETIIHD A, RISIOHRE TERDIETY, KEZEIE-T

2025-04-18 08:07

11-5-19: RERBE|MFICER L TEHRZERTEF v v MM (EXHRRE)
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HF vy MEBRED LA X—IELIbD

BRT-bOFHERETBLSICRTF vy M

mx

Good day, may we negotiate the amount you have in mind and what in turn would be Lockbit's end of the bargain. Victim
BAER

CETFAL S, HBRIEDEZTVAERICOVTRS L. BBDICLockBithAZ T2 DHGELEX I H.

2025-02-11 14:47

Christopher [EPILCILNCHT
BAER
12A RILESHOEY a1 >

2025-02-11 15:08

554

After payment, 100% of your files will be securely deleted and our team won't bother you again. You can trust us by reading about us
on the global internet. We value our reputation

BAFER

FHWE HBRIEOT 7AILIFI00% L LICHIBR TN, HF—LRZEUERLEFEA. REBICOVWTEAYE—Ry FETHARBZ L
MNTEET. AABEFTHEATICLTOET,

2025-02-1115:13

11-5-20: s ZREI 2L S5RTF v b (EXXHRR)
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HF vy MEBRED LA X—IHELIbD

ChETOHBRBFEZHLICKINVERETSIF vy M

Christopher everyone gets a decryptor after payment, we have a reputation

BEER
FHIVWRIELENESY - ERITMD £9, BICEREIHD £7o

2025-02-15 15:32

i
THX Victim
BHER

HoFa—

2025-02-15 15:33

o

Christopher your tw colleagues found bitcoin and paid for it in one day, it was this week

BAER
HELOBEORMIEY b1 VEZRDIFTIHTHVWE LT, SBOZ LT,

2025-02-1515:33

BX

1 also expect payments not only from you
BAER
BRIEHUND S DIV EHRAATVET,

2025-02-15 15:34

554
we don't have a kindergarten here, we've been working here for 6 years

BAFER
CCREADBUHTIEHD FHA. BRI CTERBLTULET

2025-02-15 15:35

R
1 will make the payment within these two days, | promise. Victim
B&FER

CD2AEMAICKIVEITVE T, HRLET,

2025-02-1515:35

1-5-21: BEOHEXREZIRMUICKIWVWERET 2 F v v M (R3RE)

CO LIRS BRICHIT 3580 OODIREME L TERTE %, WBEDITSHMICRKIBRY
ICRIGES . BENZ—2ITR2T/EZEND LS FRNSE L TES ZEHETL LY,

| 5.8 THREADBES LT —Z

Fv v bRH 5. BHRICSHEAN (RIS I—42—) OFENTRINT — RIS 9 4R TS oo K 11-5-1
3. REBABRSHHETELRAL Y FZ chats DAXD S L. BXKEE - RRIETE - BEREFZz—§
ELTcbDTH B (RSDOFHF TRERTEADV R CEIBD 27— XD EV) WHREAICL>TEK
THI BA% DIBFEICE > - BADH B —7. KIEAD LockBit ICxf LIBUVWEEZR LIER. ¥ DEDHO
MEBOTT—RBRSNTce COXSRIFEICIE, IS, KELHE DM, T X MESHRY. RER
BIHRICKENEL 37D, KENEBADEENKT LR SZBFICED B EIFRS BV EH DD B,
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F-5-1 : HRIBAES T —ZOHE 9 %)

No #EIERE JRTE W5IKILI FER E X
1 50,000 - - - ULITA BEREE
2 294,021 143,933 - 51% HE )
3 4,840 4,391 O 9% 3 A
4 15,000 6,000 O 60% HE N5 - /55
5 132,000 - - - 8E
6 8,000 - - - 78 T
7 18,000 - - - 7TH A
8 63,440 10,000 O 84% 183 T
9 50,000 - - - HE HFTITEAERS

% TEXEIAIZ) 710 TO) I3ZHWFICK MG IMIIZF vy b ETHERBTE L 2R T, [—1 [FMIL
MR TI R o/l EZRL. FHILEMIET 32DHDTIFEV BBOHRIFICK D RRIBIRHEINER
BWT—XZ8E),

1-5-22~25 |[CEDHIZETR T o

XF vy MEBEDBLICAXA—JELIZHD

RHRBABREROF vy MMl 1

RiccardoBond 1don't know what you are doing. Three people with one ID asked. | have said it many times, but you still don't pay the discount price.
Then please pay 0.05BTC. There will be no more discount. You can choose to give up the data.

BEER

HBRFHMEAE LTVWBDHDHD EFHA, 1DDIDTIANBRE L. MELSVELEN. HHLBELEEIHEEEZIVELA, TR
0.05BTCEZh>TLIEE W, CAULEDEEEHD FPA, T—EEHDHDZLEBREDNTEET,

2025-02-15 05:10

P
Customers won't buy BTC, so time is wasted, bro Victim
B#FER

BEIFBTC ZEDBLOT, KEDMERBAL. 5Tk

2025-02-15 05:48

BRX
sorry
BAHER
CHAREW
2025-02-15 05:52
o
RiccardoBond Not just your customers
BAFHER
HRIZHOBMELTTIEHD FH A
2025-02-15 06:10
mx
sorry,0.04 pay,bro Victim
BAER

THELA. 0.04AVET, o

2025-02-15 06:23

1-5-22: ZZHRIBABSROF v M1 (R
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HF vy MERED LA X—IELIbD

RSEREBABREROF vy M2

mx a

There is a problem with your decryption program, | paid many times some time ago, and there was basically a problem, and it didn't Victim

B&FER
HRIHOESTOT S LICHEN B D &9, DPLANCRAEDZIAVE LD BANICRENHD. Fh7cb ORREISRRE T, R—J%

2025-04-24 09:15

o

lofikdis There are many people in the affiliate program, and we are not sure. Some novice players may execute multiple encryption strategies

at the same time. They always execute automatic programs in batches.We are the attackers who catch whales. You can fully believe
that our programs are all executed by professional hackers.

BAER

T74VIAFTOTFLICRBEZLDADBMLTED., RABICHREERDD FtA. MOEZEROBSHIEERRBICRTIZCL
DHHEY. WERBICEB IO S LE—ETRTLET, BBRAMERSKEETY,. M5O TOIFLEIRNTIOD/N\YA
—HRITLTVB LRRIEC TRV EE A

2025-04-24 09:17

mx a

After the payment, not only did it not solve the problem, but the communication page was closed!! That's how you deal with it! Victim
BEER

FHWEROREIIRAE T, BER-—CETHCSNE LT E5VLSHINEDTYI D,

2025-04-24 09:18

lofikdis This has nothing to do with us, you can contact the boss directly in the alliance.Our team are all mature professional level hackers.
BABR

IR B LIEBRH D FRA. TSI TV ARNDRRICERERTEE T, ABOF—LIFLE. RALALTIOLARILONYH—T
ED

2025-04-24 09:19

554

There are many or even hundreds of affiliates in the affiliate program. What are you talking to us about? We are communicating with
this client.

BAFER

TI74VIA R TOTSLICIRER,. BEICIS>TRMABTDHDT 74 VIA bHVET, ABICADEEZLTVWEDTIH 2R BT
DEELPOBDOLTVETD

2025-04-24 09:20

RX

We waited for a month, and you didn't help us solve the problem, and it was said that the customer damaged the data, and whether Victim
the data was damaged or not, can't we see it?

BFER

IDARLE LD HLRTBEERRZRIT T NERATL BELT—22WBLILLEDNE LD T—4DRELTWED
E5HIHERTETAVDTIN?

2025-04-24 09:21

[1-5-23: XHRIBABSROF v v Ml 2 (BEXXHRE)
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HF vy MEBRED LA X—IELIbD

RSERBABREROF vy M3

lofikdis Through our conversation, you should be a professional agent, perhaps a person in a cybersecurity profession. A professional
businessman.First, we are honest.Second, our five tests need to be well paid.Third, our alliance has a strict plan, and credibility is
important to us.Third, as a professional negotiator, you should know that lying cannot reduce the ransom price for you. This strategy is
very poor.Fourth, we have the data of this target, and we know that these ransoms are not expensive for Chinese companies.

B&ER

CNETOREN S BLREEEFADI—C Y b HE3VWEHAN—EF2 )T 2FOAY. FODESRRAN-Y VIELREIT5N
9. B—IC. FBIRBEETY, BIIC 50 5207 X b IR EMMESKRETY. BZIC. Fulcb5OREBICIIBERETE

BB, ERRIERICEETT, B=IC. TOORBATHNIE, WTHRLETIFE LI TEAVLHS>TVBIZT TY. TOHKIL

FRICHHM T, BOEIC, BEBRIDZ—TY FOTF—2EZRELTED. FEREICE >TIOFRLREIB/ AV L EH TV E
Jo

2025-04-04 03:31

P
I'm not trying to deceive you but just passing on what they wanted me to say. | can tell you they still want the files back. | want this Victim
deal to happen just as you are. Since I'm earning commission fees from them, and you probably get some reward from closing a deal

too.

BFFER

FEBBIEMC S L LTVBDOTIHAELS, BEIKEONCEZTDEFHFATVBRITTY, MORELT7IILERDRLIEVWES
STVET, BBBLLFLELSICTOMEIZRILTELVEB>TVET, RSN SFHEER/TVEIL. HBLLDBREFL
DNUSES O DEHMA HBZDTL & S0

2025-04-14 23:29

[1-5-24: HRIBABSEOF vy MM 3 (RXHK)

POHED ORTHELBADZSRIEAOESZR L. RBEEANENICRET 2H5ENERSNS. KE
ADNARRS=EFICT BREEED H B —FH. REEQDOEER(LRERD) RIERICHEDES,
CNETICH. FUTLVITHRBIN-THRSREBAY—ERXICHLERCRONSERZE LIS
PIHTFET o HIZ I Everest 1£2026 F 1 B, FHEDKS Y —ERICOVWTHEBBAIDOFTHZBL S E
Z )= b ETTRELTWS,

“

@ News
© About the project

LTROY—ERENALIHE, MEERRTE Y [

e
EADH, FHEREL. BONRKRERT I ELBBESS, "

11-5-25: Everest D 1) — 7 H o MIBHINRBREBAT—EXIZDODWVWTOERH
¥ KERIZ CIGHEIE LRV —>> 3y b

RAHREAZFAL TRERS 2 BRICED SNZAEED H 2 —AH T, REEAD T7O00N Al ZZEH
T3%abH5. WHENBAZERT3HIEIOLHHZFHRICED. AT HHEETH. REHIRICEITS
BEOFEZBEELTES ZEHEIL LY,

| 5.9 z oML RS
AETIE 5.8 HETICEEFNHWVZOMOFHNBRFEDOHZRT

FIENREICFIEL TLWAOERY —EXZFMATEY. BREOITIVWFERALRVWC FRET 2 HER
BHNR SN (K 11-5-26), Bitcoin DA K EICDWVWTES%Z R 2N H 5 —7H. LockBit BIEH EIE
NETHBHE/MY —EFRADEENTET RV TRT B4ME % - 7= (K 11-5-30),

Fo. EANOTRBE P EEHNARE LD 5. LockBit NOSIICEKZ R T HERBAIOELELERRE SN

7o (®11-5-27 - 28) T 5 LIcHEIZ. WEEBORREIFHIRMICHEIRTICELD VRV ZTERTED
DL TEEICET %,
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TH5IC. BEBADOKBZEEITZIENERSNSPOIMDOF T, BEERGE=ZZELREHRENREL
THEMTBEEDRSNT (M 1-5-29); WENGORABIEENZISDBIETI S LILESICESF6E
MHH 2 Cid. MGEFICHRIBEATOHA RSV BREOXVEEZTRLTULS,

MUTFDE11-5-26~30 IC. Eh5DFlZERT,

HF vy MEBRED LA X—IELIbD

Z Ot DAL REEHL

Rx

Hello,l am writing to you from Iran. Please believe me when | say | am not a wealthy person or part of any rich organization. | don’t Victim
have access to international banking systems, and because of global sanctions, | can’t even buy Bitcoin legally in my country.The
amount you’re asking is far beyond anything | could ever afford. Our currency has lost almost all its value — people here are struggling
just to survive. Paying 5 BTC per server is not just difficult, it's completely impossible for me. Even saving 0.1 BTC would take years
here.This situation has destroyed everything I've worked for. | am desperate and broken. Please understand that I’m not your enemy
— I’'m just a small person in a very hard place, trying to find a way forward.If there is any way you could help, or reduce the amount, or
show any mercy, | would be deeply grateful. | am willing to cooperate or discuss any possible solution that is humanly possible for
me.Thank you for reading. | truly hope you will show some mercy.

BEER

CAICBEIF. 15YDEEVTVE Y. FIHELRAMTY. RELEBO—BTHHD FtA. BERNLERTSRTAICBRTIERTE
9. HANBEREDOD. BRNTREENICEY POV ZBATE L EXTEFEA, HRIHERTZEEHIT. AICBIEIIZR
WETY, Acb0BERIRIELALHEEERVN. ARBESEVBLETTHHTI, ¥—/\—1856705BTCOZIWVZEEL Z 3\
SERICARFIRET Y, 0.1BTCEIT® AT THAFLADD £, CORRIZ. ADEAEFTILIRTEELTLEVE L. FAIHBTE
T TBULANTVET, REHBBIOBTIEBD FEA, 772 L THOERLVWRRICVDB/NELRARD, FIICECHEEZRLTVBE
FTY, BLBTTWERITZB5. HRIVIIREETIFTVWERITZA5. CARBETOLRRHL £, RENICARELH 5D B
REFISOVWTIHA L. BELESBEABHD T, MATUWEESZHONESTTVET, ESNEHERLTIKLTZ L2 OD5M>T
(AF: 32

2025-04-11 20:01

Swan We can give you a discount, but you will have to find the money, otherwise we will not reach an agreement.

BAFER
BEIZRHTEE TN HBLRBEELERDOITZBENBDEY, 5 TRIFNIEERICETZ LR TEE A,

2025-04-12 19:30

mx

| want to be completely honest with you: | don’t have access to any international banking systems. | don’t have a foreign account, and | Victim
can’t legally buy cryptocurrency like Bitcoin in my country. | live in Iran, and we are under heavy sanctions. Our currency — the Toman
— has lost almost all its value. Even earning just a small amount of BTC is a nearly impossible task here.I’'m not a business owner with
income in dollars or euros. I'm just an individual who has lost everything — 20 servers gone. What you’re asking for is simply beyond
my means, even with a discount. If there was a way to pay in Toman, | could try to gather something, but | know it may not be useful to
you.Please, | am desperate. I’'m not trying to avoid responsibility — | just need a chance to recover even part of what I've lost. If you
can reduce the amount to something that someone like me could possibly afford, | will do everything | can to make it happen.This is
my last hope. I'm asking not as a company or target — just as a human being.
BFER
EBICBERLEY, RZERNAEITS XA TLIC—TIEITEEEA, BAOELHL. AOETIREY FI1YD& S RBESES
BENICBATEEZEA. B S VICEATED. BLVWEIRTICHD 9, EDBETHS YV RfiEZIEEALRVEL
feo SCTRVEDBICEFS L EXIFFFRTRETT, RIFILPI-—OTRADHZEEETIEIHD Tt A, FAFIRTEEK>T—E
ACTEERA. H—N—208WHXFE LT HBIEDSROTVEILEIZ. BEIHH>THROFICIEEZFEA. BLETYYTHILZXS
FEDBNUSFMEDED LS L LEITH. HARLICE > TRICUABVWI LIFEBRLTVEY, ES5HBBLLEY, BEEEZERT 306
DIEBHDFLA, RoTbDDO—HTHMORIEDHDF v Y ADRBERIENTITY, DELSBATHEBETEIZRISHBALTVWELITS
B5. REDOHICTEIMRODIEZLET, CADNBREROEHTY, BEPFNE LTTIEIR. —ADABE LTERVLLTVE
ED

2025-04-14 05:29

Swan Then | won't be able to help you in any way.

B&ER
ENTIE, RIEAOBTETEEE AL

2025-04-14 18:33

I-5-26: £ DDFFHEII R REER 1 (R3THRK)
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HF vy MERED LA X—IELIbD

EDMDORF AL RFEHI2

mx a

BAMTAHESF ELINALRT ?
B&ER
COERBBONENRVT IR, EDLSICHBIAFICBMTEEID,

Victim

2025-04-04 02:46

PiotrBond What are you asking about?
B&HER
AICO2VTBRTVEDTIH ?

2025-04-04 04:53

wx a
BREBRBMMEITRMTLRENS ? Victim
B&HER

HOBKIZ. BRIILBDIDEREZPLSZLIHEDHEZHNEVSTETY ?

2025-04-04 05:59

PiotrBond You can download decryption tool here

A&BR
CE5NSEESY—ILEHd U O-RTELT,

2025-04-0411:12

I-5-27: Z DDV REER 2 (R3TIRK)

XF vy FEBEDLICAXA—JELEDBD

E Ot DFHA L REEH3

mx a

Bro, | want to ask for your advice. If | want to make some extra money on the side but do it safely like you guys, do you have any Victim
recommended directions?
BFFER

HEARLIEVTT, BIRTHBIADESICRLICESICIE. CABRFAENETITHTIH ?

2025-02-08 09:40

Christopher we now have open registration in the panel lockbit, but it costs 777$.

BAER
BE. LockBit/SRIL DA —F Y ERHIATETTH. BHERTTTFILTT,

2025-02-08 13:36

974

After joining, what can | help with? | don’t have any particular skills. If possible, can I join? Victim
BAER

B, BIAZFGEIEIN 2RHBRIFILRBD A DLARES. BMTIETH?

2025-02-08 14:33

I-5-28: Z DDIFHII R REER 3 (R3TIRFE)
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HF vy MERED LA X—IHELIbD

EDDFH L REEF4

mx

If I provide the IP of a mainland Chinese company, can you attack it? Victim
BFER

FEATORRDIPERHLIS. RETETEIAN?

2025-02-07 01:59

Christopher we do more china, we have enough companies)
BAER
B RPEE D > LHBLTVWET, +OBREXNSHD ET)

2025-02-07 02:03

554
what china company ?

BARER
COFERETIN?

2025-02-07 02:05

974

------- Victim

2025-02-07 02:08

BX

Itis a publicly listed Chinese company. What information do | need to provide you?
H#FHER

EHELTWBHERETY, YAREREZREINIEZVVTIN?

2025-02-07 02:09

Christopher we love working with China, they pay well)
BAER
B RPEEOEENKFETT, RE5IFELIL>TNET)

2025-02-07 02:11

R

need site

AAER
Ho MHBETY

2025-02-07 02:12

1-5-29: Z DMDAFHILREER 4 (FRIIRFE)
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HF vy MERED LA X—IELIbD

T D DFFHHE L REEHIS
mx
Our bank is saying that LockBit is sanctioned. How do you suggest we proceed? Victim
BFER

HITH 5 LockBitFIHMRIZEEDLNTUVE T, EDLSICEDBZINETL LS,

2025-04-09 22:55

BaleyBeach You just buy bitcoin for your own needs and send it to us. There is no need to mention "Lockbit" or any other related stuff.
BAFER
BOOBESELTEY b YZEL, FcBICX>TLEE W, lockbit) BREBEDOERZFEHIVERHD FtA.

2025-04-09 23:00

554
If these are the people advising others on money, I'd be worried — and right now it just seems like you’re stalling for time. Be quick.

BAFER
HLINPIMBAILEDBEZTBIALEREDE T, SO I3, KHEBEZLTVBLSICLARIERA. BLTLREEL,

2025-04-09 23:13

11-5-30: £ DMDKFHEILREER 5 (FRXRIE)

| 5.0 FEDFE®

ARETIE. Lite ARILICEREREINISTF vy b 20l BRERSOREZEIE LT, TBRMREZIU

TSR,
1. XBBM+ZHWVWER

clients [CBRIN 246 FD 5B AV aR—FADT I REHEDH 2D DIE 239 4 (97%) T
Hofco —H BEEPT AT —REZRVICIZ—T R XA VBUD 127 B TIF. & AvtE—2
E TOHIRN 24 B REIRTETE o 7ohBD' 48 4 (K9 38%) TH o Tco RIKMILTINWGZ7H DB 7355
BE) T4 (Frvy MEEREE) ICEEFED. RBAOBMHAZIWICERZ LBV Eh D o1

Fv v FMEBRBAOKREBRIESDOE
ALy REAORRIEIFH 12 B, HEEBEATIIN67 HETH D RATIZHK 128 BICKRRT —
AbHB. FEHRE L RELDOMS ZBE L ARG AR I N B,

A A =k

RHIEENBYIEIX vyt —ITHIBEN., TX MESOFIERTZRE—ED/NE— 208> TET
ERGE

FENTL Y v—0DiER

48 BfFEIAAR7R 5EI511 WO TeBIRRIETR . 5L - RIREHRZIRMIC LIcER B E. #HHDSi
INZRSY gW el

RHREADRKE
9 HTRHSREBADNAD DD, ZRATH 84%DHIEAICEST-EHHHB—7FH. RIEBADNKEEICH
LTEENGEEZIRS LT, RBEAOREHIBLT ST -RHR5NT,
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6. £ 7 x—X ! BXEE - SFH - IV

AZTIiX. chats * clients * builds * btc_addresses * invites & UV -5+ FEEHT—4 (CIG
IC&BZE8R) ZAVT. BREDERISEHZIWVCESZ 71— %DM %, BERFBEOEERISHICLDHE
BEORE. TINVCEST27—RDOFEHE. BLUHZIWHES CIBHERRICEZ 2 EEIET %, 9Lk
DFHFIIFHAER A ICE T

| 61 881275

btc_addresses 7—JJLICIZ 59,975 D E Y FAAX YT RLADEBEINTWVWDS, DS E5HERRBIC
BD Y TEABDIE 159 5 (0.3%FK#H) ICIBTH V. KEDT RLAE—ILELTHEREL. BEICIGLT
AL TZERCESNS,

BT7RLRAET 74 )IA MIRBRINTED., BHIIHEEBEAZWVEEICIET RLREIDHTHK
HZLLBRDIEVWSHEHBEARSNE, —SOT7 RL XIFadmin & 77«0 )T FOMAICEIDHTENTS
D, IREDEEDHEIEH S HHR Bo

1-6-11ET7 74 UITA FTEDEDHTEAT FLRARZEH LD DTH B,

30

Christopher PiotrBond JamesCraig lofikdis Swan umarbishop47 Anon666 ArrynBaird 59X67 king457533579
774VITAb

1-6-1: 774 UIA ~ZTE®DBTC 7KL REIDHTH

BH. TODbtc_addresses T—FIUCTFEETF vy MCOAHEIRTZBTIC 7 RLAB RSN T—
IADT RLZADERINTVWBR NS, PRLABEBICEVWTHT 70 VI A MIFEHNRDHENT
WcrTEeED 5 B0

invites ICIEBTC 7+ L w b 2,338 f£& Monero 7 # L b 1,355 t6h'EcER 15, BTC 1l (invites.
btc_wallet) 21 =—72 T btc_addresses EE#E L%\, XMR il (invites.monero_wallet)
2H1=—UTH 3,

| 6.2 ERBEO 5% 1AM

F v M EWHERS (ERE R X1 ) BATES LER. EREOPR(EILH 50,000 USD. 75 /\—t
>4 )LIEKI 115,000 USD. F91EI3#9 208,000 USD TH o 7o 90 /N—t > 2 JLIZ#J 400,000 USD
THH. BEAICRVWVEEZIFONDH THoTco BEXRBICIIKRIARIESDENHZH DD o7 BB,
DEFTIFBEFTR 127 X1 VDS EBREBROREL RL TVAW 1 HEZERAL TWS EEEIZE
% A BE),

AEICH T 3 ERIEISHIOEREE (B—HEBERN TRIOICER S NI-ERE) 2187, WIS TONI=Tr—
ZIZDOWTIE, YIEIERBEREERBEZAVCREREZEH LT, BERIVEEREICH L TREE
KRENEDEBETN e ZEETRLIZDDOTHD . VIO AF IR TH S, 5B - FA
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IL—ILOFRIZGER C 22BNV,
1-6-2 |FHIEIZEKEE (USD) D73 Z WEBBEM THERA T —ILICLDRLIEHBDTH S,

10 mE=4atr Gamiz7kxc o, UsDEREIERTE SRS | : N=83
Bf USD (REMERA, ERERX1>) 1 :
SEEHIARS: 2024-12-19~2025-04-29 (chatsiC#RHAR) ] N = = FR{E (50000.0)
: . 35 (207607.0)
a- oo 25/8—t 254l (15952.5)
<= 75/8—£> %4l (115000.0)
6 -
B
t
44
2 -
0- T 1
$1K $10K $100K $1M $10M $100M
ZEXREE (USD) (%0

X lI-6-2: SNEERBODH R —IL)

REER (IMEIEREE ¢ RIRERIEBEOWNA DR T I W EHEM 28 4 (ZFAVLVERIL » KL ZBHAW) X
RICEH Lo PREIX 39%. EDNIEFH (25~75 N\—t > 21 )L) 1380 12%~60% THD . 77— X
DIFSDIHKREIL NOWNDSTRAK 84N DRERICE ST F TR SN, FHETIZKI 37%DREET
Hotco BI-6-31ETD 28 HICDOVWTHEBREEFLILHDTH S,

7 { RB=99MF (K127 R AA Ve, 10 - REBREOTSHRE TE SR
B % (MEERBECHY 2REEREOHDEID, SIAVRIZMDEN)
££5HAR: 2024-12-19~2025-04-29 (chatsiEERHAR)

10%5H 10-20% 20-30% 30-40% 40-50% 50-60% 60-70% 70-80% 80-90% 90% X £
BEE (%)

1-6-3: IHEER D77

| 6.3 ELeBEr EREORIRF

builds 7—7JLICIE builds.revenue 714 —ILRHDFEEL. =4 v FEEDOHTET L HEERDH
TE « AJME) DR INTLS, BHZVEREEIL 5kk (500 5 USD) Td o7 builds.revenue |JIE
EZRDANBETHD. EETIIHRVWAREELYH D, COEREHDRIESNAVEIIRT. revenve A7 T
ADERED M ZMESE LT builds.revenve C EREEICPHRELLLEABERIIR SNT . EREOREER
IE—RT—EZADBISFETETE,

I1-6-4 |& builds.revenue A7 I U RICEREE (USD) DRHFEZRLIEHDTH S, BKEEIF chats
Do L. HERE (ERL R X1 Y) BATEHFLTWS,
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1e6
1.0 - N=67 (B - EAUL N X1 > fir, EHPRRES)
AnfE 44 (max $4,500,000)
KiB=16¢ (revenue 7 I U B BEDRT & —BHETIHRA)
B G- R4E (USD) . ##=builds.revenue (BERBRIANME, ERIE KR
51 2024-12-18~2025-04-28 (buildsTEEHIR)
0.8
D 064
%) 0.6
>
\/1 L
8
R 1 S ———
[ 0.4
0.2 A
___________ $ b | Gyf‘ 00
7 P
=m0 $30.040 - @0
0.0 —T— T T T T
1-2kk (N=2) 2-5kk (N=10) 5-10kk (N=17) 10-15kk (N=26) 15kk+ (N=12)

II-6-4: revenue 7« —JL RBIOEREERIED

ERBEOREERIF—RT—EDSIIFETIT RV WEBENT LFOLEBEREZESRBLTLWAKRFD
Ronz., ®I-6-5~8 I EDHIZETRT,
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HF vy MEBRED LA X—IHELIbD

ERFREICAATIF vy Ml 1: MBBRED £ LEERERE

Swan Please send more files for testing, the corrupted ones are excluded

BEER
TRARRBICESICT 7 AN EZRS>TLEEL, BIELTLSHDRIHRATY

2025-04-20 10:24

mx

We will do, its not so easy to find small fileshow much is the ransom, we would please like to know Victim
B#FHER
POEF, 2. NEVWT7AINERDOTBDIFMETIEHD FEA, W BHFRETIN HIXTLEEL,

2025-04-20 10:25

Swan At the moment, our team of lawyers is studying your financial documentation, today we are not ready to name the price for you.
BAER
RERATIE. HHoAELTF — LD BROMBERERE WEY, FARMEEREZRTTEEEA

2025-04-20 11:21

i

good morningdo you have an update for us? Victim
BAER
BIRESTTVEY, ALEHIBHDETH?

2025-04-22 06:12

Swan

2025-04-22 09:30

5574
2kk usd

BAER
20073USD

2025-04-2211:17

I-6-5: ZREWREICBIT2F v v M1 (HFHBEWE D LICLLEREBERE. FEXRR)
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HF vy MERED LA X—IELIbD

ERBREICHTZIF vy bl 2: HEEROFT LAEZBEL TV VS E5kR

Christopher | know your comapny revenue, and your system is not cheap, so 70k is not a lot of money for you and the price will not be lower

BEER
HBRIEDEHMDFTLERIBELTVET L, YXTLORBHD A EDSTARBBRICE >TAETIREL . EFFIZLEEA

2025-04-2411:14

R

Brother, as a staff member, if | want to solve the problem, the money is not paid by me. But | show my boss that | can indeed do Victim
something for the company. Just as | said before, but you don't believe me. Your encryption is indeed not completed, and we haven't.

We have indeed fixed a lot, but some that can't be fixed want to be decrypted. Could it be cheaper? A small request

BEER

RE. REBE L THEZRRLITH, BREBIOREHLTREBD FLA, 2. RULDEDHICBINTEZ L ELAICRLEV

DTY, AIICHBEVXLED. BARLRECTCNERA, HBARLHOESIFENMNIZTLTEST. T55HF2BELELLIN
EEAVHORBESLEVDTY, H5DLRTEEEAD, TTPHEBELTY,

2025-04-2411:18

BX

You have also seen before that some of the samples we provided did have problems after decryption. | didn't lie, nor was it necessary
BFER

CELMRELIEY Y TILOFIC, BERICEED D o cbDOHBoeDiF. HAHUFICRTUVET, ARIEZOVLVTLWFEEAL. £
DREDHHD FL A,

2025-04-24 11:19

Christopher You can write as much as you want, but it won't change the price
BAER
WS STHEVWTHEBLEEAD, EIZEDD FtA.

2025-04-24 11:20

5574
boss approved, said 70k or nothing

BAER
RRADEREATYo T0kTHRIFNEIHEL, LDILTT,

2025-04-2411:21

I-6-6: EREREICEATZ2F v v bl 2 REEBMOFTLEZBEL TVB VS TR FEXHRR)
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HF vy MERED LA X—IELIbD

BEREREICEHTSF vy bl 3 : HERRBORITHEZIBELTVLS L WS X5k

wx

maybe you didn't understand: we are a small company and we don't have all that money. we can pay 500/1000 euros, certainly not Victim
90000 euros

B&FER
HREFERLTOEBVDD LOFEAD BINEBRHMT. ZAREERHD AL 500~10002—ORS5ZIHI ETH 97
I—OIFRETY,

2025-04-28 14:02

o

affiliate900 The price is established based on the company's finances, we are aware of the equity in your banks accounts, your revenue and net
profits. 1k is not even considerable.

BAER

RIS RHOMBICEIVTREL TV EY,. HRLORTOEOER, NS, MASZEELTVE Y, 10002—DHN T,

2025-04-28 14:09

mx

I don't know what you think you know, but we don't have that money. Paying 90,000 euros would mean going into debt and closing Victim
the company, does that seem feasible to you. We can get to 2,000 euros

BAER

BRIEDMAZH>TVBLBoTVBDHTHD FHAD. RAEBICBEOERIRBHD FHA. IF1—OIS LEEEER->TRME
BLBCICARD EFTH ThZRENTI D FIcB/HEZDI2FI—-OTY,

2025-04-28 14:12

affiliate900 Will your own bank statement change your mind? | can get it for you

BAFER
HRI-BHOFITHMG SZEZHNEDD EIHN ? ARTEE T,

2025-04-28 14:28

mx
please go ahead Victim
BFER

ESEHUTTLREL,

2025-04-28 14:29

I-6-7: EREREICEET 2F v v b 3 REEMOBITHAZIBEL TLB LW S E5R. RXRRE)
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HF vy MERED LA X—IELIbD

ERBREICEHTZF v v Ml 4: HEEROMBREEL SERFEOZ LM Z TR

Rx

could you please how much it will cost to recover my files because we need to know the costs involved. Victim
BEER

77 AILOBIBICV 5HDBHIEZ T LTV, BRAZBETZHUENHD X7,

2024-12-2313:10

Christopher wait, tech support will send your test files
BAER
BRELLETV BEifitR— bDBRIEOTA ST 71ILEED ET,

2024-12-23 14:50

554

price decrypt 80k in bitcoin, for all hosts and files

BAER
LRR T 7N OESLMEIZET FIL. Ev 3T

2024-12-23 14:51

Rx

sir this amount is very high to be paid. We would like to work with you because it will take much time to recover our infrastructure. So
some questions from our side 1. Can you please provide a generous discount so it's easier for us to consider your solution?2. How fast
the recovery process will take if we work with you ?

Victim

BAER
ZOLBRETHRATY. 1Y I XM IF v OERICKEADD 7. HBRICLBALIEWERBWET, FlcbEhH5DEMDH D
Yo LBEILPIL T30, BABEBIZ LTVLRIFELRAN?2. BHTZ5EE. BRTOERFLEDSVESTEXRTAHA?

2024-12-23 15:47

Christopher we can't offer you a discount
BAER
ZE[IFRHTET XA

2024-12-2316:08

554

if you pay quickly and restore the infostructure on the same day
BAEER

RBICBEZIVWWELE RRICAI YIS M5 9Fv2RIBINE

2024-12-2316:12

R

| saw your financial report, our price is not big for you

HAER
HRI-ODMBREBERE L. MBOMRBBRIICE>TAILHDFHA

2024-12-2316:14

II-6-8: ZREWREICBIT5F v v bl 4 (MHFREZH SERBOZYMZ TR, FXXR)

BHORRIBER (IR - KA - FXEHRE) HPRBHICEBESN TV SRIIRT. BESNBZEKBEAL VI®
BLFUFZEFICKRE L TECZEHEIL LY,
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| 6.4 2EZBOBBLBILAE
FRTBORNIE. SELERDSHBEDHBERSZETERICEZ LVSHDOTHD ., FHEERXHSIFZ<
DT—RATRLNT, BERFRVERETC O WESREISZ O LT

SIWOEEIZ. DB EDT7Z7F vy b EOINWRTREDOZDDER/DSHE L fco UETIE X
IHVHEZERDZDIZHT TR S,

x1-6-1 : HWHEDESE C 4

& R TRHAL

E&E A (DB 77U E%E) 7 clients.paid_commission >
0

E&EB (Fvrv MEEEH) 17 1% Fry b ETRHWET Xy E—

CHEonfc1=—Ha

X EEA K client_id BfiI. EEBIFAZ—U RXA VB THB, EEAD7H% clients.build
_id = builds.company_website EHTERELR XA VICEHRT R . EELRL 7T HOERDIHEBLG
(RXA)IZHIEL. WENDHERB DFRTHS 127 RXAVIZEFND. LIcH>T7H - 17 higE—
D127 RXA VDB TRMBE LTRSS CEHTE UBEOZIANVE 6~13% X DEFREDETH 5,

KREIDSHAVWFERR . WERBBEATRSRERZIRZ 37D Ty vy NABH SV T ZHE LICE
FBZEALT B, SHAVHEDFHMIIMTERA TRET 3,

I-6-9 |& chats H* S L 7cEKEE & I WVHIE Z W EMM (ERL B X1 ) BUTES L. BREF
AMOZIWESREIEZRLICLDTH D, BEHNET VWEIFFHERELNARE V. SERMHOFMRIITEC
Z. ZIWHEDFMIZMNETRA ZBRINL,

1.0 B =%A (DB757)
I EEB (Frv hEE)
0.8
B 06
5
=
X
0.4+
5/18 8/28 415
0.2 4
2/18 3/28 215
00 018 __o/18 o1 __on o505
<10k 10k-50k 50k-100k 100k-500k 500k-1M >=1M
ZREH (USD)

1-6-9: ESREAHRI DT WHEREIS

AT —RICEWVWTIE, YIEIZEREEH 10 5 USD 2B X XN TRIVERMIZR SN ofc o2l &
XD OBEANE W, BRI EZIVOMEFTHIEE X /CISEREFRZRTHDTIERL,

WERR(ICEARELD ERABESNTLWRVWRB RSN, 5&8IZ LRRETBEIBRBZT T4 VI A +HULB—
B TNZzRESBRBZBEZHABI5ED L HI-6-10 ICZDBIZETRT,
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(2]

Christopher

2]

Christopher

HF vy MEBRED LA X—IHELIbD

BI5| LRRICET 3 F v v Ml

B’X

bro i made the lowest price

BEER
RE. ThARRMER

2025-02-13 08:02

RX

we have our own policy, we can't discount the price by 90%, usually maximum 50%. | went to meet you 20k last price
BAER

DB TIFI0%NDES FIFTET HE A, BEIZRASO%NTY, #BHLT2H R, ThAIRKEMEETI.

2025-02-13 08:06

554
and | have a lot of work to do, you don't pay, other client pay now.

BAER
FICIFPREDLK TABD £, HRIERBZIDBRVD, DT 517> MIEZI->TVET,

2025-02-13 08:08

P
ineed talk my boss , Victim
BAER

RREFEIUBENHD FT

2025-02-13 08:10

2574
hello. my boss, want ask you how about 10K, if ok we can pay you

BAFER
CAICBIF. RRDIOKTIFESHEEVWTVET, b LRIFNIFEZIAZ F T,

2025-02-13 08:42

5574
impossible

BAER
FALTT

2025-02-13 08:57

BERRIET 74 VA FORBIKEFELTLWR ER5NBZH. 2 TORESIIL—THERRE GRS 40 TR
ENDBEIR TRHICERTCOTIIE S, REFHIUCPREBRCDOITCEYRS T4 TEIHFEZ ZEHL

& 11-6-10: EI5| EPRICEE 9 2 F v v b (R3IRHR)

TELBEDH B,

| 6.5 SHVEREBESRS (E)

6.4 B TR LA WHIEZAIRIC. —RT -2 SHRATETERWVWGRE L VER LB Z DT

ERT

ESEREOHEIRT >V FI—2TRELKF vy hLOSEERICE D, ZHWVWRTEHETES T —
A (E&EB)ICOWVWT, IWRTRBEEADEESE RZHKA L. BTC RECIFEGEIHHDORET USD (C#

% LTCO

WEAFHIH 335 USD THBH . CHEF vy b ETHARRELGEEI SBHLILBEHRETH D XMR
TOZINWVPNRIVASTHIC K 238/ &« SELWHIE « REERISHHTDIRD ICK BB RIEEDR AN BH

DIFBCCICEENBETH S, ML - AL —ILOFMIZHE C 22BNV,
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1-6-11 (3 WTET CHE TSI HEBBICOVWT. BREREZT7 70 VI MICER LICHEE
BEREZTRLICHDTH S,

Christopher 74 231,000 USD

umarbishop47 11 40,000 USD

Swan 1% 20,000 USD
PiotrBond 2% 13,000 USD
ArrynBaird 14 10,000 USD
lofikdis 11+ 6,000 USD
RiccardoBond 14 4,391 USD
Brown 14 3,600 USD
btcdrugdealer - 114 2,000 USD

JamesCraig 4| 1% 1,658 USD

0 50000 100000 150000 200000 250000
&% (USD)

1-6-11: 77« VLA rRIOEESSRKEE

i\ R L 7CHERIE 7 4 (DB 7 ST BE) T (F v v MEERE) CHESN S, BIHTSE CIBR
RAWI RV SRIOHETETH D Ny o7y THSEIAFRRETH T —F RFEEED 7= I3 WV 2 ER
L7cr—RdFELTS

SIVHIEC L DEEZ ) — 791 MEROBRTEIEY 2 HIEEEIMHERA DKRA1 ZBRBINV),

R 1-6-2 | HLWHITE (HETE) x )= ~EH

SIWVHIE U—oH1 MEE H#¥ T (BE)

SHIWVHEE (Fyy k) 1BE 0 VAR (E&B) D556, BRICETMABIZ M

THWHEE (Frv ) KBH 17 HILVER (€% B)

FIVKEESR 54 24 ZEHEY k(552025 F 12 BLUEIC LockBit 5.0 (C38&i=15)

FIVKEESR R 86 FRIBE 103 4 (127 hH 531BE 24 2R H ST WHEE
17 = frot

FTHWHHESRTEARVMEBR T — o1 MIBEINED 2T —XDH B,

—ERD WM EBBIEIRIZ. 2025 F 12 BUBEICHIR L7 LockBit 5.0 ) — U451 MMIIBH I M=, BEHOD
BHIIAT—2HDSIMEFETEIRL,

D127 HEBRICTH T B HIAVWRIIDB 7SI BET6%. Frvw MEERET13WICEEED.. ZTH VAR
KU —oH 1 MiBE SNy —XIERSshah o7 272 L. ZHWLWHBEEINEL =hME—RT—4
D SIFETERL. THVOEEICHHIHSTHEHREAVWHIGZEEERL THE ZEHEETH D,
BH. THOLRICODWTHT—HKIRICKZITBYDOREZREELI- 2 5. EFEROREEZZZT
HWLWFND 13~15%DEFE TH - 7= GEIILHER A BH),
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I 6.6 Monero #7323 > DIRTR

Bitcoin MADBIRFE BT IN TV B II-6-12 IR T F v v MMITIE. A—DERICHL M1 75 USD
HHH D Bitcoin. 7% 9 75 USD #HH®D Moneroy £WLW\5 2 DOMEEHAIERINTH D Monero TD3ZIA
WK 18 % BEWMENE TH 570 XMR IEF—RIC KNS OH > 3 > DBHHRE Y SN THDH . WEEHEBH
R REFRAFETI3ERTIRRLAAREMEDRH D, 72720 REICXMR TRESNIHE S HE—
RTF—BADSIFFETERL,

HF vy MEBRED LA X—IHELIbD

Monero# 7S 3 ViR DF v v MidER

o

59X67 you misunderstood.110 000 US Dollars in Bitcoin or 90 000 US Dollars in Monero
BAER
RELTVWET, LIARRIILEHOEY bOv >, £ERBIFKFILBEOEROTT,

2025-01-17 20:20

RX

unfortunately we can't offer you decryptor for single institution. decryptor is for entire topackt system. we can't guarantee you are not
giving it away for lower price you should probably contact <masked:VictimName> and demand resolution with us.

BAER

BRENS. E—OMERITICESEY —LE2RETZ LR TEXRLA. ESLY—ILid<masked:VictimName>&&D > 2 7 LEITT
Fo BRIDENEEMETHEICES RV ERIAETE A, <masked:VictimName>ISEIE L. Fhfcb L OBREERTBZRETT,

2025-01-17 20:20

554

that is low price in comparison to network size and data stolen
BAER

Iy M- IORBEBENLT —SBICEANE, ZHhIMEME T

2025-01-17 20:21

B’X

if you have any more questions please let us know

BEER
fICERABNIZSE T T,

2025-01-17 20:21

[1-6-12: Monero # 7> 3 YRR DF v v MM (BEXHRkE)

KAES-DEIS

AETIF. BREDERDSZHWVICEZEH T T —XZ2EENICAN L co FERMBZUTICRT,

1.

AXEDBTC 7RLRXT7—=IL
59,975 F D7 R L AW FEFIFREIN. BIDHTEHAIE 159 4 (0.3%FKH) Ice&xd, 7—ILANADT
RLZDF vy MCHIRT 25 —XBHD. 770 VIA MI—ROEHELH - BE5N 3,

BEREBDKE
FHRfEIF#Y 50,000 USD. 75 /X—t > &1 JLIE#] 115,000 USD T#H >7z0 90 /S—t > 2 LI
400,000 USD ICET 3% L. BEAICRVWEZHODHTH o7

5oL E EREOIFLLAIE
WEBENANLIHET L (builds.revenue) & EREICEMALLABRIIR SN ED o7

READEELLHEEDIESOE
REBRSIE—IRANICITHhNTE D FEREERIIN 7% RATH 84% DFEICE>THlbH S, iR
RO LRISIEICRESNTESY. 770 JVI1 FOHEBIZERSNTW R 513,
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5. ZIWILIED 6%(DB 7 5T BHE)~13%(F v v MiEEERHE)
DBI7SJRBETT7H. Fvyv MEERETI7THETHD., 2127 HBION T 3T VRIFEL, B,
FHWOBERLITTIIBHOBELZRETETAL,

6. Monero 7 3 Y DIRTE
XMR 23\ WV THI 18 % EWVERDIRTREINBIN D D . BUFEELFEADOFTENREASN T,

ITHZISEIR « FIERRAPMREEES NS ) E WS BEMARIRIIAD IRV, H5PB57—XZ2BE L LT.
RRRTE DHAGER - ¥IMTEE - BAFIELR L ZREL THE L ZLHFARTH B,
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7. €857 x—X . LW 7Ot X

FETIE. BHEOZIVRICANES ZD%Z. Fr v bEERDLSEHY 5. BESY—ILOREXTORE
F. ESORE. BLMESTOCRXTELLL S TILZIRICEEL, VRISV —IILHREINTHE
BAMREES N7 LWREZ BANLEF L EHITTRT,

AETIE chats ZHAWT. BRAESIZHWVEROPOED BT 5. SEALIZER] client_id (XL v F).
Bl UTC Th 3. IWHIEIZE6ZDOEEBICHL. Fy v hETHHVWETEHETEZ T —X
ERRET D, REEQANESY —IL (FEEFNICETZ 7 70)) #X G LR D2 0% TR
HD1 CHIET . THVEH - BEIFF vy b EOBRFICEDLL . 70 F = — VEERLPREIRR
REF—HELBRWNGEELH B,

| 7.1 EHVDSESY—ILIRH E TOERS

Lite NRILDBENLRFHE LT, BF5Y—IILOERMERD boss ICEFR L TWLWSRhEIF 5N 3, boss
PREDHZE. V—ILIREHNKIBISENZ T —RbH o7

Fry bOSZHVWHHETEZ 17HDS5. ESYV—IILOZELESTLIBEBER 16 FIZDOWVWT,
YVoILIREEFTORBEER L. SHVHRIIHEEABANZIVWETZHRELER. WV —IJLEHA
RIS BERANESY—ILEREoN2 77 L2 XELICBRZRAL TV, I 6 KET. &K
BAEREDRA LTIDH o1

1-7-1 13323 W T REEBORE) H\5 Y —ILix(d (REBEDXM) TORBEzHKSHEBEUTE
Sty 2 RLIcbDTH B, VKRIEF vy hEOBRETHD . 0 F - VEERLTIEEL,

N=16
-- HhRfE (3.41h)

----- 75/8—t &)L (7.36h)
------ 90/X\—=t &)L (13.17h)
45 (6.34h)

| :
|
9 | :
8
6-
ad 4
| l 2
1
o - 1
0-5 5-10

10-15 15-20 20.25 25.30 30-35 35-40
FEE (h)

H#

I-7-1: THWHBESY —ILIREE TORRDH

1-7-1 HBRIEDZ L D7 —RT 24 BEUAICIRMD R T T 5D boss FEICK BHINBLFET 2o
ESYV-IILEFTELL, TRAMESIZEWVWTSH boss DRENRERTARIREBENREL 7 — XD H >
feo BN-7-2~6 ICEDHIZT T, B II-7-7 13, boss kFEHICH 1T B BERDOMIGCFIEREOBERZ T
TFvv hITH B,
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bossFIEIC & BHIEBEDF v v Ll 1

(2]

Christopher

%)

Christopher

o

Christopher

RX
File share <URL:Masked>

B&ER
T 71 IIHFY—E X | <URL:Masked>

2025-03-10 07:09

5574

upload zip archive here

BAER
CCIzip7—h17#7y7O—RLTLEEEW

2025-03-10 07:09

REE

5574
you need to wait, tech support is not online now

BEER

ROBEBLEBHD XY, BfTYR— IS 51>TRHD LA

2025-03-10 09:39

RX

Hello
BAER
CAICBIF.

2025-03-1112:23

BX

HF vy MEBRED LA X—IELIbD
(1/5)

wx

how to test ? Victim
BFER
E5R>TTAMLETH?

2025-03-10 07:00

mx

When is the tech support online ? Victim
B#AFER
TUOZANYR—FEVWDOFYFAVTIN?

2025-03-11 03:19

boss is not there, sometimes he may not answer right away, we are all waiting for him, only the boss has access to the decryptor

BEER

EEDFET, TCICRETEIRVI LA HD T, FABRBE. LAEZF>TVET, BSY—ILICTI/EITEZDRLEARLIFTY,

2025-03-1112:25

R’X

I think today he will be here and will make a decryptor for everyone

B&ER
SH. BORTEOIHOB/SY—ILEHEZLBVET,

2025-03-11 12:26

[1-7-2: boss RIEICK DHIGBIEDF v v b1 (1/5. EXIRE)
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XF vy FEREDLICA X—JELIcHD

bossAEIC & AW EIEDF v il 1 @/s)

BEX
| can't do anything

B&ER
AICRAELTET XA

2025-03-11 12:27

Fx
Got it Victim
R&ER
THRLELE

2025-03-1112:31

RX

Hi, just checking in—haven't seen any updates from your team yet. Is there any update on the test decryption?Let me know when we
can expect the results. Thanks.

BAER

BRTY, FLHBRIEDF—LNSEFNHD FA. TR MESOESIEHD TIH ? WORREMHFTEZIHN KT, H0H°
E53TEVET,

2025-03-12 02:11

Christopher E)
BFER
CAICBIX

2025-03-12 12:04

RX
strange, but our boss is silent for 3 days, without him there will be no decryptor test and full decryptor

A&ER

FYTIH, RZXMBAMERLTVWET, BHAVWAVWLESY—ILOTI M HEABOESY—ILbEHEEA.

2025-03-12 12:06

Ll

wx

We are still willing to proceed with the payment for the full decryption, but we need to resolve the test issue first.Is there any Victim
alternative solution to confirm the decryption process?
B&FER

FTRESOZIVWEZEHZIERIRBHD LTI T TR OBBEERRT ZVENHD £9, BS IOt R 2B 5 OREFRISH
DEIH?

2025-03-1213:23

Christopher No, I just wrote that, tech support is the boss, he doesn't have tech support because he doesn't trust to nobody the private keys from
the decryptor

BAFER

VWX, E5BUWAE o B AR—~EiFERDOT o EEY—ILORBRIIHELEALTLVARVODT, RICBREEDY Rk
BVWEEA.

2025-03-1213:25

[1-7-3: boss FIEICL BHISBIEDF v b1 (2/5. Bk
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HF vy MERED LA X—IELIbD

bossFTEIC & B HIHEEDF v v Ml 1 G

B’X

I understand, but it's the boss's fault, maybe he rides around in his Lamborghini with whores)))) or maybe he's running from the FBI)))

B&ER

DHOTVEITH. TNRRIDEVTY, SYRILF—=TEEEZFELTEDE>TLZDHNE LhEFEAL. FBIDSRIF TS DN
BHLhEEA

2025-03-12 13:27

5574

No problem with the decryptor, the only problem is that the boss hasn't answered anyone for 3 days.
BAER

BV —ILBRICIIBEEDD A, H—ORER. RRAEMHEICHRELTVAVNI LT,

2025-03-1213:28

554

we are not scammers, we do our job honestly and | am writing to you honestly
BAER

B IFEFFREITIZH 0 FHA. BRICAFZLTED. EBICBGILTVWED,

2025-03-12 13:30

RX

never had a boss take so long to respond, | don't know why.

BAER

ChIFCREICKENDD B RRIENHTTY, BEISHD FEA.

2025-03-1213:36

EX

You can also write to our boss

BAER
ABORICEELTHDEVERA

2025-03-1213:38

RX

you get your bitcoin ready because the boss is coming and he will quickly do the decryptor test
BAER

RIADBRTICICEEY—IDTALETBEDOT. Ey b1V OEFEEZ L TEVWTLLEETW

2025-03-12 13:41

RX

you can save time

BAER
REZEHTERY

2025-03-12 13:42

mx

We are fully prepared, but we need the test decryption result first.Let us know when the test is completed, and we will proceed Victim
accordingly. Thank you.

BAER
EFEIEOTVETH TR MESOBRIYBETY, TRAMDET LASEHSEL LTV, TDOSXTHEDET, HDHES5TE
WX,

2025-03-1213:51

hEE

[1-7-4: boss RIEICL DHIGBIEDF v v b1 (3/5. EXIREE)
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HF vy MERED LA X—IELIbD

bossFTEIC & B HEEDF v v M 1 R

o

Christopher

%)

Christopher

o

Christopher

B’X

sorry, never happened before but the boss is still not online,i don't know, maybe something happened to him, without it lockbit don't
work

BAER
THELA. CABRTLIRBSETHD FRATLED RADELFT VSV TRHBD FA. BHIZFDHD EtHA. AHH>7cODHL
NEEA. RIXDWARWE LockBit IZHEEL Ft Ao

2025-03-13 10:19

mx

Has there ever been a backup solution in situations like this? Victim
BEHER
COESBRRTNY I 7y TORRENSSNCLRBDETH?

2025-03-13 10:56

BEX

only the boss has a decryptor, without him no one will have any deals.

BAER

BEY—ILEFH>TWBDRRRLEIITY, BALTIREHELHBEIIRILEEA.

2025-03-13 13:36

RX

he will come and explain why this happened, just have to wait, without it we lose money

BAER

BHRT, & SkofehEHRBELET. PLBEOLIBD EFEA. ESTHRVERLELIZEELET,

2025-03-13 13:39

RX

there's a lot of teams here, and I'm not alone. Everyone is waiting for him, there are serious teams working with millions and they also
won't do anything without a boss

BAER

CBESICEBLDF—LHVWT, BRI TRHD EFA. BLVHEEROTVET, AEREMUTEHKATOF—LDED. RRBLTIEH
BT FLA

2025-03-13 13:41

RX

but don't worry, he'll be online and we can keep going.

BAER

DEWVWD FHA BIZAYSAIVICEDETOT. FiF5NET

2025-03-13 14:23

R’

| see, so without the boss, what happens to your role?Are you also affected by this situation? Victim
B&EY
BBIEE. RABVWBWEER, HRIEOBEZESRDETH? CORROXELZHBI-BRITTVEIDN?

2025-03-13 14:51

BX
Lockbit is an affiliate program that provides us with a tool for work, in darknet there are other options with an affiliate program

BEER

LockbitidFhf= B ICIEERY —ILERBTZ T I VIA FTOTSLTY. 4—0Fy MIEMICHT T« VI A FF0OT S5 LOERE
B ET,

2025-03-13 15:03

[1-7-5: boss REICL BHISBIEDF v v LI 1 (4/5. B
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XF vy MEREDLICA X—JELIcHD

bossAEIC & AW EIEDF v v il 1 (s/3)

RX

if lockbit stops working it will be world news but that won't happen

BAER
B LLockBit B’ EifERSEIE L - S HBMB 2 —XUTARD FTH. TABRI LIFEE XA,

2025-03-13 15:05

RX

they can't catch him, it's impossible. FBI offers 10 million for Lockbit's identity

BFER

BEORBEEBEZSNEEA. FAIRETT, FBlIELockbitD&H7TIC1000 RILZRTLTWE T,

2025-03-13 15:06

RX

we've been working with him for 5 years and we've never had a situation like this, he's always been online. Let's wait and hope that
everything is fine

BAER

B RBESEF—EICHBVTVEITY, COLSBRREFSETEOHDEFATL REIVWDODBFYS1VTLE 2T §
RTHSEFCWC T EZBVEL LS

2025-03-13 15:08

554

you're not the only client I'm talking to right now, we're all just waiting for him.
BAER

SELTVWADIEHAT B FA. FBIFE. HE/F O TVWBLIBTY,

2025-03-13 15:09

RX

I'm not worried about your money, I'm worried that something bad will happen to the boss

A&ER
RBRIDESO L ZDELTVWAIDTIIAL . RRICAHNBVC LA DT BVNEDELTVEY

2025-03-13 15:10

mx

I understand that this is a difficult situation for everyone, especially since the boss has never gone offline like this beforeYou must be Victim
under a lot of pressure handling so many people waiting for answers.

BAER
BICE>THLWRRIZEEBLTVE T, IS, CNETRRADCDLSICATIAVICB 2B HD FEATLEN S, E<DA
HEZEZFHOH. HBALDBAIBRTL Y v—OHRICVBIZY T,

2025-03-13 15:21

Christopher ok thx, let's just wait for him, he will come at any moment
BAER
HONE S, WeEFHEEL LS. FLICRBIBITY,

2025-03-13 15:29

RX
boss here

A&BR
RN IV ET,

2025-03-14 08:14

[1-7-6: boss RIEIC K BHIEBIEDF v v b1 (5/5. B3R
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H*F vy MEBRED LA X—IELIbD

bossFIEIC & B IEEBED F v v FFl 2

wx B

if we pay in the next hour when we will get decryptor? Victim
BEER
ROIFEARICKZILAZ E. WOBSIEY —ILZAFTEEIAH ?

2024-12-27 13:20

Christopher i make a request to tech support, it can take from an hour to five hours

BAFER
BifirR— VI TR bEED £ 1REN SSREND B HBENHBD 3

2024-12-27 13:24

I-7-7: boss KEFAEHICE T BGAAEREDER (R3XKRE)

‘'S Y —IILOEFMAERIE boss ICER L THED . EDOEFKRRICEK > TRIEHDEEFEH SHEELE T 51858
NURIBHB. RICEREEZZI>TELTH. V—ILZAFIBZITICHFEHBIEL S L ZRHE
ICESRBEDH B,

| 72 EEERONE

Fyy benthLIER. BV IR INIc T —RIEEFH 19 6B o7 RRIF. BREZ XA
HEAORMD 16 RHVWTET 17 HDS55. V-IILZREZER LI 1 HZ2R<). X UIA CIS #ugd
BN DEERMH 3 HTH B,

NS 19 HDESERIZ. BRI 2 4. BRI 2 . K6 4. FEBOHTH o7co ALIN - BRSIALTN - R
BOVWTNMCHETET/DIZ 10 4T, 722 9HEF v v h L TERERNGERZERTERD o7

2191055, M LED M Z GO E BRI 4 4 (K9121%) TH B, il COBEDER
ICIZ2 DDBERVVETH B, F—IC. DRV REBETH S8, 21%I3H < FTHEER TS /-1EIAMK
MO TRTHD . FERHNHFIBFL 72 10 HFICERIUIALTY - BB AN 4 14 (40%) LB, I, 19 FICIE
IB CIS SN DEBRM I NI ENDS D, 21%%Z FHVROERE CLTZOEFMEIRIB L
HTEHV, BB FRELET—IXDHFICH, ESYV-IHERICEBFET Y R—FZROTVLEZDHON
BHEESENTHD., BRAAZEBRNEABRT I EIETERL, UELS. BEFYV—-IILZZELTH. &
T LBERICES CIFRSBRVWEERIASHICHE ST,

ESHER TREI 9D S5, V—IILRHHS 70 AU LEZETHF v v b ETHRRIER TET TVR VT —
ADBRFTHO. CHIFRABEOFRE L D DRKEBBAD SHEROMEN B 0TI EHEREEZS
N3, 2L 2 i3V —ILERMHED 5 T — %Ki (2025-04-29) FTH 10 H - 26 HE i<« fERMFER I N
BEICT — DT B 5 NIcH Rt h 5% 5.

R IN-7-1 [FESY —IIREBERBOPODED AR TET 7y —RUIDOVWT. Frv FROERERBH SESHE
RzRBLIDBDOTH D, TREIIVITNOHREEBAIOREZICE D, HHWEET 71 ILOESHHERT
ElT—2R BOENE—Z T 7 MILDAESTET— R, KMIESTERD 2T —X &I, D
BHRTRENEUINTVS. FRIFERADERIBZVWT—IEFBEL L1,
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FI-7-1  ESHERODE

X5 RIZE I MO KB T
TR GHLAWRSE) X 2 2 3 9
TR (EERY) W EBE 0 0 3 0

BE. ADWIF 199G EVWSRONET —RBUCEDIVWTED FEEUDKREZVRICEENMVETH 3,
ESKBE6HICOVTH, ESY—ILEBBROREGRIITEHL, FIRDORDPT 71 1) T b ORATEIZE
BES R WRT 7ML OBERCEBOERNEZ SN, BT LDV —ILOFEGDHERITHDTIE
AN A

| 7.3 ES 70 XPORIEES

Frv blid. BS FSTILICET 3P OMDONERERINTU e FIRDED . ZILWEDHESY I
PHBEL D T — 2P, T—RIFRHNENICDHDDEET —EINFENTH S TERENICKKERS
N3EFHRSNT. ESKBOBLITICH L TE, BEgZEELID. PVFIAILAY T beDi
BEEHLLED IB3IEMNRENTUW . BII-7-8~11 ICZDFIZTT,
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HF vy MEBRED LA X—IELIbD

BEEF— NS TERD oy —ZADF vy MR o

Rx

Hello, we decrypted the files on the virtual machine, but there are still a lot of files that have not been decrypted, please take a look at
what the problem is, thank you

Victim

BHER

REISVEDT 7 AILSESTEE LA FEZLDT7AIHESENTVE A, FENMANERL T LTV, HOHES5TE
W9,

2025-03-27 01:17

RX

There are still more than 50,000 files that have not been decrypted, and there is no problem of customers modifying the files, because
the files are stored in different folders, you look at the files | sent you, and see how to solve this problem

BAER

FIESAULED T 7 ILHESENTVERA. 77 MILIERIRDT A LE—ICRESNTVS 0. BEN T 7L ERELI-RIBIEH
DEBA, Eolc 771N ERRLT. CORMBEZESHBRTINERITILEEL,

2025-03-27 08:27

lofikdis You need to close all file access processes to ensure that no process accesses these file resources.
BFER
WABRZTOERHBINEDT 7YY —RICTIEILABWVEL S, IRTO I 7AUNTIEX IO X2 FBLETIHELNHD £,

2025-03-27 08:31

RX

At the same time, the highest permissions must be used to run. Guaranteed access permissions.

BAEER
FEIC. RTICRRBEREZAVIBELNHD £9. 77/ AFFRAIBRIESNE T,

2025-03-27 08:32

mx

All antiviruses have been shut down, processes have been shut down, file permissions have been changed, and they still can't be
decrypted.

Victim

BAER
TRTOTFYFUANRZFLEL, TOEIBELEL. 77 MILERDEEL XL TNTHESTEIEEA.

2025-03-27 08:35
BRX

In the same folder, some data can be decrypted, and some data cannot be decrypted, which should have nothing to do with
permission restrictions.

B
FL7#ILARAT, BETEIZT—RLBESTELVWT—EHHD 9, HERFIRCIIBEREBDNET,

2025-03-27 08:37

Ll

lofikdis boss not reply,i wlii give u 100GB files

BEER
RIADREL FEA. HRTICI0GBD T 71 IILEELET

2025-04-02 05:26

1-7-8: EET—APESTEI AL oF vy M (1720 REIREE)
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EET-ANESTERD o 1T —ADF v v M

5574
<URL:Masked>

BAER
<URL:Masked>

2025-04-02 06:46

RX
<Password:Masked>
BFER
<Password:Masked>

2025-04-02 06:46

RX

XF vy MEBREDLICA X—IELIbD
(2/2)

The boss is very busy and often responds to messages for 3-5 days. You can use the original file. | consulted the team and we deployed
multiple encryption programs in this client that caused the inability to recover by 1 decryption. The boss is being resolved. Always

believe that what our team promises will definitely do, after receiving the ransom.

A&BR

RRBETHIELL BREETIVSEDID B DI HBDET TOT 7 AINEFES>TLREE W, F—LICHRLIELIS. COIF1
7Y MIEROBESETOI S LZRBEALTED. 1DOBESTREETERVRRT L, RIXDWERTY, hicb5DF—LHHKIR

LicCid. SREOZHERICHKTRITIBZ L ZELTILEE L,

2025-04-02 06:50

5574
We are honest.

A&ER
FIBIRBBERTY,

2025-04-02 06:53

RX

Big brother, | downloaded the 100G data you gave, and there is no information we need, and the file we need is an ibd file in the Victim

<URL:Masked>directory

B

RSB BBIH<NII06DT—2 %L T YO— R LE LI RABENIBBLTIERIEHD Tt A BELT 71 JLIZ<URL:Masked>

T1LIbUDbdT 7AILTT

2025-04-03 01:11

1-7-9: EET—INMESTI D >7F v MM (2/20 RXXRF)
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O 7SN DRIE L EEREHEOF v v R

king457533579 hello
B&ER
CAICEIE

2025-02-19 00:59

RX

| am boss Lockbit
BAER
FhldLockbitD R T,

2025-02-19 00:59

554

only me can decrypt your files

BAER

BRIEDT 71N /S TEZDIBFEIF T,

2025-02-19 00:59

BX

wait please

BAER
DPRE/BLEETL

2025-02-19 00:59

EX
6naTb afBepT NUAOPAc py TapreT 3awndposan

BAER
KE. 774 VIA FOFRBBHuE—5 Y FEBESELPH o

2025-02-19 01:19

554

Lac Aam 6ecnnaTHble [eKPUNTOPbI
BAFER

4. BHOTI VTR EET &

2025-02-19 01:21

R

(771 JLE(E)
HERER

(71 L)

2025-02-19 01:26

554
3anyckaii oT agMuHa

BAER
EEELLTEITLT

2025-02-19 01:27

HF vy MERES LA X—IELIbD
(1/2)

I-7-10: |H CIS #UHADRKE L EERMBOF v v b (1720 R3ERE)
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XF vy MEREDLICA X—JELIcHD

O 7HYHADENE ¥ JEREOF v v M @

RX

Y Bac TO/IbKO BUHA0BC? NN €CXM TOXe eCTb?

BEER
BRINGT 4V RIIRZTTID? TNEHESXiLHD £IH?

2025-02-19 01:27

R’X

npoBes co6CTBEHHOE pacc/iefjoBaHNe, OKa3biBaeTCs afiBepTa B3/10Masiv, CMEHWU/IV NapoJ/ib B €ro YHETKe, M MOTOM 3a/1041/1M Bac,
BO3MOXHO 3TO cney, onepayus OBP no YHUYTOXEHUIO Moeit penyTauuu nnv noacTaBa OT KOHKYPEHTOB

BELICECE. 774 VIA COFBRHANYFIITEN, FHUY EDONRT—RFHEESTH, TORSBIAIOY TSN
CHHIBAL & Lo SHUFBIIC K ZFRADFTHIZIIEY 3 7o ORI MAMILICEZ To5 LIFORBEEL S D £,

2025-02-19 05:36

BEX

Bbl CMOI/IN paclwimngpoBaThb Bainbl Unu HeT?

BAER

TN EEETEE LD, TRhEDTIEHATLED?

2025-02-19 05:37

mx a

HET He CMOTIW, aHTUBUPb PYraeTCsl.... U faXe NOC/IE OTKAKYEHMS HET Victim
B&EER
WWR, TEFEBATLI PYFIAUINEELET - ENLRTHRIETT,

2025-02-19 20:01

o

king457533579 MOXeTe ;aTb MHe UCTONHsIEeMBII Balin Nokepa, KOTOPbIM Bac 3a04Man?
BEER
HREEOYILEOYA—ORTI 7N ERICRBLTHSIETH?

2025-02-20 00:44

R’

€C/I CMOXETe HalTU CKUHLTE €70 MHe, MOXET 6bITb aHTUBMPYC NepexBaTMA UM Xakepbl OCTaBU/IN e TO

BEER

BHLEOHBNIBRICE > TRV ERATYFUALIDRALIDN Ny A—DETMNITELIEODS LhEE A,

2025-02-20 00:44

RX

BO3MOXHO Te KTO MEHs NOACTABMU/N N3MEHN/IN XEKC 3AUTOPOM K/IHON B JIOKEPe CeLMasnbHO YTo6bl dhaitnib lomanmck 6e3
BO3MOXHOCTU PacluMdPOBKM U sl HE CMOT NOMOYb BaM

A&ER

BT 5 <AZMNIELOY H—DREZHEXT T« X THEL. BENICESFAIELARIBZEC S, RSB ZHMITonEE
ATLI

2025-02-20 00:45

BX

2 d)aﬁﬂbl 4YTO Bbl MHE a1 B Ha4a/IM Ha TeCTOBYIO AeLIJVICIJPOBKy 51 TOXKe He CMor paCIJJI/IdeOBaTb

A&BR
BRIHBRANNCT A MNHOBES L LT NEHD T 71 )Lb. FICIIESTEXEATL

2025-02-20 00:58

[1-7-11: |H CIS H#FADRKE  H|EREDOF v v MM (2720 BEXXIER)

EIRFTETIZ. WBEDSESY —IILHRHEINBVIGEP. RESNTHERICHELBWVWSEZE8E
L. EET -2 OEIRBXIECC Ny 77 v THh5DOEIRFIRZE/MICEEL TECIENETL L,

87



| 74 xB05rs
FETIZ. BREIVROES IO R ZF vy FEBN SEHLTco EBLBHRZUTICRT,

VIREETORALSY I ZIWWETHSESY —IILRHITEEN 6 BE. A4 BHEZEL .
BESY —IILOERMERD boss ICEHF L TWLWB e, boss RERHCIFKIEBAUEENE L 218ERN ) X7 H
HBo

EBSHNIVER Y —ILRMD SR TS /o 19D S 5. miTh 2 . BROMIh 2 4. K6 4. FEAIH
THolco ZIWHEIBZRIEL BVWRENRINTI

YR-—bOBEDIES5DE | BESKUICH T 3RBEONSIIEERNBIET (BiEs. 7>FU 1L XEML
F)ICECED BEBRICESBWT — XD E-D 5T

SINWVHIBRICH e > TR, Y—ILAFRDEIRICKRT BV RIZ#DAH. Ny o7y TIho5nEIR%
W17 L TEfRT 5 BEMEEHE BCP) 2B L TH T RDE5N B,
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| 8. 207 x—X: V—UHA FADIBEH

AETIE. Lite /SRILDEEER (EIC clients « builds) ENER) — U1 FDIBE T —2%ZEEL. ®HE
HBOBBRARICEZRBEDHT B, BHEITORA LS V. THWRREIBHOBER. Lite /SRILE
=081 Ol - FBHHDOEEZIBICIRIES 5.

REF—FERERAAFOIZ - R XA e BARE L. HAEMIIAXTHREY %, KRIISBEHE
TRV, BRIEF vy FEKBBICH—7 % (REXRITATIIABL). IZIVKES) (& Lite /NRILETX
WEEENR LS5 BRVWREZIE L. FHVWCHTE LBV REHEN « BI/ARILER - AT —2TIEICK
D, BETITBWEERREEGHEL ZERMELD B

| 81 BEETORZILSTY

Lite XRILDFEFRENLE) — I8 1 bDIGEHT —FZLREL. Fyv MEBEZER L LIERITOAK
DherT. WERTHIZ—RT NS IIHERBTH S o). ERLBAREEIFEISF vy b
mAZERICHE— LT

LockBit 3.0 D) =741 MMIIFBEHETNED > oD DD, 2025 F 12 BICHIZL 7 LockBit 5.0 D —2
YA MIBH SN — AP 15 HFEL e MBEBOBHFHIIASBENTED, KLR—-bTEENT
NOFR\/HE X1 J =R LT

ZEDBIETIZ —oH5a MEERDAF v FRBBEELDRIERZT—IXBHH D NRILADEFETRERD K
BICEBINTULWAD > ABEEDH S, Z5 LERRIIDBELEBEWVWAHIZRA LS VO (X I-8-1 -
8-2) DFRHMSERA L TWLWB,

[1-8-1 1% chats OF v v FEIIAR ENER) — I+« MEEBEZERIL R X1 VBEAETREEL, BEET
DODBEBPTETRLIEHDTHS (LockBit 3.0)0 X HDESIZTF v v FEIRATH O . WERITHTIEAL,

2 4 2 N=5

FR{E 9.0

HE

0-5 5-10 10-15 15-20 20-25
H#x (H)

1-8-1: F v hEAH S5 U —I 4% MEE £ TOREST (LockBit 3.0)

[1-8-2 | EHRDEET %= LockBit 5.0 DIBEH T —RICDWTRLIZHDTH S, LockBit 3.0 & 5.0 TiHH
BAIVIDNRESLERBOH. AIRFIE LTS,
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N=15

0- T T
0-235 240-245 250-255 260-265 270-275 280-285
B (B)

X 1-8-2: Fv v MEIEH S ) —oH 1 MEE E TOHESD (LockBit 5.0)

—EWEICEZRIE. V-1 MEEOU RV ZRIBICOIEDIER 2 2 Il D, ZIVWOEEICHHD
S5TH/RETNBVWT—IBHEETEIH. TOBRIE—RKRT—EDSIFHETETRL, 12Ty Mieht
BT LIEERDBE NI AREENRD C e Z2aiRIC. REMABLQRY R 7B DIAATRETEE kL
T ehkHHEN B,

| 82 BESTh GBS hED S 1 4B8

Fv v FEERHSZIVHIERD SNEN S TRERMB T, U— 91 MCKIBROBHN S 5. H1-8-3
1& Lite NRILDFEER NG — I 5+ MEET —FZERL X1 VBATRE L. THHVKREROIEE
O HZDOVT, B#] - RIBROBEGERLILBDTH S,

N=110 (KIWKRERBOEEMM, ERIL N XA > E{T)

RIA=0F (WREZIAWKRER 1062, BATHEED ")—7%§Eﬁjijtf‘_§“§;i
fiz:

SEEHAR: Lite/\RLECERIART 2024-12-19~2025-04-29 /Y — U ¥ MERHERIF20265F6 ARE =

U—oi58 24 (21.8%)

U—UKIBHE 86 (78.2%)

0 20 40 60 80
1

11-8-3: HEAEMD I « IHERTDAER

KR (17 1) TI3IGE 2 SR L 7cBIH' 0 . THLLVREESSEE (110 £F) TIX 24 fF (K0 22%) TH -
feo ZIWWHEERHTHRESADN—MHOHEEINED ofch TIVWHEDRDE. 771 UIA MMIE 30
WE. BHEOBERME. V—IY A FREDFNABLEDERLHDFS7-H. COHALIT TR WD IEHZ
WELEEMET B EIETERV, B INABD STLERIF—RT 2D SIFEETET I, SBDHKA
MICIBHEINBVEDEED TERL, BHREAVRISIIIBHOBEICHDDSTERBL TEL I EHE
FLLo
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| 83 Lite /SR LY -4 1 P LSRN HEMGICET3ERNOER

LockBit D) =7 MEEIBEHRTIE. JbK - BNZHRE T3 EBOKENEILS. ERITIET XU AN
R%THB, —7A. Lite NRILICEERSNIWEEBTIE. EFEIHRALIBRORTIIHENRZ TH >
fo (127 R 15 ) o7 L. Lite /NRILTIZEFEREADEMD® 127 #4537 £ (9 29%) L &RHZ . REFE
DD IC ISR EARHERMEDTZ S,

II-8-4 - 5 |& Lite /SRIL (n=127) & U =241 b (n=2,757; 2022 F£ 1 B~2026 F£ 7 A. @HEBH~=
BRSOV DER - FERINHZARLELICODTH S, BEHIAETERZTOERIEERICE ED S,

Lite/X=®RJL (n=127) U—2#5# (n=2757)

®7) HFF oy TX
©) 7 (128

X 11-8-4: #HEHEBOERN D (Lite NRILvs U—T 1 1)

Lite/Sx®JL (n=127) —2oi8% (n=2757)

11-8-5: WEHERDERER D (Lite /XKL vs U—T 1 1)

COER|Z. SEFRE LT Lite /SRILDEEERD LockBit 2D ERESGERRL TLWEVWC EERLT
D KLR—FTHERTEB/EOHHIIFRENTH D AIREMEZ TR T B,
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| saxB0Fr®

AETIZE. Lite NRILDFEER NGB —IH 1 bDBEHT —FZREL. BFROAFE Tz —XDREZDL
feo EBBMRBZLUTICTRY,

1.

BE2 1 =2 J0F AR
Fv v hREN SIBHE TORKIIT—XTLICEN H D LockBit 5.0 I TIBH ZHIE L 154 T
& Frv bFREI SERETRRN281 B #ONA) ZE LT,

ZIVOBRLITTIRIEHOFTREZRETE LV

KIWH SRR TSI 17 HEBDS 5. V-8 A MBI — I 0HFTH o 7o —A. XL
HHEERTE AW 110 B D S 5IBH:IS 24 4 (19 22%) ICL & E D WA HERTE AW EH'EIE
ICIBEICERE I B DI TIER L.

i - RS DR

Lite NRILTIZXEFED AL IHEBOR THREDRZ TH o7 DICH L (72 LEEaK) 3 BlIZEFER
B U= A b TR XVADESZSZED B, )—I5 1 MERT —RIIWEO—MITBET T, £
NI THREEDZHIII S EIFTERL,

REYU XTSIV E 3R THEFMEL . MSHHZH 5D LHRELTEL LT, BEORICE
FIECEFREAND L ZTRICRITTE %o

92



| 9. ERLOEH : BENRIIOEERE

FETIE NRT— FEEORE. 8BS Y —ILERMERD boss ND&ER. AFHSDRIET 7€ XEHTD
B, T—8R—RREFAOEBZIAICRIEL. BENRIIOEBRT —2Hh 5REER( > T SDEERE
ZBIET B,

HEEODEBHRLTERFLIISRAYT. ER - BELOFAIEET D, CS5LEHEAEHEYT 3 LD
S5 TE. WEEQ CBHEAOWVWTNICHIEET %, Operation Cronos IC & 3 EHBEIEICDUL T, LockBit
EEEIZ. BESNY—/N—TPHP 812 HEL TLW=Z rtH 5. CVE-2023-3824 h'ER I N T-FIAE
MHABWCHERIL TW3,

fefZL. EEEEIE. PHP OEOTHHEMA L. BIOMRSENBRASNIAREICHEERLTVWS, C
F LockBit fliIC & BARREEDERTH D« FEHITHEDRREN TIIEFNBRAFAIHSMNCTN
TWAEW, CDdH. KLKR—FTIE. CVE-2023-3824 ZHEFE I NI-BARZRR E L TETbH AL,

BH. 5 LIREEAL 27 SOREIR. EHITHREZTOMOERZE T 3 EEICK SEEBRIY 7 N
HOBERNS5Z DERPIENEZE T %, Lite N\RILICEENBZBSEET FL XDERICEK BERIEH.
Fry bOTHSDC2HY—N—DRFELA 2T ZDER - EAL. EILRBRODFICE D SKEFED
TR CHEEBORITER. 770 ) ITA bOITHNEZ—2DIRICE D FIIER R E, RBERBOFHFR
BEN SFHROKEMNIEICEZS ZRRETOERIEESNDS,

OHTICIE users » builds * system_invalid_requests * migrations « socket_messages * chats &
@Eﬁﬁ?_g%ﬁﬁb\éo

| 94 KZT—F - RZRTL—ZXBBOEHRE

BENIICIFET 70V 0O A4 Y NIT— RBPEXTREINATW . CHIENRIVEZBED
BERMETH S, AT, builds T—FILICEERINTENZA T L —X (T LT T 7 ORITRICAAD
RKHENBZXFHCREEND) ICIE. A—DEZEHREIL RTHEVEL TWBEEHIRERETE /. FEUEIL
DINE—VHEBETENL. BAENS VT LT T 7RIEEDHTBICNZA T L —X##AT 3 FHh
hr#ibigs,

OJ4 YINZA7—EFDEEEH

system_invalid_requests T—JILDIS—XvE—IH 51 NRIVBICNZR D — REHHRESN
TWEZEHFHARN D, BEHIFANF - I\WF - BFE1XNFULEZFT 10~40XFTHH. T5—
Ay E—=JICIIUATOXENRBHRINTLS,

Password isn’t secure enough. It must have at least 1 uppercase character, 1 lowercase
character, 1 number and be 10 or more symbols long, 40 symbols max.

CDBEHZBETHVWNRT—REEL S HHITINTED., PXATFLAITIEE I TWLW . EFBMRIL
BRESNTVWEDHDOD., BGEZFHIEIBRVWNRT—RERELLDICTEZI 770 VIA MO —EREEL
TL\TCO

11-9-1 (& users.password ZXRIC/NZAT—RRODHECEHENRZ—VFEH LIEDDTH 3,
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35 -

30 A

25 A

10 15 20 25 30 35 40
&2

K-9-1: 7T« UIA bDNIT—REDH

NZ7 L—XEWE LORE

NRTL=RET Y LY T TRGOEBRCANN RO S5NBZXFH L H 5. SHE—D/SRTL—
AZzBBENFTEVEL TV BVEITNTUVS/NRT L —XICIFERGSDOHE < HBENRN
TERISEWETEL R ERITL TV L RBN 3,

X 11-9-2 |Z builds ICEFNB/NRXTL—XIC2WT., E—EOHREHZES LFEVE LD HEERLTE
HDTH B,

30 A

0 20 40 60 80
fEWE U EIE

1-9-2: XX T L —XDEVEI LA EHER/NE—>

1-9-3 [FBHENZAT L —XDEMUNE—>ZR LD TH S,

91

80 -

60 - i

HH

40

29

20 A

JFG234ASab 123 7EDE14HASW qwerty 13524 96385215@rdgrdvgdrdrvgrddrdrdrd  test infected 12345

JKRAT7L—X

1-9-3: XX T L —XDSEH/INZ—>

94



| 02 EREREOEEES

Lite /XRILDEEICIE. boss #ZHRLE LTz by FHIVBOEEINARSNS, 770 ) IA MIEBSY—
JLOERIER%ZH7-3". boss OXIVATIC &K > TIFREIEEZE LB Z P OB RN, HRLEEIC

DWTH boss DADNREEZIFOLSICHRZITS NI
1-9-4~6 ICEDHIZ TR T,

EREKRFERICETZFry M1

Christopher don't worry, send a decryptor from tech support, it's unique for each company, there is a version for esxi and win
BAER
DEWD EFHA. TIZAILYR—FDSESY—ILEZEXD T, LT LICEAB T, ESXiERE WindowskRD % D 7,

2025-02-10 13:37

R’

Okay, because I'm worried that the technical staff might not be available. Is he working today?
B&ER

DO F Lo BMZL Y THREDDS LIBVWOLDETY, SHIBBBLTVETH ?

2025-02-10 13:47

Christopher so you understand, only one person has access to the decryptor, and that's the boss)

BAER
CEBROLED, BEY-IICTIERTEZDIB—ALITT. TOAMIZRITY,

2025-02-10 13:53

XF vy FEBREDLICAA—JELEDBD

Victim

11-9-4: BEEXREFEGICEATZTF vy b1 (B3R

XF vy FREBEDLICAXA—JELIEHD

EREKEFEFHICETSZF vy b2

54

Thanks, bro. | appreciate it. Please send it to me as soon as possible.
BAFER
HOHES, RF. BHLET, TIBZLFRECHE>TLZEW

2025-02-16 10:10

Christopher we'll wait for him together.
HEER
—MBICHEFEEL &S0

2025-02-16 10:11

R

| can't do anything here, our boss is working on the update and is very busy now, we'll have to wait and see how he will be

BAER
CCTIRABTEEC Ao RADT Y FT— MEEPF TSR ETHILLLOT, E5B3DEFERZLLBD XA

2025-02-16 10:12

Victim

11-9-5: EEEXREFEHICEATEF vy bl 2 (RXXRR)
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HF vy MERED LA X—IELIbD

EREXFENICEHATSF vy M3

o

Christopher You can write as much as you want, but it won't change the price
BEER
WS5THEVWTHULEEAD ERIZEDD £tEA.

2025-04-24 11:20

RX
boss approved, said 70k or nothing

BAFER
RIADEREATY. T0kTHIFNEIHEL., LDILTT,

2025-04-2411:21

mx
bro, The last small request is 40K. If you agree, I'll report to our boss immediately, Victim
BFER

5L RBRONSBERNE40KTY, bLARL T MR, TCICRRICHBELE T

2025-04-2411:22

R
Could you please discuss it with your boss?

B&FER
RRLBALTHERXETH?

2025-04-2411:23

11-9-6: EREMKFAGICETZF vy b3 (R3ERIR)

'S Y —ILOEMMERD boss ICEFR T BAH TIE. ZIWWETH > TORMISELENE LTS, EIRFHE
BREBEDOHYR— MIEKBEETICED B ENEFELLY,

| 9.3 RRLADBELS— L FET £ RHEIT

system_invalid_requests T—7IJLICIE. NRIVRERHIRE LIS —PRER) I IR MHREERS
NTWVW3B, fHFIE 3,245 4 THD. TORRZDHIT 52T, NRILDERRERE CHNEH S5 DREE
TORMEAFEARN S,

[1-9-7 | system_invalid_requests.message ZXRICTS— A v t—JROGHREESF LAHDT
H3(RAFVIHBDL6 XD,

CSRF error 2736

(empty) 195

Other error 119

Invite code error 71

message

JSON error 68

Password policy error 56

0 500 1000 1500 2000 2500
¥

1-9-7: TS—Xvt—C R (2 6 XD)
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IZ5—XytE—TRloG#zR5 . CSRF h—20 Y A—HH2ED 84%Z 5B, CSRF b—7 > F—
(2,736 ) 13T S UHDRBIRME. 2TEE. £y a Y PNFICLZERLI—F —DIRIEI R L AEH
SDOARET V7 AFHITOMANE ENZERMED D B, HEDZ SF/NRILISH L TRERICU I TR A
RELTWEZ 2R DA S EFRPHRERISHEETET BV, BEHFI-FEEOIS— (714)
FEM X ISHRYINOBREI— FICL3ERATERL. TIL— b7 x—XFATHEX OGNS, NXT—
FEBERE G6H) 771 UIA FEENEFZR/ILETBVNRT—RZRELLSELERTH S,

HNERD 5 DREITDIREF

VO TRRNZADDHAD S, NRILBEHARLH 5 DREZ R TV RS HFisBNTc, RI-9-1 13t
FalTrs EFEIRSVIIRNRZRLIEDHDTH S,

RNI9-1:EFXxa)Fo EFBIRZTUIIRINZR

U 8 JA ¢ 8 HEINDEFER - WBNE— (HFE)
/reg?code[ 1=%27+r+1=1--+s 5 FOA—RJIBL' ril=1-- sAHED, SQLA>YP 1o 3 TLLE

OB 1=1 KB AR T Ik (—) OEAEHDEEET, code[ ] D
ETHNS. BEHIINSA—2DNBESHHE THREL TV S EEEMED

»h>d

/reg?code[ 1= 2 code[ 1(BFENIAICZEA) = EETESE, —/N\—/ITEY & L Tikbh
3h. ZANCSERIELEINZI D ZHERTIERCRESNS

/reg?XMR'" 3 4= b (" ERELTIZ—PANORIEFERT 2FK XMR 1
BES@E Monero OREIR/ZH. BEIRF v FIC K D XFHDOEEEND H
DETETET AL

/?s=index/index/index 3 MVCHRIL—LT—UTHEHTBZIL—T1 VT NRNEZ—> DR FED
TL—LT7—2IZB59. ARAXFv > LTHRTS

/?wicket:interface=:0:userPanel.. 4 Apache Wicket EE® URL /X% —>, Wicket 7 7UHEEL TWL 3 H
DFESR

/%2561%2573%2573%2565%2574%2573 / 2 ZEURLIYIO—RTassets Z#Ht L7z/NZo WAF 7 1 LAEND
TEIVIO-REELLEHTZDERRITIERCRS5NS

/reg?code=0 3 code |Z 0 ZI8FE. RARFDEEPEIIE/NT X —RZHET. AHK

DB ZFEER T 5 —EDHITE RSN

$5IC /reg?code... DESIBANIFTI—RTBL' r 1=1-- s ERD,. SQLA>TTI> 3V DIER
T EDLNDE ' or 1=1-- ICBLULINEZ—2>%ELT0H. 1002723 ROFERATITH B AEE
MHhHB, Tl LABHSDFERICMZ. ERI—F—DRIEIADTENZTEMLHZ Z CICEHED
WMWEBTH 5.

DOIZX MEBRDSH

11-9-8 |& system_invalid_requests.path ZXRICU I T XA MNP DU K ZEHLTHDTH S
(EfL 10 )0 IEFRIRIEDERIEBI C NEBD S DB 7 U 2 AWNREELE S,
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/
/index
/reg

/ajax/*

5 /LockBit%20-%20CHATS_files/* 44
g /LockBit%20-%20STATS_files/* {4
/LockBit%20PANEL _files/* 44

/api 4

/assets/* 2

/d A2

0 200 400 600 800 1000 1200 1400
HE

[1-9-8: U U T X b/NABUEER (LA 10 1)

NZADHTIRBBHNRXFINEITTERLS /% /index DES B by IR=IRS iz HTc. ERIRE
DRIEBN ENED S DML T 72 AHBTEL TV B AR Z R Y,

NYIIVFRIBEDEL
IS5—OJD file 74 —ILRICIEINY I IV RO T 7AINIADEERINTE D, NRILORSIEEEH#H
ETCTE3, RIF9-2 1IN VIIY RERERLEDHDOTH B,

FU-9-2: Ny oI R (system_invalid_requests.file & D)

T71ILINR 8 128 (#E)
/home/www/backend/functions.php 2,742 HIBEEE (CSRF #HIEE L)
/home/www/backend/backend/routes/reg.php 240 BiRNIE
/home/www/backend/core/Api.php 68 API &
/home/www/backend/core/models/User.php 67 A—H—FEFI
/home/www/backend/backend/routes/ajax/builder.php 54 EILH—KRE
/home/www/backend/backend/web/router.php 34 I—Fa>T
/home/www/backend/backend/routes/ajax/settings.php 16 ERERHEE

CDT a1 LY MURBEA S PHP 77— 3 > &{EH /home/www/backend/ BB FICED . HREEC
CEBENTWVWEZ A FHAEN S, routes/ 1F URL CEICAIBZIRD DT3B KRR > b, models/
ETF—ER—REDFHAEZTEZIHEYL. core/ FHBUEBEZ X HIBCRSN 3, B@E - ADORIFO
T —RNIBZDEET 2 —MRBERFT/NEZ —VISEVWVER TH %,

WEED/NRILBEDAIEH S DFER - RBHTEZITTOLRDH D, HBEAD /. WENRER
g3 RE N
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| 9.4 F—a~—BEOEH

AEITIE migrations ¥ —7JJL ¥ socket_messages T—JILEFNI. NRILOERZEB L ERARRE
BT S, 8. T—ER—ADA > T EIFNE X —FHOHEERTE Y. SREGEHN DB BTHEHEIEINT
WIEMEFREATH %,

A¥—IEXEDHE

migrations T—7ILICIE. T—EAR—ADEBEEEEDREN 34 HFERITINTWS, 1 HDEEERD 1 ED
BEZEICHIGL. ENZNICEFARARZ R IAEINMTITF 5N TV, EEiRiEEIZ 2022 F£4 B 7 BHh5
2024 12 B 18 HEX TTH B, X I-9-9 [E migrations.created_at ZXRICARND XA+ —IEEHK
ZEHLIEDDTH S,

HH
o

2022-04 2022-09 2023-02 2023-07 2023-12 2024-05 2024-10
%A

11-9-9: AR *—TEEH

BRlo#BERZ L. 2022 &£ 4 B~2023 EHIFICHIT T 283 EOEEHEEIN TV S, FICHHID
2022 F£ 4 B~8 BIC 12 % (£E DK 35%) EF L TED . NRILOEXRESILC OEHAICEHBIN L
Roh3, 20%. #¥1 EX0OTEBBZE T, 2024 F£12 BIC 11 HER LT, C OBHAIL Lite /X%
ILOARIEHE (2024 F£12 B 18 H~) OEFIICH =D . BEICAIT-ERL RSN 3,

1-9-10 IFR AT L —2 3 v&DF—T— RICEDEHEATIVAICOELIHBZRLIEDDOTH S,

Z 0t

T Fry b
a—H—EE
nv - BE

EILRER

AFIY

'S -8
BREYAT L
WEEEE

77 1IER

¥

1-9-10: RF—IZEEDHT IV BIHE

ATIVRBHETIE EH - Fry b1 6H) & T2—H—EE) 6 N LUz LD, 2D 3 DD 1IC
EY Do AXF—VEBORBISHARIBZERRIERTEBVDL J0 2 BETHEEREIENNICS
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CEELTVW I LD HBAEN S,

#EQJ ooih

socket_messages 7—7JLICI&. WebSocket #ZHDRMEOIHEEHRIN TV, EEFETIO713K 138
B9 (2025 F 4 22 H~29 H) DA THH. ENUFIOoOJIEAO—T—> 3 > SN TVRTEEMDH 2.
11-9-11 % socket_messages.operation_type ZXRICIEEY 1 TRIDEHZEHA LT DTH %,

client.allread 3097
adv.allread

client

adv

BEYAT

Z DAt

client.uploadfile 4 12

adv.uploadfile 42

0 500 1000 1500 2000 2500 3000
[z

X 11-9-11: #21E R 1 TRHE

[1-9-12 (312 1 TRIDBRIHBDOER Z R LICHDTH B,

mmm client.allread
adv.allread
client
adv

2000 A - ZOf

1500 A

HH

1000 -

500 -

0
2025-04-22 2025-04-24 2025-04-26 2025-04-28
Bt

X 1-9-12: #2121 TRIDERFIHER

BER1A T7ORRER S L. allread (BIFZRHE L HEAI S N3 18(F) N2E DK 85% % S8 3 (K 11-9-11), X
WT lclient) TR Z1R(EN Tadv) TREDIREDH 2 B2z H8Tz. client - adv (&/VRILADIRIE
WRERTLRELSNZD. ENENHWEEBBR - 770 VI A MEROE B SIS T IMNNIMETE
W Bd. 1R{ERIL socket_messages.request_data @ JSON Hh5{type}.{action} OFX T
H Lo AFICEZBELDBEFNELID COOTHDSIERFTERL,

2025 £ 4 B 24 HICIE 2,370 FDRIEO I DI S N, ERIHER (4 B 22 H~29 B) O HXXHR(E 472 4
D50 BIHELT (K -9-12), BH. FHEIERINIDIZ2025FE5 87 BTH3H. COEMED
BEIIAT —RDEFE TITHETETRU,
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| 95 xS0z
AETI. BEENRIINOERT— 2N SBBERQC VT SOEEREZ DL fco FBBRARZUTICTR T,

1. NAT—FOEXFREFLHEWEL
TI74)IARDNRT—RIFEXTREFIN TV XRT—RR) S — (AXZF - I\XF - BFES
$10~40 XF) IETFEL A, EILRBNR T L —XTIFBEMAXZFOFEWE LHAERENL L TUL s

2. boss {k{ZDEE{FH
BEY—IILDEMMERD boss ICER L TED . RERICIEY —LIRHEHP T X MESHIELET 2EAL
L7=EHTH o7

3. SEpH 5 DHERIT
I>—0O7ICIE CSRF b—7 > AR—8 (2,736 ) ICMRA. SQLA>2 o> 3> TL—LT—VH%
REROSNZ VI IR MEEINT W HBED VT 5BEEDNNERD S DEERWNRICHE > TV
AIREMED B B

4. 2F—IZERHADRED
AE—IEE(F 2022 FICERL. ZOEN 1 FEFXDZEHZET 2024 F£ 12 BOAEHFEER|ICEX &
HTREEIN T\, Kb Frv bt 1—H —BETHEEZEEOERHAERIICZH o 1o (K
SR IROERNAZIEZETIIAVRICER). B, 4> 7 EIENBF—FHRIRTE g, BRE
E1%H DB BTG INTVWIENIREBTH %,

WRBERA V7 JICHERNLEENMEPBACIEFEL TED. BEICHEH SINIEBEEITHNT
WehIF TIEE W,
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10. Fv v MCEEBRESNT-BAZR - XRICBATIEM

RETIE. RSF v v MCERSNIEARBPHRICET I RBEDERZEIET 3,

ggLV/NRT— R, VPNEIZOMHEE. 70 v VI RETHEAOER . AD DEER/NY I 7 v Ti&E
BREBABROXYRKRICEAT2HMENRE SN, WEEODBCHEGICITIERCRBENS EINZ NN HD.
HSETTF vy FABHL SHTAENZERE LTS,

| 10.1 MEBEA (BAOES) CHTZER

Fyv b ETRBAER L LTEIFSNTVWEDIE. MEFs4/N\ T — KX VPN HEO/ESS (Fortinet H i)
BRE RRHMSEBREINTVWEZIERTH D, CHICEEL T, REEIWEERBICHLEFH 7Y IT— D
BRZTHRETZ2ESOMEZTSHD RSN BISOERPERIE—RT — 2T TIFHIBTEARW), K
1-10-1~4 ICEDHIZE RS,

XF vy FEBEDBLICAA—JELEDBD

BUNRATV—FZBAEBRCLTERASFrv il

R’

By the way, after payment, will you also tell us where the vulnerability is? Victim
B&ER
BT, TIVRICHEBEDBRORZITEHEIETH ?

2025-02-15 14:53

Christopher weak passwords

BAER
B[ULNZRT—R

2025-02-15 14:59

X 1I-10-1: VWX T —REZRAREC LTERAZF v v 1 (B3R
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HF vy MERED LA X—IELIbD

FUNZXT—=FZ2BARBRELTERSF vy Rl 2

Christopher [EGII]

BEER
WWNZRT—RTIR

2025-02-18 11:25

mx a
what mean ? Victim
BFER

ES5SVWSEKRTIH?

2025-02-18 11:26

Christopher weak passwords

BAER
BUNZRT—F

2025-02-18 11:30

5574

everywhere

BAER
B3I

2025-02-18 11:30

K 11-10-2: FWVWNRT— REZBARRSE LTERZF v v M2 (FE3XREE)

XF vy FEBEBLICAAXA—JELEDBD

BUWNRXATV—FZBAEBRCLTERASFrv b3

mx a

We managed to gather this amount you requested. It's been very hard. Please let us know if you accept the following.When we pay
50.000$ USD to this wallet <Masked:Wallet> you will keep your promise to:1. Give us a tool to decrypt all our files in ESXi and all
computers affected and we will decrypt today2. Provide technical support from your side in case something doesn't work3. Promise
you will never attack us in the future4. Help us understand how we can prevent such incidents again in the future and explain how you

managed to get in our infrastructure along with technical details.When we have your replies and confirmation for the above we
proceed in the payment.

Victim

BAER
BERNCBERINRBEEEDZ UM TEFE L e, ETHEBTL. UTIKDOVWTRIANTVEREIFZDEHSEEEW, CD
7 # L v h<Masked:Wallet>250,000 KL Z X35 £ F. UTFEHWRLTWELETETH | LEXBLCHEEZ T INTOIYE2—
BDIRTDT 7 IVERBSILTZY—ILZREL. SEESLET2. AHDEIELAVES. HARIADSOREMYA— FERELT
KTV IFRINFBEZHE LAV EENRLTL LT VL. COK S ABHEREC HEZERT 2 DEFEL. HMTHEFEEL £ HIc
EDESICRBEDA VT SICBATE D EFALTLLET V. ERICOVWTOCEELHEBE VLT E LIS, ZHWEEDHET,

2024-12-27 13:08

Christopher 1. there will be no problems with the decryptor,for esxi and all windows files2. you will need to disable your av and just run the .exe
decryptor3. it could be someone else4. you know your pass <Masked:Password>

AXER
LEXiB KU ITARTOWindows 7 7 1 ILDESLY —ILICERBIZH D FEA2. TV F VAN EZEMNICL T, exeffSbLY—ILERTTS
21T TY3. DD DETREMD B D F 4. B =D /YR T — R<Masked:Password>% & > TWE T

2024-12-2713:18

X 1I-10-3: FLWNRT—REZRBARRC LTEXZF v v b 3 (RXERE)
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HF vy MEBRED LA X—IELIbD

VPNE S OMRESEICBI T3 F v v MdiR

wx

- we will receive a deletion protocol- the assurance that Lockbit (including its affiliates) will not attack <MaskedVictimName> a second Victim
time- <MaskedVictimName> will not be published on their blog- we will receive information on how they got into the IT system

BEER
-HIER 70 k)L ZZIFELS- Lockbit (ZDREERMTZET) hi<MaskedVictimName>% ZEH ICE L 4L & W S REE-
<MaskedVictimName>d# 5 D T OJICRABAETNARW- TS R TFLICED & 5 ICBA LIeh DIEREZITENS

2025-04-16 09:55

RX

hello, did you received the btc ?
BAER

CAICBIE. BTCZZITBD EL7h ?

2025-04-16 13:32

Swan Yes, wait for the answer to your request. We will prepare everything and send it to you shortly
BAER
1BV, CEEAOEEZE/E TV, INTERBLTHEDARIEEDLET

2025-04-16 13:33

mx

thank you very much Victim
BAER
AEICHONESTETVET,

2025-04-16 13:38

Swan 1. <Masked:URL>2-3. We guarantee that we will not blog you or attack you again.4. We got into your network through a vulnerability
in your FortiVPN.We recommend that you keep up to date with the updates of the products you use.

B&ER
1.<Masked:URL>2-3. Fa7= B 1B ARTDT—RENBALILDBREBLIED LBWI L ZRIEL £ 9. 4. FortiVPN ORESSE%E L THHRT-D
FY RT—VICBALZE LT EHLTLARAOEFRZEICRMICROCLESBOLET,

2025-04-16 19:16

11-10-4: VPN SR OMFEEICRAT 2 F v v MM (BR3ERE)

CDEDN T v VI ZRADERE LTERST—RbRE 5N, #WEHEBAIRAZRZRESHT.
RBEDEFEREZRST—ABRS5NT BI-10-5~7 ICZDRIZTRT,
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HF vy MEBRED LA X—IELIbD

T2y TZBARRLLTER3Fry bl

wx a

Could you help me a bit, may | ask the details of how you got access to our network? Did you exploit our public web app server or Victim
phish our users?

B&FER

DULBIFTVEEIFETD EDESICRLBEDRY b T—IATIEZXLEODFMZRA>THLIVWTL & 5D REWebT7 FU DY —
N—ZBRALELED, ThEDI—HF—ZTryI VI LELED,

2025-02-28 11:10

o

Christopher is fine, 20k confirm
BEER
ALKTYo 2 THREL X,

2025-02-28 11:11

RX
remove the admin from the domain who controls infostructure, no matter what antivirus you install, the domain will always be
vulnerable

BAER
AT FZBELTVE RXI VOBBEEZAL TSIV, CABRTYFIALREZEA VA R—ILLTH. RXMVIIRBICHSBLEET
Fo

2025-02-28 11:13

RX

got to you through phishing, but | don't remember the first host

BAER

T4y VI THRIEDFANBEL Z LD BAIOKRR MEIEITWEE AL

2025-02-28 11:16

BX
and you had very easy passwords

B&ER
ZLTHBIBIERICHEBNZIT—REFE>TVELE

2025-02-28 11:17

K -10-5: 74 v oI #RBARRC LTERAZF vy v 1 (B3R

XF vy MEREDBLICAA—JELELDBD

1y ZBARRLLTIERERSFvy M2

Christopher we got to you through phishing, captured the domain, and then the admin host <Masked:UserName>

B
T4y YT THEMICBAL. FACVZHIEL. EOREERR b D<Masked:UserName>ZER{§ L % L 7co

2025-04-24 14:55

K 1-10-6: 74wV I BARRE LTERERZF v Ml 2 (B3R
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HF vy MERED LA X—IELIbD

1y ZBARRLLTER3F vy i3

Christopher no, you don't have insiders, random phishing through the manager

B&ER
VWX, REEERERWVWEEA. SYALBRT 1y VI TIZ—CvRRETT,

2025-04-24 14:58

mx a
<Masked:Name> Has your phishing email or phishing network hit your computer? Victim
BAER

<Masked:Name> D7 4 W VI A=W ERG T4 v VIR Y NT—IDBBIDAV 2 —RICHDFLIH ?

2025-04-24 14:58

Christopher [ERUECNGTNIAERSSIENCLRIE) B

BAER
BAREERIF<Masked:Name>Tl3HH EHATL feo

2025-04-24 14:58

554

| think it was user <Masked:UserName>, | don't remember

BAER
=L a—H—Id<Masked:UserName>7Z > 7= BLWE I BEXTLEHEA

2025-04-24 14:59

K 1-10-7: 74w VI % BARRE LTER 2 F v M3 (B3R

S5WVWNRT— R - VPN RE@mOREETEN « 70 v DT I3RERD SERMEINTULBREARBTHD . WEED
ERDSBEKAL LTEMNTH S Z LHFHHIND, /NT— FEE - VPN HRmORESHFENG - 71 v
YUNREBEL. PHIRANREEARDERANRZHE TRBRL TEICHERLLY,

| 10.2 BAKER (BRE) LHBECHTIER

WEEIMBRARDES (BRERM) I3 T. RMM Y —JL (AnyDesk &) OBAZ TR I Z3HEREDRELSN
foo CHIITHARADERE WS &D BART T —XDWEMLAZER L L TEIETE S, RMM YV —ILD
BARICLD, RBEIEEEEBETOITY FERITVERAD R RS, KI-10-8 ICZDHIZRT,
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HF vy MEBRED LA X—IELIbD

RMMY—ILERICET 3 F v v Fiosg

Rx

Thank you for this. May | ask another question, we've read from reports that you often use Anydesk in your attacks, can you explain Victim
how it is relevant to you?

BAER
HOBLSTTVET, BS5—DHEMTY. WETAnydeskz & <ES LFAE LD EDOLSICEARLTLETN?

2025-03-0511:17

Christopher Hello, you had anydesk installed on many hosts, we just used it to get back

A&BR
CAICBIE. ZLDRR M AnyDesk i Y2 b —ILENATWED T, EhEF>TTIERZMODRLE LT,

2025-03-06 06:06

X 1I-10-8: RMM YV —JLERICES 3 F v v Ml (BRI

BEENTFT vy b ETRLIEABE LT RMM ZEBLTABR Y kT =0 DEEPNY I T v TS RT
LoEM bz it L 1AL R I N TV B,

Fle. WEBENREBEBICH L. ADRIBICEVWTNY I T Y TP NAS BEDEET—X%Z AD KXY
EREHRSR) D OVIDBET L SBNE T RZEBEHRE SN TRXAYRTNY I 7y T2ERB LBV B
BERIARZRAAONODHT B Vo@D EEND Ny I 7y TPEEERZ bz AD 53:5EHR
FROMIERET S CId. SUYLVITICKZEIRBEANONROBEAFIHE TN TS, K I-10-9~
10 ICZEDHIZERT,
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HF vy MEBED LIST X—SE LIt D

Ny O Ty THEICEATIBEDF vy Fl1

mx a

So our vulnerability is simply that the password was too weak? Victim
BAER
DED. HHOMBIEFBEIC/KRT—RHFIFLLVWSETIN?

2025-02-16 10:27

Christopher host admin needs to be removed from the domain
HEER
K2R NEEEE RXA VDN TBBENBDET

2025-02-16 10:28

54

and close the ports at the admin
B&FER

BEAITR— LTS,

2025-02-16 10:28

mx A
Gotit!! THX ! Victim
BAER

TR Fa—!

2025-02-16 10:30

Christopher [ERVERICIHIZd
B&ER
<Masked:IP>

2025-02-16 10:31

-84

backups do not show in the domain

BERR

NYITYTRERERA Y ENBRIBVELSICLTL TV

2025-02-16 10:32

BX

and nas
B#&ER
NASH RIERIC

2025-02-16 10:33

BX
domain is not a secure infostructure

BABER
RXAVIBREBA VT ZRA I IF v TIEHD A

2025-02-16 10:33

mx a

Got it, we'll take this as a lesson learned. Thanks for the assistance. Victim
B&ER
BRLELT, SEOHZHAIICLET, CHEHOHESTTVE LT

2025-02-16 10:34

X 1-10-9: Ny o7y ITRBICBETIBEDFvv b1 (B3R
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XF vy FEREDLICIA—JELIEHD

N O Ty TREICEATZBEDF vy Fl2

Christopher remove the admin from the domain and make passwords better

HEER
XA YD SEEEEZNAL. NRT—FEIDBEICL TS,

2025-02-18 11:36

574

and this will not happen again

B&EER

ZLT. ThHBRIBZCIEHD FEA

2025-02-18 11:36

e i |
thx Victim
B#&ER

HHHr>

2025-02-18 11:37

(2X ..

Christopher one nas is not enough for backups it is very unreliable
BAER
Ny 7y 7ICNAS IETIRAR+HT, FERBICERENMEVTY

2025-02-18 11:39

mx B

what is your good Suggestion Victim
BHER
HBRIZDRWVERIZEATIH

2025-02-18 11:40

Christopher at least hyper backup for nas to nas
BERR
7% < ¥H NAS FED Hyper Backup

2025-02-18 11:40

B

2 nas backup we do not go to it from the domain

BAER

2BDNASNY I T 9 FE. RXAUDSIETIEIALTOWEEA

2025-02-18 11:41

BX

if you don't want to spend a lot of money on security
BAER

XAV TAIIBLDEREFEVLBLES

2025-02-18 11:42

554

everything in the domain is not safe

HEER
RXAYADIRTHERLTIEH D A

2025-02-18 11:43

X 11-10-10: Ny o7y 7HREICBET 3BEDF v v MMl 2 (BRI

E5IC. £ Windows 7AU Y MCHBITBNRAT— ROEMIL. 2 —N—ADT7UFIAILIEA. =V
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b —UEHOBEBRER. 7UFUAINAREARBRTOY —FN—TrRY T bRITRELERCZHR
IHRIREDRSNI. BI-10-11 ICZDHIZETRT,

®F vy MERED LIS X—SELEbD

EXaVTFBIBICEATSF vy M

umarbishop47 Some tips to improve the security of your servers: First of all, to improve security, you need to change all Windows account passwords
without exception. You need to change them to long and complex passwords. Secondly, you need to install antivirus software on all
servers without exception (Kaspersky, Sophos, Bitdefender or other reliable antivirus software). You also need to more carefully

monitor activity on the corporate network, look for unnecessary activity on the network (track traffic) and not run third-party software

on machines without antivirus software.

BAER

P—N—DtFa) T4 2HETZLHDEY FTY, £I\ NG TRTOWiIndows7HV > EDNRT— REREHLDDICEE
LTLEEV. RIS, AABL TRTOY—N—IZTIFIAINREEALTLEEWL (Kaspersky. Sophos. Bitdefender’x LS8 TS
BHME). EHIC. HARY FT—VDEBHELDIERCERL. FELNS T4 v IERL. PUFIMINIDBWVEERTY — F/X—
TAVT R ERTLEVWT S,

2025-02-04 13:17

1-10-11: EX a2 U T BIEICET3F vy MM (R3XHRI)

COLKBEZE TLR—b1 ELTRRL. 3TSMEE L TRIAVWRECERICHESE LS T30 R
S5Nfce BI-10-12 ICZDBIZETR T,
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HF vy MERED LA X—IHELIbD

L= MRELERZSOF v M

lofikdis this price is 8,000 USDT

BEER
C it 1£8,000 USDTT 9o

2025-03-26 04:19

RX

if u pay it completed whithin 72 hours,u can get discount
BAER

2R EAURIC 2T Z IR DRI 5 E T,

2025-03-26 04:26

R3C

only 6,000 USDT
BAER

6,000 USDT7Z13T9,

2025-03-26 04:26

5574

We will never cheat our customers. Promise will definitely do it.
HAEER

FBIFRLTEEELELLED LEEA. HRIZBTTFDET

2025-03-26 04:26

mx
Are you able to help locate the system vulnerability, so they can protect themselves from further attacks Victim
BAER

SRATLOMBEDREZFEAETN. £5TNIE. TERZIKBNSHZFNET,

2025-03-26 04:32

lofikdis If you want to buy intrusion paths and protection suggestions. A USDT of 10,000 must be paid.

BAER
BRARR CHHEOREZEA LI WESIE. 1BUSDTOZIAVWHIBET Y.

2025-03-26 04:33

R
We will provide textual intrusion paths and defense advice for you.

BAER
BARBOTFZ k EHHOBEZRHEL &7,

2025-03-26 04:34

1-10-12: LR— MR ESIEDOF v v MM (FEXHRE)
SREHIER ONE. /Ny o 7 v TEET. BERAE. RMM Y —ILEGHEIIBAR T T —XDWEILKICERZ LS

B0 Ny IT7 v TR NASHAD RXAUHSBEEICHBEEINTULSHD. RMM Y —)LOFIBREZEEL
eI - BERZ SUHMBIDNISNTUVE D ZHRE L TEC I EDEFLL,
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N

1.

MERADER
FFL/NRT— R, VPN REDEFYE (Fortinet H). 71 v Y IDNBARRL LTERIN TV, W
TNHREKNDSIEHEINTVWEIBRATH S,

RARDOBRRAL/NY V7 v TR
RMM Y — L (AnyDesk %) OBANTE S NIEN. Ny I 7w 7% NAS % AD KXo > (EREEHER)
HoEIDEET LSS B EEmA R D oo

3. IEDRSFIA

tFaV T RROBEE TLR—b1 ELTRARL. WHSMEE L TRIVRGEPEAICRKEIE L
Sr9BMbRENT

NEDERISKBEDBCHETH D, EFICRFENITEINSARMEN DB, L. SRTNIHR
(/NRT— Ragfk - VPN fegstEIR - AD 735 - RMM i) - /\w 0 7w 76 IZBAEMANIC & > THEARD
BHRTHD. BEBORERNZ RIRT 2L L TERINIL,
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UTOERIES—RT —IDSIFBEETE L WVcH. KLR— b TIEFEEL TULERL,

- WEORTHE (E)LFBECIZR)

* Lite NRILATITONIcA 751 U RBDRA
* LockBit A DINEERIES & VR

c WEBMORKERR - XEE

SHIWPESICEZT—ADAT Y MMIHMEEICEID —HLBWEELRH B, KLKR—FTIEEDIEZ
HBTBAHZE> TS,

=74+ MEFIRROREESIE 2026 F£ 7 BAREKR TR L oo REDH > 7 - 158EHA & OFICKREZED
H37-H. BHOBEICEHIT 3HEIZC ORI TOHAEL L THEIRYT .

F7-. system_invalid_requests * socket_messages ZEDERMOYICIFIRIZIE - HENMNLIE - E=F
DFEFRMNBEELEZ 7D BE—EEI S EEPERZEHE L AW,

BREERFEDEST (6.2 H1) Tld. BEWR 127 RX1VD55 1 EBRALTWVWD, YZEAITWERSE
BRI T T7HEY A B> THED. Fryy FABD TWK SIS CWSBERICHLT1EUSD
CERBZDHDITEVWRCOERDTHD, BREEROIREZ KL TLAWVEHIBTL 7,

KHES
BEU2 3> OHRERUTOERICEIVTHEHRINA TS,

o WEREM : chats IO H B client_id 208 hEERIL R X1 > TEEFHE L. example/test &
5 %R L 7= 127 #B58

« FHWESE A : clients.paid_commission > 0 ICED<ZWV KALKR—FTIZ 7 4,

s FHWEEB: Frv FABHSZHVOAEMENEVWCHIIEINE T —XEEUER. ZHULEEA
D7 HIC10HEMRIZEET 17 o
ESY—ILZME  TIVEESR (XIAVWEE B) L IH CIS gl RSN 2 EBADEEREArZ8hE -
19, TS5 192 TOESHINIHER I NIDITTIFRL,

« U=oH A MBS - LockBit DU — U+ b EICHERBOBRIBEINI-C L EIET,

« BTC7FLREDYTHE : btc_addresses T—JILD S5 target_id == 0 DT, KL K-
Tl 159 14,

« WEBRTEDOHH . clients.advid B (HEMEML J— FZzHD>21—4—) L builds.userid B#
(ELREITE) TRINRMNELR S, SETHRALLEEIZEOEERERLT %,

HEBRE—E (XL - BS - V-9 1 HMEH)
SHIWVHIEC EDWRIEZ ) — o MEHOBR TRIET 3ICHD . BHMOHEREZUTICRY,
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0
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RIBEIT NRFRHIEBE TR
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AL AR— b Lite /NRIVEART — 513 2025-04-29 TERHEHNHET L TWVWB, CORIBISAVEHRICR Sz
Fga L 7o ERRIE. € DROER TV 5B, B5 Y —ILRHE. B5ER. Fv v ~OilkHiF) =
THBEATETTORBVERED DD, TNICKD. Fv v MEEREAE - VKRB EDEENEEL D TA
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RASFI|H 5T — 2RI E TOEHPE TERZRD . MEZZER L TOMEBORL =R LIt (RE
7)o

KRA-2: Fv v ~EERAR REBBEN) OBHEER 75 N\—t 221
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B IS 75 N—E 2 2A) IBTEIDICE D TAIR> TWBRIEEND H D . REDOF v v bECERES
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+ CISA - FBI & [E#h%E TUnderstanding Ransomware Threat Actors: LockBit] (https://www.cisa
.gov/news-events/cybersecurity-advisories/aa23-165a)

- Europol : Operation Cronos(5 1~3 E&PE) ICBE T 2 NKRER (https://www.europol.europa.eu/
media-press/newsroom/news/law-enforcement-disrupt-worlds-biggest-ransomware-o
peration)

- EEERICTER (NCA) : 2024 F£ 2 BD LockBit B ERICEI T 2K ER (https://www.national
crimeagency.gov.uk/the-nca-announces-the-disruption-of-lockbit-with-operation
-cronos)

+ KBEE | Dmitry Khoroshev FICX 9 % 2024 &£ 5 BDREEFRARER (https://www.justice.gov/
archives/opa/pr/us-charges-russian-national-developing-and-operating-Tlockbit
-ransomware)

+ Check Point Research : 2025 &£ 9 H® lLockBit 5.0 #1811 7-;5BNBRIRBICE 3 5 9HrECs MLockBit
5.0: Ransomware Gang Returns in ForceJ (https://blog.checkpoint.com/research/lockb
it-returns-and-it-already-has-victims/)

+ ReliaQuest : 2025 £ 9 B ® DragonForce * Qilin * LockBit IC& 2 Z Y LU 7 THILTIL) RIS
B9 372t L7R— b TRansomware and Cyber Extortion in Q3 2025] (https://reliaquest.com
/blog/threat-spotlight-ransomware-and-cyber-extortion-in-qg3-2025/)
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