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1. Introduction

The news has been running around the world that Honda has been suffered by cyber attacks in the
past few days.

In this article, we analyze the sample (*) of SNAKE ransomware that was uploaded to VirusTotal, and
would like to share the information we found through our analysis. Although some information has
already been published outside Japan, it seems that there are little information available in Japanese,
so I would appreciate it if you could use it as a reference.

% Hash value : d4da69e424241¢291¢173¢c8b3756639¢654432706e7def5025a649730868c4al

We do not know if this sample is related to the cyber attack against Honda. Please note that this article
only describes analysis results of the sample with the above hash value.

2. Specimen

First of all, the sample in question was uploaded from Japan to VirusTotal around June 8th as follows.

E I I dada69ed24241c291c173¢cBb3756639c654432706e7de! 502526497 30868c4al I % Help
@ 45 engines detected this file
d4dabBed 24241020101 7306037 566300654432706e7del5025a64073086804 3.78 MB 2020-06-10 06:12:31 UTC
"

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY o

©

202}-06-0801:36:39  nmon.exe () cl4ad7s2-web | JP )

Submissions Per Country Submissions Per Date Prevalence Summary

Fig. 1 - Uploaded to VirusTotal from Japan

SNAKE ransomware, also known as EKANS(SNAKE reverse reading), is a new ransomware that
emerged in December 2019.

SNAKE body was developed in the GO-language, a relatively new open-source development
language developed by google about a decade ago, and compiled into the EXE-format. One of the
backgrounds created in the GO language is that it can be developed on multiple platforms, which is
considered to be an advantage of the developer.
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The following illustration shows the strings inside malware, that indicates that it was developed in the
GO language with an account name of Admin3 has been developed in Windows environment.

SNAKE core is written in GO language, and developed by an attacker with an account name of Admin3.

I #* Information on the development environment that can be extr}cted from the binaries of the malware body

5] .text:007BOFA4  OODOOOLF C:/Go/src/crypto/cipher/gem.go
F5] .text:007BOFC4  00DOODO1F
text:007B0FE4 00000022

text:00781008  0000OD1E

C:/Go/sre/crypto/cipher/xor.go
C:/Go/src/crypto/cipher/cipher.go
:/Go/src/crypto/cipher/ctr.go

[text:007B1028  000OOQSF /Users/Admin3/go/sk/ mijgifgm i hmjmecda/apbe imidnefcr phei fl ibhe/service.go
Aext:007B10C8  000000SC C:/Users/Admin3/go/Jrc/agfkpbpbpmhpmigifgm/ hBki/pdlihai nhmjmeda/. jkhnoefmmidne/ iagpiblk/ /mar.go
text:007B1165 00000088 C:/Users/Admin3/go /§rc/agfkpbpbpmhpmigifgmf/ocidgdobgbecgabahbki/pdilhaickabpmhmjmeda/apbnkncjkhnoefmmidne /cnfadkapheieiagpiblk /service.go

text:007B11F1 0000007C C:/Users/Admin3/go,/§rc/agfikpbpbpmhpmjgifgmf/oc gabahbki/| nhmjmeda/ oefmmidne /types_windows.go

[text:007B126E  0000007F C:/Users/Admin3/go/fre/agfikpbpbpmhpmjgifgmi;s 1bki/| oefmmidne/zsyscall_windows.go

text:007B12EE  0Q00007E C:/Users/Admin3/go/§rc/agfkpbpbpmhpmigifgmf/ hbki/ nhmimeda;| oefmmidne/syscall_windows.go

.text:007B81360 00000076 C:/Users/Admin3/go/§rc/agfkpbpbpmhpmigifgmf/ecidgdobgbecgabahbki/pdliihaickabpmhmjmeda /apbnkncjkhnoefmmidne/syscall.go

[text:007B13E4 00000072 C:/Users/Admin3/go/§rc/agfikpbpbpmhpmjgifgmf/ocidgdobgbecgabahibki/| nhmjmeda/ weefmmidne/str.go

.text:007B1458  000OOO7E :/Users/Admin3/go/sf/ nigifgmf i shmjmeda/apbr wmidne/security_windows.go

Lext:007814D8  0000007A /Users/Admin3/go/sk/ mjgifgmfy thmjmeoda/apbr fexec_windows.go

text:007B1554 00000079 :/Users/Admin3/ge/sfc/: vjgifgmif/oc] e /pdlihaickabpmhmjmecda/apbnkncjkhnoefmmidne/dll_windows.go

text:007B15CE 00000016
text:007B15E5 0000001E
text:00781604 00000017
text:007B161C 00000015
[text:00781632 00000020

PAkANTOIAEA  ANANANTA

C:/Go/src/net /hook.go
[srefnet/sock_windows.go

C

c:/ src/net/parse.go
C:/Go/src/net/mac.go
C:/Go/src/net/lookup_windows.go

TN OO 00000 nN0o0n00o0o0o0n

1 €1 & £ € &

B m e ok b An

Fig. 2 - SNAKE was developed in GO language on Windows platform

(note) PE files developed in GO have fixed compilation date and time value of 1970/1/1 because Time
Date Stamp is set to 0x0.

If it was written in GO language, Time Date Stamp (*) is set to 0x0, so the compilation date and time
is fixed at 1970/1/1. (* Time Date Stamp: Normally, the date and time when the EXE file was compiled.)

4.) | Address of Enty Paint: [0044B7B0 o/ | Reallmage Checksum: [003D4704h | (5|

Field Name DataValue Desciiption Field Name Data Value Description
Machine 014Ch 386, Section Alignment 00001000k
Mumber of Section 0004k File: Alignment 00000200k
r Time Date Stamp 00000000k 01011970 00:00.00 I Operating System Yersion 00000004k 40
Pointer to Symbol T able 003C8200h Image Version 00000007 H 1.0
MHumber of Symbols 00000000k Subsystem Version 00000004k 40
Size of Optional Header O0EOk Win32 Version Value 00000000k Reserved
Characteristics 0303h = Size of Image 003E Q000K 4063232 bytes
Magic 010Bh PE32 Size of Headers 00000400k
Linker Yersion 0003k 30 Checksum 00000000k
Size of Code 003B1EDOR Subsystem 0003h Win32 Console
Size of Initialized Data 000715C00N Dl Characteristics 0000k
Size of Uninitislized D ata 00000000k Size of Stack Reserve 00100000k
Address of Entry Point 0044B7B0R Size of Stack Cammit 00001000k
Base of Code 00001000k Size of Heap Reserve 00100000k
Base of Data 00383000k Size of Heap Commit 00001000k
Image Base 00400000k Loader Flags 00000000k Obsolete
Mumber of Data Directories 00000010k

Fig. 3 - A PE-file developed in GO language includes fixed Time Date Stamp

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 4
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When SNAKE is started, it registers a mutex called "EKANS" to the system.
This prevents the activation of other EKANS while SNAKE is already in operation, preventing
unintentional multiple infections of SNAKE in the same PC.

Register a mutex called "EKANS'" to the system so that the ransomware does not start multiple times after startup.
(This operation prevents from multiple infection to the same ransomware by mistake)

1 nmon.exe LOadLIDraryExw ( "Kernels.ai, NULL, LUAD_LIBKAKY _SEAKCH_SYSTEM:
nmon.exe GetProcAddress ( 0x77cel "CreateMutexW"
I-
nmon.exe NtWaitForSi 1quObJect ( Oxffffffff FALSE, (

Fig. 4 - Registering the mutex "EKANS" to prevent multiple infections

Next, the following specific-domain name resolution is checked as a unique behavior of this particular
SNAKE:

® MDS[. [HONDA[. |COM

In addition, check if name resolution for the above domain is equal to the following IP address, if not,
terminate the operation, if it is equal, continue the operation.

® 170[.]108][.]71[.]15

In other words, this specimen is a ransomware specially built for a unique set of name resolution and
IP address.

As we've said in our previous blogs, targeted ransomware in recent years tends to create behaviors
tailored to the target, so even seemingly the same type of ransomware often vary in motion.

Incidentally, at the time of the survey, 170[.]108[.]71[.]15 can be reverse-looked up as the following
host name:

® Unspecl70108[.]amerhonda[.]com
(Organization: American Honda Motor Company, Inc. (AHMC-Z))

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 5
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Check if the result of name resolution of MDS.HONDA.COM is 170.108.71.15. If not, terminate the process.

The host name of the applicable IP address is unspecl170108.amerhonda.com (Organization: American Honda Motor Company, Inc. (AHMC-Z))

(A IvIvIVIV] ivals ApVE | R WY Pt I R R = R (Vv

13460000 Private 64 kB RW Heap (ID 5)
¥ " nmon.exe (6316) (0x61f000 - 0x7b3000) — O X
000000d0 37 c4 28 9¢c 1d af 77 bd 53 07 70 46 91 ca 9e 2b 7.(...w.5.pF...+ A
) 000000e0 3e c3 07 b2 cc a0 ec 0f e7 a2 £0 bb 2c 20 €7 70 >. ..o , ap

000000£0 2d 3e 73 74 61 74 75 73 3d 2c 20 6e 6f 74 20 70 ->status=, not p
00000100 6f 69 6e 74 65 72 2c a0 5c 77 76 5e 86 c8 db 06 ointer,.\wv"..

00000110 09 d3 bd 2d 62 79 74 65 20 62 6¢c 6f 63 6b 20 28 ...-byte block (
00000120 2f ba 90 97 4d 03 a6 68 84 8f lc 2f e4 30 69 ea /...M..h.../.Oi.
00000130 58 02 6d a0 62 1f 77 6b gORPERS1 37 30 2 31 30 hSAMRMNIS]170. 10)
00000140 EENEZIER 31 PEETEEN33 38 31 34 36 39 37 32 36 CFEEPEE 581469726
00000150 35 36 32 33 43 6f eO 35 ¢3 b7 92 dc a5 60 d8 56253C0.5..... i
00000160 c7 33 9c 9c Ob 28 £0 00 d9 al bl 5c a8 8d 33 be .3...(..... \..3.

00000170 fa 83 a2 00 58 ac B8c 41 ad 90 9b 34 01 5a 81 00 ....X..A...4.Z..
00000180 95 9e 44 15 48 6f ab 7c 34 64 2d 8c el 23 c7 fb ..D. o.|4d-..#..
00000190 10 2b 07 £9 93 35 07 37 78 28 44 01 14 e7 ca 39 .+...5.7x(D....9 -
000001a0 71 8b 35 e4 64 4c 22 e0 a6 cd cl 27 3e ff 74 36 g.5.dL"...."'>.té6

3% IP address in the malware process's memory

Fig. 5 - Checking specific IP address

Following discusses more detail around name resolution.

Following shows the behavior of SNAKE in case name resolution failed to match to the name of the
relevant domain.
(SNAKE behavior is shown in time order from top to bottom in the following picture)

The part with red frame is a process resolving the name of the domain. In case the domain cannot be
resolved, errors are returned to GetAddrInfoW, and SNAKE stops working and terminates. In another
words, it does not work on PCs that cannot resolve MDS[.]JHONDA[.]JCOM.

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 6



Behavior of the SNAKE when name resolution (MDS.HONDA.COM) was not possible.
A function GetAddrInfoW that subtracts the IP address from the domain results in an error. Then SNAKE terminates.

| # On this screen, the function called by malware is recorded in chronological order from top to bottom. |
o [1] CUsers\test\Desktop\nmon.exe - PID: 92 -« Time &f Day Thiesd  Module AR Q, Return value Errar Durstian

1532 3:36:43.764 PM 1 appheip.dil  RtiCaptureStackBackTrace (0, 16, L 1 2 0.0000004
1533 3:36:43.764 PM 1 appheip.dil ILeaveCriticalSection [ Ox745d1560 ) STATUS_SUCCESS 0.0000004

1534 3:36:43.764 PM 2 nmon.exe InF O o T, FALSE 1 0.0001138

1535 3:36:43.765 PM 2 nmon.exe e, 1 0.0004153
1536 3:36:43.765 PM 2 nmon.exe Fee, 1 00006504
1537 3:36:43.766 PM 2 nmon.exe e, ] 0.0003349
1538 336ALTEERM 2 nmon.exe it ) 00005213

1539 33643767PM 2 nmon.exe e, 1 00018243
1540 33643768PM 2 nmon.exe n sttt 1 00014822

1541 3:36:43.769 PM 1 nmon.exe ), "GaAddrintow” ) 0.0000090
1542 3:36:43.763 PM 1 KERNELBASE.dll GetAddinfo'W" ) 0.0000004

1543 TIEAITEIPM appheip.dil ) 0.0000004

teas macaaTEOBME 1 e il ( STaTU £0.0000000
Behavior of HONDA Name Resolusion 1 2 0.0000004
0.0000000

I 1547 FIEAITEIPM 1 Amon.exe G ¥ {"MDS.HONDA.COM, NULL, fhe, 1 WSAHOST NOT.. 11001 = EDEIHANSTFIATT, l

AT AR o
—§—#H - PRI LELE.

1549 33643769 PM wi2_32.di

ngTaAddressw [ M[Is HONDA.COM, TRUE,

1
1550 3:36:43.765 PM 1 KERNELBASE.dil Obisct | S0 20 FALSE ] 0.0000017
1581 3:36:43,765 PM 1 KERMELBASE.dIl = tem3Zmsws.. 0.0000009
B2 searem 1 REsdEa Magnified | — pre
1553 3:36:43.769 PM 1 KERNELBASE.all o " T 00004263
1

1550 3:3543.769 PM KERNEL32.DLL

1546 3:36:43.769 PM 1 apphelp.dil RtlLeaveCriticalSection ( 0x745d1560 ) STATUS SUCCFSS
1547 3:36:43.769 PM 1 nmon.exe GetAddrinfoW ("MDS.HONDA.COM®, NULL, 0x1345cfbe, Ox1345¢f30)

UL 0000008 = FEIESTUYY —AMMERA A~ JPALASAOA.. 00000034

ZOEINHANGRIATT,

1548 33R437EOPM 1 23l s BHDyESHinaToAddre s En -MDS HONDA.COM- 0 [ERbE 00010 TATU
1561 3:36:43.763 PM 1 apphelp.dil ' s P [ "\S; B\ InstallShield\’, “system32mswiodk.dil’, 24 3 0.0000000
1562 B3EAITEIRM 1 appheip.dil 18 v, “system3Zimswsock.dil’, 10) [} 0.0000004
1563 3:36:43.765 PM 1 apphelp.dil mswiock.dil”, “apphelp.dil” | 12 0.0000004
1564 33643TEPM 1 apphelp.dil mswsock dif’, “cmd.exe” | 0.0000000
1565 3:36:43.769 PM 1 appneip.al P [ MSWSOTKOI, “(Srstub exe” ) 10 0.0000004
1566 3:36:43.769 PM 1 apphelp.dil I P [ “mswsock.dil’, Jjava.exe” ) 3 0.0000004
1567 3:36:43.769 PM 1 appheip.dil owe P [ “mewsock.dil’, ) 1 0.0000000
1568 3:36:43.763 PM 1 asphelp.dil b csicmp [ “mswsock.dil. “iavaws.exe” | 3 0.0000004

Fig. 6 - Immediately finished when name resolution fails

On the other hand, If you run SNAKE in a spoofed environment so that 170[.]108[.]71[.]15 is
responded against MDS[.]JHONDA[.]JCOM name resolution, a successful (= ERROR_SUCCESS)
reply is returned and SNAKE continues to operate afterwards, as follows:

In other words, this ransomware is made to work only in the particular environment in which
170[.]108[.]71[.]15 is responded against MDS[.]JHONDA[.]JCOM name resolution.

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 7



Behavior in a HONDA emulated environment so that MDS.name.COM can be resolved to a specific IP address.
A function GetAddrInfoW that translates from the domain name to the IP address succeeds, and then SNAKE continues to operate.

| # The function called by malware is recorded in chronological order from top to bottom.

.exe - PID: 4172 - Time of Day Thread Module Q, Return Value Eror Duration
Y B | 34051 11 PM |1 KERNELBASE di  RiliSting [D00156dad, Loadlibran X | L ———————
exe - PID: 4728 -

1420 3:40:51.911 PM 1 NMOn.exe ¥W ( “advapi32.diI", NULL, LOAD_LIBRARY_SEARCH_SYSTEM32 ) 0.0000017

exe - PO 3400 Tz ssesistiem 1 KERHELBASE.dIl , “advapi32.dil°) STATUS_SUCCESS 0.0000000

1422 n40S191IEM 1 KERMELBASE.Il ) O b, ) STATUS SUrcESs 0.0000008

1423 3A0SI9NEPM 1 nmon.exe 000, "RegisterService CtriHandierExW" | - ERROR SUCCESS means success 0.0000030

1424 340S1911PM 1 KERMELBASE.dIl Cpstinitstring ( 104, “RegisterSenviceCtriHandlerEw ) 0,0000000

1425 30SISUAM 1 Bopavior FONDA Name Resoldtigh’: Setadrntow ) 0 0.0000034

1426 34051911PM 1 T 2 0.0000004

1427 340S1911FM 1 I nmon.exe GELAddrintoW ( "MDS.HONDA.COM’, NULL, 3 ) Qamx_wr(rﬁ 0.0134215

1428 340S1911PM 1 - - - 0.0000009

1428 3:40:51.811 PM 1 ws2_32.40 RtlipwastringToA DNDA.COM', TRUE, 0.0000004

1430 34051911PM 1 KERHELBASE.dIl s E, 00018460 0.0000026

1431 30S1911EM 1 KERNELBASE Il A Jistemrootssisystemszmsws 0.0000013

1432 32A0S1911PM 1 KERHELBASE.dIl R indaws\system32imswsock.... 0.0000004

1433 3:40:51.911 PM 1 KERMELBASE.d d . ] . 0.0004366

< > 1434 34051912PM 1 KERNEL3Z DLL £~ LdrResMirdResourceDirectory [ DXT25: X TATUS_RESOU... _ OxcD00008a = FBTESIULYL/—2._ 0.0000034
. 1426 3:40:51.911 PM 1 KERMNELBASE.dII +RtlinitString ( 0x0015fda4, "GetAddrinfoW" )

ERROR_SUCCESS

| 1e2r zamsteniem nmon.exe GetAddrinfoW ( "MDS.HONDA.COM®, NULL, 0x1329cfbe, 0x1329
; 1 ws2 32.dll i-BillgvestringToaddrassExW [ "MDSHONDACOM" 0

STATUS INVALL

- Module Address Offset Logation [ mee——— Loading Cached Definitions from C:\Users\test\iAppData\Local\Temp\apimonizor=definitien
hed Loading 2119 Files —-----
1 KERNELBASE.l  077D900e0 0ub00e0 GetProcadaressFarCaller + 120 Caregorias: wss
2 KERNELS2DLL  OW74a478cd Ox17Bc4 GetProcAddress + Oxl4 Variables 13678
L 222
3 nmon.exe OwD0S4bTe5 Owdb7es 1588
CoM ')tl"lnll 1g2¢
COM Methods: 2226

Fig. 7 - Operation continues when name resolution is possible for a specific IP address

These approaches make it impossible to grasp the behavior of this specimen in an automated analysis
environment or an immediate inspection environment where the name resolution fails, and thus it
could be one of the effective analysis/survey jamming.

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 8
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3. Activities in environments where name
resolution is available

Once SNAKE realizes it is a good operating environment (that is, an environment where name
resolution stated above is succeeded), now SNAKE changes Windows firewall settings.
Specifically, following command is passed to netsh.exe (network tool, comes with Windows):

Netsh advfirewall set allprofiles firewallpolicy blockinbound,blockoutbound

This will block all incoming and outgoing connections for all profiles that do not match the ingress

and egress rules using Windows firewall function.

Use netsh.exe(*) to change the firewall settings.
(* netsh.exe: a program that performs network control that comes with Windows)

0044B7E5 | CALL to CreateProcessH from nmon.0044B7E3

~|0014FE84 T10F4C740 o Name TCoYH s¥system3?¥netsh exe”

D014FEB8 10FB21E0 CommandL ine netsh advfirewall set allprofiles firewallpolicy blockinbound,blockoutbound™ |

0014FESC 00000000 PPTOCESS>CCUT T LY ROLL

0014FES0 00000000 pThreadSecurity NULL

0014FES4 00000001 InheritHandles TRUE

0014FES8 00000400 CreationFlags CREATE _UNICODE_ENYIRONMENT

0014FESC T10FC8000 pEnvironment = 10FC8000

0014FEAD 00000000 CurrentDir = NULL

0014FEA4 10F67D3C pStartuplnfo = 10F67D3C

0014FEAS 10F67D18 |LpProcessInfo 10F67D18

0014FEAC 0044A744 |RETURN to nmon.0044A744

Fig. 8 - Modifying Windows firewall settings

Then enable the firewall configuration by passing the following command to netsh.exe:

Netsh advfirewall set allprofiles state on

Use netsh.exe to activate the firewall settings.

ol 0014FES0 0044B7Eb

~CALL to CreateProcessH from nmon.0044B7E3

1 0014FEB4 10F1C480 | ModuyleFileName = "C-¥Windo
0014FE88 10FE41ED Commandl ine = "netsh advfirewall set allprofiles state on” |
0014FESC 00000000 pProcessSecurity = NULL
0014FES0 00000000 pThreadSecurity = NULL
0014FE94 00000001 InheritHandles = TRUE
0014FE98 00000400 CreationFlags = CREATE_UNICODE _ENYIRONMENT
0014FEQC 10FFC000 pEnvironment = T0FFCO00
O014FEAD 00000000 CurrentDir = NULL
0014FEA4 10F67D3C pStartuplnfo = 10F67D3C
0014FEAS8 10F67D18 |LpProcessInfo = 10F67D18
0014FEAC 00444744 RETURN"to nE10n.0044A744

This makes it impossible to send and receive all communications that do not match the firewall's rules.

(that is, many applications become unable to communicate)

Fig. 9 - Enabling Windows firewall settings

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved.
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As a result, all communications that do not match the firewall's existing rules are blocked, making
many applications unable to communicate. This mechanism, which uses legitimate Windows firewalls
to block network communication during encryption, is a unique phenomenon of this ransomware.

Then, attempt to stop multiple services, such as system or security system.

Attemnt tu stop several services, such as EventLog.

& [ UXUUEIbbau )

W NULL, NULL, SC_MANAGER_ALL_ACCESS )
VaitForSingleObject ( Oxffffffff, FALSE, a2fece )

x008364f0, “EventLog”, SERVICE_ALL_ACCESS )
{ 0x008361f8, SERVICE_CONTROL_STOP, 2 )

Viessagew { FORMAT_MESSAGE_ARGUMENT_ARRAY | FORMAT_ME
JaitForSingleObject { OxffFff, FALSE, 0x32a )

T

e (0X008361f8)
& ( 0x008364f0)
NULL, NULL, SC_MANAGER_ALL_ACCESS )

{ 0x00836518,

SamSs”, SERVICE_ALL_ACCESS)

ControlService ( 0x008362c0, SERVICE_CONTROL_STOP, 0x12976aa8 )
JaitForsingleObject ( OXTTiT, FALSE, DX f )
| ( FORMAT_MESSAGE_ARGUMENT_ARRAY | FORMAT_MESSAGE_FROM_SYSTEM | FORMAT_MESSAGE_IGNORE_INSERTS , NULL,

e ( Ox008362c0)

ndle { 0x00836518 )

Service of security products is also subject to stop.

8B6C24 24

B1FE 2C010000

v QF8D 93040000
898424 50020000
EBDBCF4 4C0AQ000

~ QF83 35050000
89B424 E4040000

B97C24 28

BDOCES
898C24 1C070000
Bl

SSAGE_FROM_SYSTEM | FORMAT_MESSAGE_IGNORE_INSERTS , N

IKUE
0x00836410
STATUS_TIMEOUT
0x008361f8
FALSE
89
STATUS_TIMEOUT
TRUE
TRUE
0x00836518
0x008362c0
FALSE
STATUS_TIMEOUT
1052, 1033, Ox12... 54

TRUE

TRUE

, 1051, 1033, 0x12..

edx:&"Al1Joyn Router

8B11 mov edx,dword ptr ds:[ecx] serv
BB59 04 mov ebx,dword ptr ds:[ecx+4]
891424 mov dword ptr ss: espLedx [espl:"11Joyn Router Serv
895C24 04 mov dword ptr esp+4] , ebx
897424 08 mov dword ptr esp+adl, esi [esp+8]:"Sophos File Scann
RQ7C24 OO mnv dwnrd ntr =<:Bean+c . 2

Fig. 10 - Attempts to stop various services

mov eop‘dhord ptr ss:fesp+24]

cmp es1,12C esii"sophos Health Service”
jge nmon. 551c3&

mov dword ptr ss:fespr2sol,e

lea edi,dword ptr ssiflespt es-l s—ﬁc]

mov esidword ptr ds:(edi] esi:"sophos Health Service”
mov edi,dword ptr ds;:[edi+4]

cmp eop,ecx

jae nmon.551CF7

mov dword ptr ss: EesD+4E4],es1 [esp+4E4]: "Sophos File Scanner Service”
mov dword ptr ss:flesp+28],edi

lea ecx,dword ptr _ds; [eax+ebp=8] :"AJRouter”
mov dword ptr ss:lesp+7icC],ecx “AJROUTEr"

ice”

ice”

er Service"

In addition, multiple legitimate processes are forcibly terminated, which may interfere with encryption
and recovery activities.

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved.
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Forcibly terminate multiple regular processes, because they may interfere with

encryption or recovery activities.

Mutant ‘¥Sessions¥ 1¥BaseNamedObjectsy SM0:6... 0x2al TerminateProcess | Kernel32.dIl
Semaphore 4Sessionsi 14BaseNamedObjectsi SM0:6... 0x2a4 [y e P D 6316 Kil
Key HKCU« SOFTWAREX Microsofty Windows ... 0x2d0 ’ : :
Mutant ¥BaseNamedObjects¥EKANS Ox2f4 Process:  (nmon.exe) Thread ID: 6320 Kill
R l... Ox314
| Forcibly terminating VM[Ware process E: " oits # Type Name vValue
Process mtoolsd.exe (656)
I 2 UINT * _uExitCode
ACPCPOIT TRPC CONMOT UTE RN 2207 ZRZIDT 900y UXZIC W T T TYTOTIO T DT R PO T D o
Mutant ¥Sessions: 1¥BaseNamedObjectsy SM0:6... 0x2a0
Semaphore #Sessions¥ 1¥ BaseNamedObjectsy SM0:6... 0x2a4 TerminateProcess | Kernel32.dll
Key HKCUy SOFTWAREY Microsofty Windows ... 0x2d0 PPy T Process 1D: 6316 Kill
Mutant ¥BaseNamedObjectsv EKANS 0x2f4 .
— Process:  (nmon.exe) Thread ID: 6320 Kill
Forced termination of Windows system process |
Process healthservice.exe (5584) 0x324 %h Nme Value
2 UINT uExitCode
Mutant ¥Sessions¥ 1¥BaseNamedObjects¥ SMO:6... 0x2al0
hore ¥Sessionsy 1vBaseNamedObjectsSMO:6... Dxat TerminateProcess | Kernel32.dil
Key HKCU: SOFTWARE Microsofts Windows ... 0x2d0 — Module: nmon.exe Process ID: 6316 Kill
Mutant ¥BaseNamedObjectsy EKANS Ox2f4 Kill
Forcibly inating the VNC process Controlv... Ox314 Process:  (nmon.exe) Thread ID: 6320 Kil
- Controlv. 3L
Process winvned.exe (5096) 0x324 # Type Name

hProcess 0x00000324

2 UINT *  uExitCode 0

Fig. 11 - Forcibly terminates various legitimate processes

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved.
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4. Encryption process

After the environment settings are ready, encryption of the files that is the main process of the
ransomware begins.

File encryption takes all drives available in the system and encrypts them in order from the beginning
of the drive.

The following image shows how the encryption process begins, and it is searching to encrypt the files
in Recycle.Bin (Trash folder) found at the beginning of the C drive. After that, the accessible files
contained in each folder of the PC are encrypted one after the other.

All available drives in the system are targeted. The encryption starts in order from the beginning of the drive.

I # The function called by malware is recorded in chronological order from top to bottom. I

nmanexe

nman.exe

Aman.exe

nman.exe
nman.exe
nmon.exe \
nmon.exa dLibraryW { “kemel32.dI° )

NMon.exe ptProcAs 055 ( \ “Gatlogical DriveStringsW™ )
nman.exe 4 +— Get all drive information
AMON.éxe
nman.exe
nman.exe
nman.exe o 2906400, 256 ) 21 = FIADRENTAT
nman.exe
rman. e
nman.exe
rimen.exe
NMOon.exe
nMon.exe
nman.exe
nmon.exe

nman.exe

nman.exe
nman.exe
nman.exe

nman.gxe
nman.exe W *Co, Ox1 296500, 25€ . Ol 256600, 256 )
nman.exe
nman.exe
nman.exe
nman.exe
nman.exe
nman.exe

nman.exe

nman,exe AD | FILE_SHARE WRITE, . OPEN_EXISTING, FILE_ATTRIBUTE NORMAL, MULL ) 3 = SIEANEICAHR M

Aman.gxe

+ Start searching in C drive files

nman exe
READ, FILE_SHARE READ | FILE_SHARE WRITE, . OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL) 5= PORANEEENELL

nman exe

nman.exe

Sk +— More search in the Recyble.Bin folder

Fig. 12 - Flow of file encryption (portion)

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 12
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The following file extensions (portion) for encryption are pre-determined.

Target File Extensions list (part of the file)

PELA Hex ASCII

111107C0| 00 00 00 00|00 00 00 00|14 10 04 80|00 00 00 00| .seveerasnsnerss
1111D7D0|EC D2 B1 0Q0|2E 64 6F 63|78 00 2E 61|63 63 64 62|Ubx..docx..accdb
1111D7EO|2E €1 62 63|64 65 2E 61|63 63 €4 72|00 00 00 00 .accde accdr....
1111D7F0| 2E €1 63 63|64 74 00 OO(2E 61 73 70|00 00 OO0 00| .accdt...asp....
1111D800|2E 61 73 70|78 2E 62 61|63 6B 00 DO(0D 0D 0O 00| .aspx.back......
1111D810|2E 62 61 63|6B 75 70 2E|62 61 63 6B(75 70 64 62|.backup.backupdb
1111D820|2E 62 61 6B|2E 6D 64 62|2E 6D 64 63|2E 6D 64 66| .bak.mdb.mdc.mdf
1111D830|2E 77 61 72|2E 78 6C 73(2E 78 €C 73|78 00 00 00| .war.x1s.x1sx...
1111D840|2E 78 6C 73|6D 00 00 OO|2E 78 €C 72|2E 7A 69 70| .xIsm....x1Ir.zip
1111D850|2E 72 61 72|2E 73 71 6C|69 74 65 64|62 00 00 00|.rar.sqlitedb..
1111D860|2E 73 71 6C|2E 70 79 2E(70 70 61 6D|2E 70 70 73 .5q1.py.ppam.pps
1111D870|2E 70 70 73|6D 2E 70 70(73 78 00 00|2E 70 70 74|.ppsm.ppsx...ppt
1111D880|70 70 74 6D|2E 70 70 74|78 00 00 00|2E 68 70 70| pptm.pptx. . hpp
1111D890| 2E 6A 61 76|61 00 00 DO(2E 6A 73 70|2E 70 68 70|.java... _‘|5p php
1111D8A0| 2E €4 6F 63[2E 64 6F 63[6D 00 00 O0[2E 70 73 74|.doc.docm....pst
1111D8RO|2E 70 73 64|2E 64 6F 74|64 6F 74 6D|2E 63 70 70| .psd.dotdotm.cpp
1111D8CO|2E €3 73 Q0|2E &3 73 7E€|2E 62 6B 70|2E €4 €2 00| .cs..csv.bkp.db.
1111D8D0O| 2E 64 62 2D|6A 6F 75 72|6E 61 €C Q0|00 00 00 00| .db-journal.....
1111DSEO|2E 63 73 70|72 6F €A Q0Q(2E 73 6C 6E .Csproj..slin.md.
1111D8FD|2E 70 6C 2E|6A 73 2E 68|74 6D 6C 0Q(2E 68 74 6D|.pl.js.html..htm
1111D900 | 2E 64 62 66|2E 72 64 6F |2E 61 72 63|2E 76 68 64| .dbf.rdo.arc.vhd
1111D910|2E 76 6D 64|6B 00 00 OO|2E 76 64 63(00 00 00 00|.vmdk....vdi....
1111D920| 2E 76 68 64|78 00 00 OO|2E 65 €64 62|2E 63 2E 68| .vhdx. .edb c.h
1111D930|2E 64 6C 6C|2E 65 78 65(2E 73 79 73|2E 6eD 75 69 .d‘l'l.exe.sys mui
1111D940 | 2E 74 €D 70|2E 6C 6E GB[2E 63 6F 6E|66 63 67 00|.tmp.Ink.config.
1111D950 | 2E 6D 61 GE|69 66 65 73|74 00 00 0D|2E 74 6C 62| .manifest....tlb
1111D960 | 2E 6F 6C 62 |2E 62 6C 66|2E 69 63 6F[2E 62 61 74|.01b.b1f.ico.bat

Fig. 13 - Extensions of the file to be encrypted (part)

SNAKE does not handle multiple-process encryption, such as MegaCortex and LockerGoga, but uses
a single process to encrypt files.

SNAKE (nmon.exe) is performing file encryption.

E conhost.exe

4172 66.20 209.11kB.. 49.19MB DESKTOP-269Q3VG¥test
2108

1099 MB  DESKTOP-969Q3VG¥test Console Window Host

Fig. 14 - SNAKE encrypting files

During the encryption process, Windows system folders (such as system-based files and Windows
folders) are excluded from encryption, and Windows remains operational even when infected with
SNAKE. However, as described above, various services and processes are stopped, and many
programs including EXE files are also encrypted, so that the system of the terminal that has been
infected to this specimen will be totally unstable.

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved.
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List of excluded files from encryption (partial)

11057F04

1111DA0O0O
1111D988
1111A920
1111A500
1111DSFO
1111DSEO
1111DS9D0
1111D35C0
1111D9BO
1111D9%A0
1111D950
1111D984
1111D980
1111D96C
1111ABEO
1111A8CO
1111D970
1111DB50
1111DB40
1111DB30
1111DB20
1111DB10
1111DBEOO
1111DAFO
1111DAEO

“bootnxt™

"bootmgr™
"usrclass.dat.log2"
"usrclass.dat.logl™
"usrclass.dat"
"ntuser.dat.log2"
"ntuser.dat.logli"
*ntuser.ini"
"ntuser.dat"”
"iconcache. db"
"desktop.ini"

. psibootmgr™

.cmd. psibootmgr"
.bat.regtrans-ms"

.regtrans-ms"
"thumbs. db"
"ntuser.ini"
"ntuser.dat. log"
"ntuser.dat"
"iconcache. db"
"ctfmon. exe"
"desktop.ini"
"bootsect. bak™

2 | 1111DADO | "bootfont.bin"
1 1111DACO | "boot.ini"™

1 1111DABO | "NTDETECT.COM™
A | 1111DAA9 | "ntldr"

.settingcontent-ms"
.devicemetadata-ms"

Fig. 15 - Files that SNAKE excludes from encryption (portion)

Common ransomware often changes or adds encrypted file extensions to a particular string (for
example, .locked), but all files encrypted by SNAKE are appended with a random string at the end of
the original extension.

Before and after encryption by SNAKE.

|Beﬂweenmypﬁon| After Encryption

T

Kl
i
.
F
I3

EEGATES  MESRTMSN  RESEWST  FASESHN
eES TRty FUILAHOEN MagGOeL

mu st

o RLELCHTIE  RewoNES,  TENENSe &
B haacin doenE cockCisa

L

* SNAKE encrypted all files (files were prepared for this verification)

Fig. 16 - Comparing before and after SNAKE encryption
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A footer is added to the end of SNAKE encrypted file, including the original file name and the AES
key encrypted with the RSA public key, and a "EKANS" marker is added to the last 5 bytes to indicate

that the file was encrypted with SNAKE.

Contents in RAM Memory when encrypting a file.
First, SNAKE encrypts entire file, followed by adding “footer” and

“marker® to the end of the file.

Address |aselt | ~JEEESAFTIM 0044B7ES CALL Ro Wrilelilo from nmon. ODA4BTES
10 7 62 T“F il hdcogb I a00007c0 | hiile - 000ODFCO
1 10 01 . 32ESFF2C TI0GCEOD | Buffor - 1105CH00
] 321 ] 000001 A4 WBytesTolrits 1A4 (420.)
1 1 1OFFOF8 | ¢ Written « 11OFFOFS
00000000

00444744
10FSER1C
0000029C
10F ZCABD
0044B6CHE
001 Fo3sc
110FFE33
0044830
00424130
00000000
00000000
O044BAZE
O044BA3A
10F SEI0D
TICFEZFD
10F 36300
TICFEZED
3ZESFFDC
TTDEZTCT
10F SEI00
G92FSBED
00000000
00000000

‘e YProgram
L esVMireshark¥s
AF |nmp¥mibsYHETA-PC
{|LICY-PIB-orig

“footer” information about the encryption is added to the end of the file

Finally, “marker” which is a 5 byte string (EKANRS), is added

pOvar lappod = HULL
RETURM to nmon. D044ATA4
RETURM to nmon 00446035 from nmon . 004104F0

RETURN to nmon. 0044950
Entry address

RETURM to nmon. 0044BAZE from nmon D0D42A0130
RETURM te nmon.D044BAZA from nmon . D044BOFO0
RETURM to KERMEL3Z.7TCFE2FQ

KERNEL3? BaseThreadlni tThunk

RETURM to ntdll FFODEZVCT

to the end of the file

OO44BILS |FCALL to Writel ile from neon.DOA4BIES
000007A8 | hiile - 0OODOFAE

10FFECS0 [ 8
00000005

10FFECSO
ofirite

113890F8 S0F8
00000000 |“plver lapped = NULL
DD44A744 | RETURN to nmon DD&4AT44
10F3669C

Fig. 17 - SNAKE added data to the end of an encrypted file

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved.
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Previous process added the “EKANS” marker at the end of the file

S MO, r= emex c— S UREC N Cooan A a— EYEY)

v MfLm J_RHmME“AHWﬁ.%R£4rMJHZW
g T UREY B2 R e mIRts g B s gl

ol GRE I RBEL g “wmmmMLM:ﬂ%JJﬂm NS

R Ame - m tEdma e .“YLM:£MMb. W

: Pt R LS t0- e A g

=83 0.0 1 Es N AESZ M REBa I BIER L E RS
3 o e i h1 1Rl A O S L

B RIS O REN 8RS 358 NBE TS BREBTIBERIRRBHS
YrUer kRS INYSRRLE QUORSEL S RYTERIR R R RSN
— 00O O o— L e O Ol O D O — L — o Bl —1 =1 0 = 00 O O P

R R RN PR =R R KRR S REYRHBRERRERLEZERYR S
e e BB, s e s s ST RS SR S e RIS RO sEBRERLSIE85E
S A R BN R RN CR B ER SR ICE RSSO REER8YRNYE

Y e R e e SR RS RE SRR S oREFERRINITEELLES

R e N R e N R S L S e RN e s L N S SR MR ISR Sy

= = e T o =T L R R e R R T RS R e e R S = Y e e v R PR =)

et e e hege dais figad L San kbt =hep=t b et el L s i L2kl

e TR =] LD L 0 0D S Ll Ll L (S L e oo LU g e ]

BRI L E RN s RIS Y e YR BRBEREICEEEREILIZ LSS
o e Sl

LS ORI ErHE AR EYeRENRRWLWRZQYRIS0ReaRE

= o 0 G0 G T LU OO — e 0 0 0 W L W P L — LD L3 O S e R == R Tt R e =]
R R eI AL IR ST R I EC e R E RS L R SR IR RS

BRI s B s ST e BB YRR EORRERBER=E5%S

EECIHENESEEREREAEISECsESHSEISRERHCBENEeERSBuEns

SESYcEROsBEHEER ReEEZE8nRE83I800B8EEs
=

= O o @ WS O = O O = e B
SuLQLWRSEOTESEOSB LD EN= Womsedoremogdgoown
=t = == - 8-

— WS S o o 00 50 D

oo
=
o
@

LwodTaansiE—o—

 EQSASAY tAE geoac F E T EgneEngfes g nE L B
BiES=tAET D 3RTE TEEE R s EE nE e g L
_..._I.—m.__...Aﬂ mE e .Wo B - CEELTE m.lw_mm.fiq & RS e e

SCTNTIRODENET R A g e (FGg 8 RRE T IR VI ENT

ety DRl Rl | EC W TR R
ORI S G S T et T
SLERE N oot B R S T e R R
e R S IO e I ER L ESESTHERTSRL B RO R HE
SP=tet-pets laprietngSiot dnEpatataa bttt Su sl s dnde e iyt hoh 35
et R it et - R St bt = R an et et Th et it at ot cha et d kg
R RN e e R T E R RSN E S e SREYREEERRERYLEZEEYE g8

Lo oo

S S R s R s s TR N ER L EER IS n I s I8 BB L BIEEEE

A EANERECL YRR SRS ER S s NI SELARIEOREEgeenYES

B e SRS R A R O R SR I C R ER T oRE R ERB IS B8R B8R

R e Y O Y S E R N O e R N e S TR SRR HRYEIEa 830
T o e T O O OO e L O NS L YRR NN el gR e DeaT
S o E S LD D o ® e Bl e R T S o~ TR D o e D ESwion
R I NI E RN R 2R S e YERNEER LGB IEBRERSIESI ISE

B OO OL OO U OO OSSN SOWLWO TN~ TO00S S oM

Before

Sz tE] T G5 5 U O T P o 4D D T = P L P P O 3 60 O D D O - o
RN LI N e T e R NS NN SRR S RN RS
ST GOASE ST N T U USRS LSRN — 0o — S0 @@= WdE S H A0 &0 50 =T & o=
€2 Lk - €0 Li i~ = = bW, OO~ QWL WWR @SSO GRS
EE s nab = e et ettt S P e e e S a3
S T M s T S S S E T e S B S R RS SRR RN IO ESSENAENS
CSOWLDR =D d~EnuWUdonSlof@om = m e = ~mds o LI T=R R E —=
™ L = ) 0l v 40 0 L O L 90 G0 =T 09 T 00 £ 0 P L0 gn P 0 G0 40 =X Ca g0 o =
RSN R SRR RSN ER S ESREREYEBEE258HE3gREEBEE:
eSS s RN e el I RS S R YRR IO SR WD
MESLSrn e OROHNEOR L eo T @ T Em T o T Tl T amOE— o —

"EKANS'" marker added at the end of the encrypted file

Fig. 18 - Comparing before and after SNAKE

Encrypted file is shown in below, and you can determine if it is a SNAKE encrypted file by looking

at the last 5 bytes of the file.

Page 16
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At the end of SNAKE encrypted file,
A “footer” containing AES encryption key with RSA public key and the original file name,
A "marker" is added to indicate that it has been encrypted by SNAKE.

I % The end of an image file encrypted by SNAKFE is displayed in a binary editor. I
L
ADDRESS 00 01 02 03 04 05 06 07 08 09 04 0B OC 0D OE OF  0123456789ABCOEF B
(ITETN CD 73 94 28 82 5D D6 21 EE 16 21 07 3D AD 54 93 s, (b]3l. .. =aTH
UISERON 4D 71 C3 42 76 CB G4 F4 OE 70 3B 74 95 68 1A A4 otBvkh- ];t88.x
WISERON 04 12 BB 7F D3 6D BB &4 B2 03 13 E3 OF D6 FD OF  %.%. %% 41.5z3.°
WIEIEIN CF 50 3F 65 DE 2C 99 AB GA F5 03 OE 7F OD A7 47 3]%..Bj - .. %G
FZ 9B 06 3C 5C &7 7B DA A6 DE 4E 26 80 69 3E D1 = .<¥ = L2'N)iEh
ED D5 C9 34 1F 54 E7 3C A6 D6 76 54 BT B4 61 F1 &/, l.(i‘iﬂ#la-
afy O M Ea A 0N SN 0N O P AR A A Al aa Mo =cvl&l=l-lj T
Jit The “footer” that is added to the end of an AMEAgS -
e encrypted file 'SBZIQ #
5B20 I M A ) B L L Jt ...... “HEE
<N 67 62 60 69 64 70 6F 61 67 6C 6E 64 69 01 FF 82 gbmidecagindi. ..
ZON 00 010301 08 46 69 BCB5 JEBI BDBS 01 OC 00 ..., Filehane. ..
G0N 01 02 49 56 01 0A 00 01 11 45 4E 43 52 59 50 54 .. IV..... ENCRYPT
N 45 44 5F 47 45 53 5F 4B 65 79 01 0A 00 00 00 FE
0N 01 4F FF 82 01 34 43 3A 5C 55 73 65 72 73 5C 74
2N 65 73 74 5C 44 65 73 6B 74 6F 70 5C E9 87 8D E8 . )
UISEEN AG 31 EG 9B B3 E9 A1 9E 5C 43 68 72 79 73 61 6E | 7' m&i4RChrysan ‘ Original file name before encryption
WUIRSEEON 74 63 65 60 75 60 2E 84 70 67 01 10 BY 22 26 E§ Nhemm. jpe. . 0785
OISEENN 65 CF C2 AD 1C DD 071 C8 36 23 C2 9E 01 FE 01 00 VI G VA
WILISERIN 17 92 46 D5 A7 85 6A FA D6 E9 9B 84 85 B5 26 33 381y - pzhang,
LS00l CB F4 21 72 BS E4 D4 BF 7D 51 00 37 61 88 24 09k, \cdEEYI07a.3/
ORIl 21 FO 5B 06 45 43 6E 50 66 EB 6C 60 97 8 47 65 | [.ECnPf - "gole
OISR AC 84 E7 BE 7E EE 98 64 58 B4 39 E1 B5 D4 2C 1€ wBt 3&jX19Z:Y, .
USRIl 77 17 A3 5E OF 22 54 01 38 04 3E 11 53 AF 6D 48 w.1".72.8.>. SomH
UITIERIN 15 90 CC 28 7B 72 90 51 97 80 71 B3 08 60 76 0D .&({rimiBaiEmy.
UISwll 05 2F 34 F4 E1 94 B9 06 E3 58 14 07 36 D8 D9 00 ./: » 8 58 560>
UGN 7C A6 CA 84 75 02 E7 58 5C 93 48 24 77 2E 75 63 |Fhe .H¥ESDw.uc
LGRS D1 82 14 E4 8B 76 DB 27 97 43 62 83 54 02 A9 40 4. .30 bt @
LIESEN E3 89 BD TF F6 18 56 93 93 33 BE C3 9F BD 67 03 §8A...V» 3t7Hat
OISR 29 1F 31 2EFBODBD 54 7S FD S SETE D DO 7D ..1...mAufis .3}
OGN 43 04 OF €5 B0 63 CC 44 4E ADF2 DEFC 3B 16 7C  C..dwcPha- ;.|
. HEIS R RN S LIS L ,
000D6CH0 1 7.8 .PI7.°3,.7.! P . .
BN 1C B6 74 33 EB C2 A4 5A 61 05 63 50 76 08 48 62 .9+ ZacPvikb | FEANS markers that indicate that they have
(RN OB 8C F5 ES 90 06 86 06 F2 E3 53 AF 63 B6 E7 OF b3 ™i#. | encrypted by SNAKE.
LTSRN 00 9F 01 00 00 45 4B 41 4E 53 (SNAKE is inverted.)

Fig. 19 - Structure of end of file, encrypted by SNAKE

The RSA public key included in the ransomware is shown below.

————— BEGIN RSA PUBLIC KEY-----
MIIBCgKCAQEAt1GCKUHXITsiWc1d8V0vo1Y9Jm18RDZEmMMS60OKHI7pZTORHAThIR
BFITZY9bXrI6RFAUwmIXO0WYn5ZqllhLAEe1cqd8RpJ/KK20eiTnOCJ1CGmMOOJvfm
5rFa8whVAU9cnh/iVCcf+aEHJVcHhzB5tTtiT3IBldfzaLL6 GR5EmytbQ3V301Uk
Y4FCKxYOMVoPzPtRG3v03688uUWpZIKBV7e6dht/mAhuCEIIRGcdpAEf6f4zUUYT
DtHcDafMVEA4Sy/DDsd76wAyBIMOXKLv1+vH476 TN1K1tIRBrR98QFI5mIXkgqz6
h+Wpb/5KYWWvG0ZLZcu6eWOCGmMLEmMorvWQIDAQAB

----- END RSA PUBLIC KEY-----

The file operation during encryption is implemented in the following flow. Even if it is developed in
GO language, from Windows API point of view, it is the same file manipulation flow found in the
normal ransomware, that is eventually utilizing WriteFile and ReadFile.
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The file operation when encrypting files is implemented in the following flow.
Even when developed in GO language, from Windows API point of view,
common file manipulation by WriteFile and ReadFile is eventually called.

I #% The function called by malware is recorded in chronological order from top to bottom.

nmon.exe S bject [ OxFFFHif, FALSE, )
nmon.exe )
nmon.exe
{u = { LowPart = 4294967291, HighPart }, QuadPart = -5},  FILE_END )

, 5, O 3 )« Check if the last 5 bytes of the file are EKANS (check if encrypted)

nmon.exe
nmon.exe
nmon.exe
nmon.exe { LowPart = 0, HighPart = 0}, QuadPart = 0 }, 0x , FILE_BEGIN )

)

)
, 102400, , b ) <« Read the file to be encrypted

nmon.exe
nmon.exe
nmon.exe
nmon.exe
nmon.exe [ LowPart = 0, HighPart = 0}, QuadPart = 0, , FILE_CURRENT )
nmon.exe , 10210, if8, Ox ) «— Write encrypted data to a file
nmon.exe
10210, HighPart = 0}, QuadPart = 10210},  FILE_BEGIN )

)

nmon.exe 5 - 324, {u
dFile { 0x0000032: f
{ 0x0085bff8, 20, )

nmon.exe
nmon.exe
nmon.exe

nmon.exe 0, HighPart = 0}, QuadPart = 0, Ox , FILE_END )

) «— Write footer to end of file

nmon.exe WriteFile { Ox0000
ile { OXOO

ile { 0X00

nmon.exe , 4, Ox A )

nmon.exe , 5, Ox \ ) <« Writing EKANS Markers to the End of a File
nmon.exe
nmon.exe

nmon.exe

0000324 )
ateFileW ( "C:\Program Files\Commen Files\VMware\Drivers\mouse\Win8\wmusbmouse.cat”, GENERIC_
{ 0x0000019¢ )

) ( 0x000002cc, INFINITE )

nmon.exe NtWaitForSingleQl ( OxfFFfefe, FALSE, Ox )

AD | GENERIC_WRITE, FILE_SHARE_READ | FILE_SHAR.

nmon.exe

STATUS_TIMEOUT
FALSE

PE_DISK

YPE_DISK

[lrmonee ______________|FincNextfileW [ 0x008decdD, 01254920 )

Fig. 20 - Details of file operations when encrypting a single file

Note that SNAKE does not take the recent encryption trend found in the other ransomware (encrypt a
file, then change its file extension, and repeat again and again on other files). SNAKE first encrypts
all files (without changing file extensions). Once all encryptions are done, it changes all file extensions
at a time. For the hacker, there are benefits in this method. Since the file extension is not changed
while the ransomware is being encrypted, it is difficult for the user to notice that the file is encrypted
halfway, because the behavior is similar to the normal renaming process. As a result, it is possible to
escape without being detected by the behavior detection (encrypt a file, then change its file extension,

and repeat again and again on other files) .

After all files have been encrypted, rename them all at once with “MoveFileEx”
adding random strings to its file extension.

(Using this technique, it may be able to escape from being detected, because this process is commonly used)

Users\hanako\AppDataiLocal\Micresoft\intemet Explores

crosoftiintemet Explorer\Cachestora: Lse achestorage\.inUseHg

“CAUsers\hanako\AppData'Local

G) TRUE
TRUE

nmen.exe M Wi
nmen.exe { "C:\Users\hanake\AppData\Local\Micresoftiintemet Explorer\CacheStorage\edb.chk, "CAUsers\hanake\AppData\Local\MicrosoftiInternet Explorer\CacheStorage\edb.chidyvyj

nmon.exe { "C:\Users\hanaka\AppData\Local\Microsoftiintemet Explorer\CacheStorage\edb.log”, "C\Users\hanako\AppDatalLocal\Microsoft\Intemet Explorer\CacheStorage\edb.logWCgwiN’, MO

nmon.exe M { "C\Users\hanako\AppData\Local\MicrosoftiInternet Explorer\CacheStorage\edbres00001 jrs”, * \hanako\AppData\Local\Microsoft\internet Expl r\CacheStorage\edbres000

nAmon.exe ( "C\Users\hanako\AppData\Local crosoft\Internet Explorer\CacheStorage\edbres00002 jrs”, “C:\f hanako\AppData\Local\M ft\Internet E M CacheStorage’ e

nmon.exe | Users\hanako\AppDataiLocal\Microsoftintemet Explorer\CacheStorage\edbtmp.log®, “C:AUsers\hanako\AppDatalLocal\Microsofty/ntemet Explore\CacheStorage's

nmon.exe | Users\hanako\AppDataiLocal\Microsofthlntemet Explorerieduinit-Clearicon “CA\Users\hanako\App! ocah\Microsoft\internet Explorerieduinit-ClearlconCache.loggJUk?, M

nmen.exe { "C:\Users\hanake\AppDataiLocal\Micrescftyinternet Exploreryieduinit-UserConfig leg®, “C\Users\hanake\AppData \Microsoft\internet Explareriieduinit-UserConfig logpablt®, FILE

nmon.exe ( "C:\Users\hanako\AppData\Local\Microsoftintemet Explorer\JECompatDataljecompatdata xml’, "C:\Users\hanake\AppDatalLocal\Micrasoft\Intemet Explorer[ECompatData\ Jecompat dataxmikfiwy’,

nmon.exe { "C:\Users\hanaka\AppData\Local\Microsoftiintemet Explorer\MSIMGSIZ.DAT", "C:\Users\hanako\AppDataiLocal\Microsoft\internet Explorer\MSIMGSIZ.DATMFSmk”, Mi 3 EXISTING )

nmon.exe | ("CAUsers\hanaka\AppData\Local\Microsoft\Media Pla Playlist\ja-JP\00039367\01_Music_auto_rated at_5_stars.wpl”, "CAUsers\hanako\AppData\Local\Microsaft\Media Pl Playlists\ja-JP\D0039367\01_Music_auto.. TRUE
nmon.exe MoveFileExW ( “CA\Users\hanake\AppData\Local\Microsoft\Media Pla me Playlists\ja-JP\00039367\02_Music_added_in_the_last_month.wpl®, "C\Users\hanake\AppData\Local\MicrosoftyMedia Player\Sync Playlists\ja-JP\00039367\02_Music_a.. TRUE

Fig. 21 - Renaming all files at once after they have been encrypted

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved.
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When all encryption are completed, SNAKE disables all firewalls with the following command:

Netsh advfirewall set allprofiles state off

Once encryption is completed, SNAKE disables all firewall settings

nmon.exe CreateProcessW ( “C:\Windows\system32\netsh.exe", "netsh advfirewall set allprofiles state off”, N ., TRUE, CREATE_UNICODE_ENVIRONMENT, , NULL, , O )
T IS 0044B7E5 |[CALL to CreatcProcessW from nmon.0044B7E3
— |0014FE84 11328E80 HoduleFileName = "C:¥Windows¥system32¥netsh.exe”
0014FE88 110D40C0 | CommandlL ine = "netsh advfirewall set allprofiles state off” |
0014FESC 00000000 1 RS LR Rt
0014FEQ0 00000000 pThreadSecurity NULL
0014FE94 00000001 InheritHandles TRUE
0014FES8 00000400 CreationFlags = CREATE_UNICODE_ENYIRONMENT
0014FEQC T115E000 pEnvironment = 1115E000
0014FEAD 00000000 CurrentDir = NULL
0014FEA4 11135D68 pStartupInfo = 11135D68
0014FEAB 11135D44 LpProcessInfo = 11135044
0014FEAC 0044A744 RETURN to nmon.0044A744
0014FEBO 007CA51C ASCIIT 7 - zw”
0014FFB4 noonns3an

Fig. 22 - Disabling the firewall after the encryption process

In other words, SNAKE performs a series of tasks, such as blocking network communications from
being sent to and from Windows firewall prior to encrypting files, preventing recovery activities and
monitoring across the network during file encryption, and after file encryption is complete, breaking
those blocks.

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 19
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5. Special behavior in domain controllers

A unique feature of this specimen is that it specially works when the work environment is a domain
controller.

Typical ransomware basically creates threatening letter after encryption. However, this SNAKE does
not create any threatening letter on infected user PC or server, although it does encrypt files.

However, if it determines that the infected environment is a domain controller, it does not encrypt any
files. Instead, it creates threatening letters on Windows desktop of Public User and under the root
directory of C drive (C:¥).

SNAKE behavior is different in case the infected terminal is a domain controller.

Create threatening letter on the desktop without encrypting files.

(It does not create threatening letters on other servers and PCs, but performs encryption)

Threatening letter file is created
on Public's desktop

(Thiz means it iz shown to all users of the PC.)

|E| It is very important for the hackers to show threatening letter to the victim.
It is highly likely to have been developed on the assumption that it can penetrate the domain controller.

Fig. 23 - Create a threatening letter only on domain controller

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 20
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6. How to detect domain controllers

In this section, I will explain more in detail about the mechanism of identifying domain controllers.

First, SNAKE uses WMI queries to refer the domain role value.

Checking Domain Roles using WMI queries

3: |Lesp+8] 00SDEDCO <nmon._ptr_main_Fplgmrc
4: [esp+C] 110125F0

|| >« LeSpPpriU] ODUUODDOUD

1101B41p | "select DomainRole FROM Win32_ComputerSystem"
0000002E

;| 0OSDEDCO | nmon._ptr_main_Fplgmfdkdommbapckgjp
110125F0

q combase.dll IWbemServices::ExecQuery ("WQL", "select DomainRole FROM Win32_ComputerSystem”, 272, NULL, 0x33dfebec)
et A ————

et = et

Fig. 24 - Checking the domain role value with WMI Query

The domain role value is defined by the following number, and the domain role value for the domain
controller is "4" or "5".

In the domain controller, the domain role value becomes '"'4" or "3".

Table 9.4 DomainRole Property Values
Value Description
0 Stand-alone workstation (the computer is not a member of 2 domain)
1 Member workstation
2 Stand-alone server (the computer is not 3 member of 2 domain)
3 Member server
4 Backup domain controller
5 Primary domain controller

Numerical value indicating the type of domain role (quoted from the Microsoft site)

(hitps://doecs.microsoft.com/en-us/previous-versions/tn-archive/ee198796(v=technet.10)?redirectedfrom=MSDN)

Fig. 25 — Definition of the domain role value

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 21
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SNAKE checks whether the domain role value is less than or equal to 3, and encrypts the file if it is
less than or equal to 3, but does not create threatening letter. On the other hand, if it is not less than 3,
it does not encrypt the file and creates threatening letters.

The following example compares the behavior of SNAKE in a non-domain controller server
(StandaloneServer) and domain controller (Primary domain controller) environment.

'd N\

o For example, for a server (StandaloneServer) that is not a domain controller, the domain role is ""2".
(This value is either ""0" or "1" for the user PC.)

In case it Is 2 SrandaloneServer |

[ dree g o s e e
8800 mov eax,dword ptr ds: [eax]
85C9 test ec)",ecx I -

v 76 1B jbe nmon.554507 2
OFB700 A mweecl ptr ds:[eax] Eg; Eggggggi
66:83F8 03 emp ax,> co14

v 76 09 be nmon.S544F o Sraslal)

' Check if it is 3 or less => "2"_so it is OK.

In this case, the files are encrypted, and no threatening letter is created

@ For domain controllers (Backup domain controller, Primary domain controller), the value is either 4" or "'5".

In case it is a Domain Controller ‘

BE4IZE 24 MOV eax,Owora prr ss:

| wide FPU

AX 00000005

ECX 00000001

EDX  1104C014
EBP 11087E18
ESP  11087F00 &
ESI 00000000

‘ Check whether "3" or less =>"5", s0 NG

The files are not encrypted, and a threatening letter is created

Fig. 26 — How to identify domain role

The following is the process by which SNAKE branches its behavior depending on the domain role value.

The process branches according to the domain role

Yy
main_check_domain_role ; Check domain role
5 v - t
], bl .text:00553E2A B4C test al, al :
Add Ltext:@@553E2C e4C jnz short loc_553E8C ;
Calling to create threatening letter
== :
.text:00553E2E e4C call main_mjapjcekncgmiofcebfi_func2 ; Call sdu Ltext:00553E8C
-text:88553E33 84C mov eax, [esp+dChsvar_48] -text:88553E8C loc_553E8C:
.text:08553E37 ©4C mov ecx, [esp+aCh+var_ac] Ltext:@9553E8C 04C call saio ziapicek iofcabfi funcl ;
.text:@0553E3A 04C lea edx, [esp+aCh+var_24] ; ad Effective Addre . text:@0553E91 04C|call main_create_ransom_note :I all F
.text:@0553E3E e4C mov [esp+aChevar_4C], edx Ltext: 00553696 040 Lacs .
Ltext:P9553E41 @4C mov [espraChevar_48], ecx .text:09553E98 04C add esp, 4Ch Add
- text:00553E45 94C mov [espraChevar_44], eax .text:@@S53E9E 008 retn
.Text:00553E49 e4C mov eax, [esp+aCh+arg_e]
Ltext: 00553640 @4C mov [espraChevar_4@], eax
-text:0553E51 84C mov eax, [esp+aChsarg 4]
.Text:09553E55 e4aC mov [esp+aChsvar_3C], eax
.text:00553E59 04C call runtime_concatstring2 ;

Fig. 27 - Branch by domain role value

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 22



If SNAKE identifies it is a domain controller, then it obtains the path to Windows desktop of Public

User.

Get Public Desktops
891424 mov dword ptr ss:|fe EU i
= = e ke Ta e
ES 3AT1EBFF 2:){1 -(El:loﬂpﬁ:ﬂt'lm IIUESCG? NERMEE BN
BE4424 08 mov eax,dword TS
8B4C24 OC mov ecx,dword ECK 00008
894424 60 mov dword ptr DX 00BODO12
B94C24 B4 mov dword prr EBP  110E5CS0 "Ci\\Users\\Public"
BE4424 44 mov eax,dword ESP  110F7EBOD &"public
850424 mov dword ptr ss: ESI 0000000F
B8B4424 34 mov eax,dword EDI 0000000F
894424 04 mov dword ptr ss
804424 €0 gax, dword EIP  00553B70 nmon. 00553870
894424 08
€74424 OC 01000000
€74424 10 01000000 ptr §§L3ﬁ5p; 2002220{
gg;g:s;;ss call cmgn f!ér: Sprfn:F} B8 550 B F
mov eax,dwor
8B4C mov ecx,dword CF O TFO IF1
c70424 00000000 mov dword prr ic
894C24 04 mov dword ptr LastError 00000000 (ERROR_SUCCESS)
894424 08 mov _dword ptr ss:ffes Users'\\P LastStatus CO150008 (STATUS_SXS_KEY_NOT_F
ES 42BEEEFF cal <nmon.runtime_s r'\ngtnshcebyte;
8B4424 14 mov eax,dword ptr 1 G5 0028 FS5 0053
894424 30 mov aworg p(g 5 = ES 0028 DS 0028
8B4C24 10 C r tr s
834C24 2C g; :Elw;rdm;tr F;’z:[e €5 0023 &5 00z8
885424 OC mov edx,dword ptr ST(0) FFFFOO00030000000003 x87r0 Empty in
(e macipen ST(1) 00000000000000000000 X87r1 Empty O.
Eale G 2EPEE ST{2) 00000000000000000000 x37r2 Empty O.
B8B4424 OC ST{3) 00000000000000000000 x87r3 Empty 0.
894424 28 5T{4) 00000000000000000000 X37r4 Empty O.
RRAC T4 OR scneR]: " corci\ Puhlir ST{S) 00000000000000000000 x87rS EmoTtv O.
Fig. 28 - Get Public desktop path
Then, layouts the threatening letter into memory as follows, and creates threatening letters on
Windows desktop of Public User and under the root directory of C drive (C:¥).
© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 23
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In case the infected PC is a domain controller

SNAKE puts threatening letter into RAM memory
(which is then created on Public desktop)

7L Hex | ASCII
113135800020 2D 2D 2D |2D 2D 2D 2D (2D 2D 2D 2D|2D 2D 2D 2D | mp-——————————————~—
11135810|2D 2D 2D 2D |2D 2D 2D 2D (2D 2D 2D 2D|2D 2D 2D 2D| -————————————————
11135820|2D 2D 2D 2D |2D 2D 2D 2D (2D 2D 2D 2D|0D OA OD QA|-—-————-———-——- -
11135830|7C 20 57 8|61l 74 20 68|61 7O 70 65 |6E 65 &4 20| | what happened
11135340| 74 6F 20 79|6F 75 72 20(66 69 6C 65|73 3F 20 0D | to yvour Tiles? .
11135850 |0A 0D 0A 2D |2D 2D 2D 2D (2D 2D 2D 2D|2D 2D 2D 2D | s s o ———========—=
11135860 2D 2D 2D 2D |2D 2D 2D 2D (2D 2D 2D 2D|2D 2D 2D 2D | —-—-=-===========—=
11135370| 20 2D 20 20|20 20 2D 2D0|2D 2D 2D 2D(2D 2D 20 OD | -=—===========- .
11135880(0A 0D DA 57|65 20 62 72|65 61 63 65|65 64 20 79|...wWe breached v
11135890 (| 6F 75 72 20|63 6F 72 TO|6F 72 61 74|65 20 &E &5 |OuUr corporate ne
111358A0 |74 77 6F 72|6B 20 61 GE |64 20 65 GE(63 72 79 70|twork and encryp
11135880 |74 65 &4 20|74 68 65 20|64 61 74 61(20 &F &6E 20| ted the data on
111358C0( 79 &6F 75 72|20 €3 6F 6D |70 75 74 65 (72 73 2ZE 20|your computers.
111358D0 (54 68 65 20|65 6E 63 72|79 70 74 65|64 20 64 61| The encrypted da
111358E0| 74 61 20 €9 6E 63 6C 75|64 65 73 20|64 6F &3 75| ta includes docu
111358F0 |60 65 GE 74|73 2C 20 64|61 74 61 62|61 73 65 73 |ments, databases
11135900 | 2C 20 70 &8 |6F 74 &F 73|20 61 6E 64|20 6D &F 72| ,; photos and mor
11135910(|65 20 20 0D |0A OD OA B1|6C BC 20 77|65 72 65 20|& -....4al1]1 were
11135920 |65 6E 63 72|79 70 74 65|64 20 75 73(69 6E &7 20| encrypted using
1113593061 20 6D &9 |6C 69 74 61|72 79 20 67|72 61 64 65 |a military grade
11135940 20 65 6E &3 |72 79 70 74|69 6F 6E 20|61 &C &7 &F| encryption algo
11135950 (72 69 74 &8|6D 73 20 28|41 45 53 2D(32 35 36 20|rithms (AES-256
11135960 |61 6E &4 20|52 53 41 20|32 30 34 38(29 2E 20 59| and RSA-2048). ¥
11135970|6F 75 20 &3 |61l 6E 6E GF (74 20 61 &3 |63 65 73 73 |0Uu cannot access
11135980 (20 74 &8 &F |73 &5 20 66|69 6L &5 73(20 72 &9 &7 | those files rig
11135990 | 68 74 20 GE|6F 77 2E 20|42 75 74 20|64 6F 6E 74|ht now. But dont
113135940 |20 77 6F 72|72 79 21 0D |(0A OD OA 59|6F 75 20 63| worry!....You C
11135980 (61 &E 20 73|74 &9 6C 6C |20 67 65 74(20 74 &8 &F | an sti111 get tho
111359 0|73 65 20 66|69 6C 65 73|20 62 61 63|6B 20 61 &E|se Tiles back an
11135900 | 64 20 62 &5 (20 75 70 20|61 6E 64 20(72 75 &E &E|d be up and runn
111359E0| 69 6E &7 20|61 &7 61 69|6E 20 69 &E|(20 &E &F 20|1ing again in no
111359F0 | 74 69 60 &5 |2E 20 OD OA(OD OA OD OA|2D 2D 2D 2D | TiMS. .uwaa. e
113135A00| 2D 2D 2D 2D |2D 2D 2D 2D (2D 2D 2D 2D|2D 2D 2D 2D ————————————————
11135A10|2D 2D 2D 2D |2D 2D 2D 2D (2D 2D 2D 2D|2D 2D 2D 2D ————————————————

113135A20( 2D 2D 2D 2D |2D 2D 2D 2D (2D OD OA OD|OA 7C 20 4B|————— «=aa| H
11335A30 | 6F 77 20 T4|6F 20 63 6F|6E 74 61 63|74 20 75 73 |0W TO CONTACT US
11135A40| 20 74 6F 20|67 65 74 20|79 &F 75 72(20 66 &9 &C| to get your Til
11135A50| 65 73 20 &2|61 63 6B 3IF|0D OA OD 0OA(2D 2D 2D 2D|es back?....----

11135A60 |20 20 20 20|20 20 20 2D|2D 20 2D 20|20 20 20 20| --—-——---=-=-=——=--
11135A70 |20 20 20 20|20 20 20 2D|2D 20 2D 20|20 20 20 20| ----—-—--=-===—=—=-=
11135A80 |20 20 20 20|20 20 20 2D|2D OD OA OD|DA 54 68 65| --—------- «s..The
11135A90| 20 6F GE BC|79 20 77 61|79 20 74 6F |20 72 65 7 only way to res
11135AA0|74 6F 72 65|20 79 6F 75|72 20 66 69|6C 65 73 20| tore your Tiles

11135AB0(69 73 20 62|79 20 70 75|72 63 68 61|73 69 6E 67|15 by purchasing
11135AC0( 20 61 20 64|65 63 72 79|70 74 69 6F|6E 20 74 6F| a decryption to
11135AD0| 6F 6C 20 BC|6F 61 64 65|64 20 77 69|74 68 20 61| o0l loaded with a
11XISAED| 20 70 72 €9|76 €1 74 65120 6B 65 79(20 77 &5 20| privare Key we

Fig. 29 — Threatening letter layout in SNAKE memory

Other behaviors, such as horizontal expansion and file theft, have not been confirmed at the present
time.

Since Windows firewall operation by netsh requires administrator’s privileges/system privileges, and
there is no behavior requiring privilege promotion when SNAKE is executed with user privileges, this
specimen may have been developed under the assumption that it is executed with administrator’s
privileges/system privileges from the beginning.

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 24
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Also, because of nature of a ransomware, one of the most important goal is to show the target a
threatening letter with the contact information, but this specimen does not create a threatening letter
if it is a user terminal or general server, so the ransomware's purpose (getting a ransom money) cannot
be achieved without doing so (unless it is a wiper with destructive purpose).

Considering this, the behavior of creating threatening letter only on domain controllers and presenting
threatening letter to system administrators suggests that they have been developed under the
assumption that they can intrude into domain controllers.

In view of this situation, one of the possibilities for the infection route of this specimen to general user
terminals is the distribution of this specimen to each terminal via the domain controller with the
supervisor authority/system authority, rather than by a user's double click.

The results of the analysis described above show that the following symptom occurs on the terminal
that has been infected to this specimen.

Due to the above fault activities, the following

7 phenomena appear on the infected PC ~

1) In case the infected PC is not a domain controller (general user PC or other server)

® By disabling Windows firewall settings, the PC temporarily unable
to use network communication during encryption.

® The PC will become unstable, because system processes are
forcibly terminated.

® All files except some system files are encrypted.

2) In case the infected PC is a domain controller

® The files are not encrypted.
\ ® A threatening letter is created on Public's desktop. /

Fig. 30 - Symptoms of the infected PC by this SNAKE

© 2020 Mitsu Bussan Secure Directions, Inc. All rights reserved. Page 25
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7. Summary

As mentioned at the beginning, we do not have any information other than this specimen, so there is
no evidence that this specimen was actually used in Honda's cyber attack. The fact is that, the specimen
analyzed this time has been developed so that it works only on terminals under the environment that
can resolve (MDS[.]JHONDA[.]JCOM) to specific IP address (170 [.]108[.]71[.]15).

As mentioned in previous blog posts, targeted ransomware in recent years tends to be sent after tuning
the behavior according to the attack target organization. As a general intrusion route for targeted
ransomware, intrusion routes aimed at RDP, VNC, etc. may be targeted. Therefore, I recommend that
you re-check RDP and other services have not been exposed to the Internet.

8. About us

MBSD (Mitsui Bussan Secure Directions, Inc.) is the Japanese leading security company in managed
security services, vulnerability assessment and testing, GRC (Governance, Risk, Compliance)
consulting, incident response and handling, digital forensics, and secure programming training
services. The MBSD services are provided by its personnel including the leading security experts in
the field of secure programming, application security, penetration testing and threat analysis who have
in-depth knowledge and understanding of attackers' methodologies. MBSD is working for the Internet
infrastructure companies, cyber commerce and media giants, financial institutes, global enterprise,
and government agencies in Japan to support their strategies against rapidly increasing threats from
cyber space.

Company Contact Information:
Mitsui Bussan Secure Directions, Inc.
Yusen Suitengumae Building 6F, 1-14-8, Nihonbashi Ningyo Cho, Chuo-ku, Tokyo, 103-0013, Japan
+81 3 5649 1961 | http://www.mbsd.jp/
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